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Preface

The field of Object Technology has conquered the I'T world, including the educa-
tion system, the commercial world, and the many diverse research communities.
The ECOOP community can be proud of this evolution, if not revolution, since
the research results that have been published by this community over the past
17 years (also counting two European workshops preceding the official ECOOP
conference series) have had a great impact on the development of Object Tech-
nology.

This legacy sets great expectations for any new ECOOP conference. The con-
ference must present important new research results and developments within
new applications of Object Technology. At the same time, the conference must
strengthen Object Technology itself by advancing the richness in structure and
expressiveness. Furthermore, the conference should aim at questioning the com-
monly accepted truths in order to look for new insights even to the extent of
tearing down some of the generally accepted research results in the quest to find
new directions of research. That is, the conference may possibly find ways to the
technologies that might follow Object Technology.

It was with great honor that I worked as Program Chair of this 15th European
Conference on Object-Oriented Programming, ECOOP 2001, held in Budapest,
Hungary, June 18-22, 2001. The Program Committee, consisting of 30 excellent
fellow Object Technology researchers, did an outstanding job in selecting 18
technical papers out of a total of 108 submitted papers. Besides these technical
papers, the conference presented three invited speakers: Charles Simonyi, Erik
Meijer, and Alistair Cockburn. Erik Meijer accepted to write an invited paper,
which is included in these proceedings. In addition to the technical program, the
conference program included 22 workshops and 21 tutorials.

It is impossible to organize an event like the ECOOP conference without the
tireless efforts of everybody involved. Instead of mentioning them individually, I
would like to express my thanks to everyone, not only those mentioned explicitly
elsewhere in these proceedings, but also the many volunteers that worked hard
at making ECOOP 2001 a success. Last but not least, I would like to thank
the authors for writing the many interesting papers, the reviewers for the hard
work they put into evaluating the submissions, the Program Committee for
making the selection process run smoothly, the conference attendees for making
ECOQOP 2001 an inspiring and interactive event, and finally you, the reader of
these proceedings, for putting the research results presented here into use in
education, enterprise, and future research. Only through the use of these results,
will the work become truly worthwhile.

April 2001 Jorgen Lindskov Knudsen
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Keynote Speech:

Language, Objects, and Intentionality

Charles Simonyi

Microsoft Corporation
One Microsoft Road
Redmond, WA 98052-6399

Abstract. The multiplicity of natural languages and the multiplicity of
computer languages invite a false parallel. In fact computer languages have
settled into an evolutionary rut that was carved by the needs of the earliest
computers, while natural language evolves to even greater efficiencies. The talk
will discuss "intentionality" as an important aspect of natural language, and the
uses of intentionality in computer languages and in object oriented
programming.

J. Lindskov Knudsen (Ed.): ECOOP 2001, LNCS 2072, pp. 1-1, 2001.
© Springer-Verlag Berlin Heidelberg 2001



Capabilities for Sharing*

A Generalisation of Uniqueness and Read-Only

John Boyland!, James Noble?, and William Retert!

! University of Wisconsin-Milwaukee, USA,
{boyland,williamr}@cs.uwn.edu
2 Victoria University of Wellington, New Zealand,
kjx@mcs.vuw.ac.nz

Abstract. Many languages and language extensions include annota-
tions on pointer variables such as “read-only,” “unique,” and “borrowed”;
many more annotations have been proposed but not implemented. Unfor-
tunately, all these annotations are described individually and formalised
independently — assuming they are formalised at all. In this paper, we
show how these annotations can be subsumed into a general capability
system for pointers. This system separates mechanism (defining the se-
mantics of sharing and exclusion) from policy (defining the invariants
that are intended to be preserved). The capability system has a well-
defined semantics which can be used as a reference for the correctness of
various extended type systems using annotations. Furthermore, it sup-
ports research in new less-restrictive type systems that permit a wider
range of idioms to be statically checked.

1 Introduction

Pointers to objects in imperative languages provide a powerful programming tool
but one that has the potential to create hard-to-spot errors [23]. Even ignoring
issues such as object allocation and deallocation, aliasing — sharing mutable state
— can lead to undesired situations where two parts of a program unintentionally
communicate.

Problems of representation exposure are well known [27]. For example, ma-
nipulating reference fields of a link object supposedly encapsulated within a
linked list can cause the linked list to return incorrect values or loop indefi-
nitely. Argument exposure is a more subtle problem: if an element of a collection
such as a binary search tree, sorted list, or hash table is modifiable from out-
side, changing the element can break the invariant of the collection structure

* Work supported in part by the National Science Foundation (CCR-9984681) and
the Defense Advanced Research Projects Agency and Rome Laboratory, Air Force
Materiel Command, USAF under contract F30602-99-2-0522. The views and con-
clusions contained herein are those of the authors and should not be interpreted
as necessarily representing the official policies or endorsements, either expressed or
implied, of the National Science Foundation, Defense Advanced Research Projects
Agency, Rome Laboratory, or the U.S. Government.

J. Lindskov Knudsen (Ed.): ECOOP 2001, LNCS 2072, pp. 2-21, 2001.
© Springer-Verlag Berlin Heidelberg 2001
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Immutable No change of state is visible through this reference.
Also known as: Clean [35].
Borrowed [9] This reference may not be stored into an object’s field. Also known as:

Limited [T0]; Temporary [25]; Lent [4]; Unconsumable [30]; Unique [22].
Anonymous [8] [This reference neither may be stored into an object’s field,

nor may be compared via pointer equality.

Read-Only [27] |[This reference may only be used to read an object;

the object to which it refers may be changed via other reference.

Also known as: Read [22]; Const [39]; Immutable [20].

Unique [1} 9] 22][This is the only reference to the object to which it refers.

Also known as: Linear [5]; Free [22] [35]; Unshareable [30].

Shared This reference is unrestricted:

this is the default meaning of most pointers.

Fig. 1. Reference annotations from the literature.

of which it is a part [35]. For a recent summary of these issues, with particular
attention to object-oriented systems, see the summaries from the IWAOOS 1999
workshop [34].

1.1 Annotations for Controlling References

To enable programmers to manage aliasing in their programs, and to support
optimisation, many programming language mechanisms have been provided (and
many more proposed) that restrict the use of pointers and objects in programs.
For instance, many languages now support a read-only annotation (such as
C++’s const and Java’s final) which prevents references from being changed.
Many more flexible annotations have been proposed. If an object is declared to
be completely immutable, that is, its state can never be changed via any refer-
ence, sharing that object always is benign [29]. Alternatively, if a reference to
an object is unique, that is, it is the only reference to that object, then that
object can always be mutated without affecting other parts of the program [22].
Figure [1l summarises a number of the most important annotations that have
been developed to date.

The proliferation of annotations causes a number of problems. Each annota-
tion is typically described independently, without reference to other annotations.
Similarly, each annotation is formalised independently, in a formal system suited
to that particular purpose. The names given to annotations are quite arbitrary
— for example, we believe that Hogg’s read [22], readonly in Modula-3 [32],
JAC [24] and Universes [31], and some senses of C++’s const [39] all have the
roughly the same semantics that we call read-only. Subtle differences remain
because each annotation is defined within a different context. For instance, read
(reference) variables in Hogg’s Island system may not appear on either side of
an assignment. Annotations’ semantics can be as arbitrary as their names, of
course, so a read-only annotation could protect a variable, a single object (as in
the example above), or provide transitive protection (as in Flexible Alias Pro-
tection’s clean or JAC’s readonly). The same annotation may have different
meanings in a single system depending where it is applied: “unique” in Hogg’s
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islands means what we call “unique” when applied to a field declaration, but is
closest to what we call “borrowed” when applied to a parameter.

This variability in semantics makes it difficult to compare annotations: it is
hard to determine if, say, Islands [22| offer the same protection as Guava [4],
because the semantics of their respective annotations are unclear. Combining
annotations is difficult because annotations are usually phrased negatively, as
restrictions on the source language: a final annotation forbids write operations
upon the reference to which it is attached; a free annotation would forbid dif-
ferent operations. As a result, understanding any given annotation is difficult:
understanding a language with several annotations, or determining how annota-
tions from different proposals could be integrated, is next to impossible.

We believe one profound reason for the confusion is the lack of a low-level
model (that is, a level below that of the annotations) of properties that the
annotations are intended to preserve. It is difficult to prove the correctness of
something when there is nothing to compare it to!

1.2 Capabilities for Sharing

This paper describes a system of capabilities for sharing: a capability consists of
an address together with a set of primitive access rights that can be combined to
model most of the reference annotations proposed for programming languages.
The capabilities are given semantics in an untyped language that can serve as
the reference for various type systems that define annotations in terms of access
rights and give statically checkable rules that show execution does not get stuck.

The access rights give precise meanings to the properties that annotations are
intended to preserve, and so provide a vocabulary for naming and discussing an-
notations. The precise semantics also support formal modelling directly, and as
importantly, can clearly distinguish different annotations from each other. The
semantics are expressed positively — each right grants its possessor the ability to
perform a task otherwise beyond their power, making the semantics of combi-
nations of annotations clear. The result is a comprehensive system that allows
the extent of sharing to be precisely specified. This system can be supported by
a static analysis so that the rights retain no run-time presence.

The remainder of this paper is as follows: Sect. [2 describes our system of
capabilities and shows how it can be used to model the proposed annotations;
Sect. Blpresents the semantics of our capabilities, and then Sect.[d describes how
we can model previous work; Sect. B] discusses the consequences of this model;
Sect. B places our capabilities into the context of related work, and Sect. [1
concludes the paper.

2 Access Rights

In our system, a (pointer) variable contains a capability which consists of two
parts, an address of an object and a set of access rights. The full set of ac-
cess rights is shown in Fig.[2. We have seven access rights, organised into three
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R [Read permits fields of the object to be read.

‘W |Write permits fields of the object to be written.

I |Identity permits comparisons between addresses.

R |Exclusive Read |means no other variable has a capability to the object

with read access.

Exclusive Write |means no other variable has a capability to the object
with write access.

Exclusive Identity|means no other variable has a capability to the object
with identity access.

O |Ownership Gives right to fully assert rights.

Protects from assertion by “borrowed” capabilities.

=

o |

Fig. 2. Access Rights for Sharing.

groups. The first three base rights, (read) R, (write) W, and (identity) I, de-
scribe the operations that may be performed via the capability. The next three
exclusive rights indicate what operations (under certain circumstances) may not
be permitted through other capabilities to the same object. The last one (the
ownership) right affects how incompatibilities between capabilities are resolved.

Access rights define how a pointer to an object can be used; they say nothing
about the objects themselves. For example, if some variable v pointing to an
object o has has read and identity rights, but not the write right, then o’s fields
cannot be written via v: however this does not mean o’s fields cannot be written:
some other variable v’ with a capability to o may have the write right, in which
case o could be written via v'.

2.1 Base Rights
For example, to read a field £ from an object y, as in
x :=y.%f;

the capability in variable y needs to have the read (R) right. Similarly, to write
a field, as in

y.f = z;

the capability in the variable through which the write occurs (y) must have the
write (W) right. To compare two capabilities (as in the test of the following “if”
statement):

if (x == y) {
System.out.println("x and y point to the same object");

}

the capabilities in both variables must have the identity (I) right.
In this paper, we model only the most low-level operations. In a user-level
object-oriented language, we would want to combine these concepts with access
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protection (permitting accesses to the field only in methods of the class, for
instance) and perhaps some additional base access rights permitting dynamic
dispatch, or dynamic type testing. The semantics we give easily accomodates
new rights.

2.2 Exclusive Rights

The second group of three rights (the three exclusive rights: exclusive read (R.),
exclusive write (W), and exclusive identity (I)) control the same operations
as the corresponding base rights: field access, field assignment, and so on. The
difference between base and exclusive rights is that while a base right permits
an operation to be performed on an object via this variable, an exclusive right
can be used to prevent those operations on that object via any other variable in
the program.

An exclusive right is not a negative right: the possession of an exclusive
right gives more power to the variable than it would have without the right. For
example, if a variable has a capability with the W right, then the object referred
to by that variable can only be written via that variable. This is a good thing for
the part of the program containing the variable with the W right: for example,
the object’s fields can be cached safely since they can only be invalidated by
writes through that variable.

A program must assert an exclusive right to enforce these restrictions. Assert-
ing an exclusive right ensures that no other variables have capabilities with the
right in question, if necessary by forcibly stripping those capabilities of incom-
patible rights. For example, when a program asserts the W right for a variable,
no other variables must be able to write to the object referred to by that variable.
To ensure this, any W rights will be stripped from all other variables referring
to that object. A system may use static analysis to ensure this denial of access
rights does not cause other parts of the program to suddenly fail. Alternatively,
a dynamic interpreter could locate other capabilities in the system and remove
their rights.

An exclusive right and its associated base right are duals. Asserting an ex-
clusive right denies other variables the base right, while asserting a base right
denies other variables the exclusive right. We say that two capabilities to the
same object are compatible if neither has a right which the other has in dual
form.

More subtlely, possession of an exclusive right does not imply possession of
the base right. An important example is the concept of “immutable.” Immutabil-
ity is represented in our system by the lack of the write right (cannot modify the
object) and the possession of the exclusive write right (no one else can modify
it either). Asserting this right ensures no one can write the object.

The exclusive rights are a key aspect of our system, one that strongly distin-
guishes it from most previous work, such as ACE [25]. Exclusive rights also give
somewhat the same flavor as a linear type system with some important differ-
ences. Most importantly they do not imply uniqueness unless asserted. Nothing
prevents a capability laden with exclusive rights from being copied into multiple
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variables, such as a linked list. However, unless these variables are all in a single
analysis unit, a static type system will be unable to ensure they do not interfere,
and thus must assume that the aliases deny their fellow aliases any access rights
that they have the ability to do.

2.3 The Ownership Right

The one access right that does not have an exclusive form is the ownership right
which modifies the semantics of access right assertion. If a capability has this
access right, we call it an owned capability; otherwise it is a borrowed capability.
Asserting the access rights of a borrowed capability affects only other aliasing
variables with incompatible borrowed capabilities but asserting the access rights
of an owned variables affects all aliasing variables with incompatible capabilities.
This access right can be used to express ownership or uniqueness according to
the particular policy in use.

If two variables with incompatible owned capabilities refer to the same object,
each has the ability to force the other to be compatible with it. The successful
execution of the program may depend on which variable asserts its rights first,
a race condition of sorts. Adding concurrency makes it a true race condition.
Ensuring that race conditions do not happen is the job of a policy supported
perhaps by static analysis. For instance, in the case that the two variables are
in the same analysis unit (that is reflect the ‘same’ owner), it may be possible
to ensure cooperative behavior. In other situations, in which only one of the
two variables is available during a modular analysis, the analysis may simply
assume the worst: that the other pointer acts first. Since, as we shall see, correct
program execution never depends on the lack of an access right, this assumption
is always sound.

One common component of policies is the following rule: the first time a
program fragment reads a capability, it asserts all its (required) access rights.
In this case, once you are given an owned capability, you force all aliases to be
compatible, and never have to worry about losing an access right again, unless
you give it out to someone else or voluntarily yield some access rights. In essense
an owned capability means the variable storing it can hold onto its access rights
indefinitely. On the other hand, a borrowed capability has no such guarantee. A
policy defines the (basically temporal) extent of the borrowing and static analysis
can ensure that the access rights are indeed preserved during this extent.

Given the connection the ownership right has with denying access rights, it is
not clear that giving the ability to deny this access right is interesting or useful.
Ownership by itself has no interesting effect; with a capability with just this
access right, one does not even have the ability to compare the address, read or
write through the capability, let alone deny other aliases their access rights.

2.4 Composing Access Rights

These access rights do not stand alone, rather they are designed to be com-
bined to provide semantics for reference annotations that will be useful within
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useless
0
/ N
null anonymous
OI RW
T T
readonly borrowed
ORI RWI
/ N /
immutable shared
ORIW ORWI
N /
unique
ORWIRWI

Fig. 3. Lattice ordering of reference annotations (compare Fig. [I]).

programs. In particular, we expect that they will be combined to produce se-
mantics similar to those provided by existing monolithic annotation systems.
Figure Bl shows how the annotations from Fig. [l can be situated in a sub-lattice
of the subset lattice of access rights.

At the bottom, we have “unique” which means the object pointed to is un-
shared. The lattice also shows the relative position of “shared” capabilities which
are unrestricted in their use but which provide no uniqueness guarantees. Else-
where we see that read-only generalises both immutable and shared (since a
read-only capability is limited in its use but has no guarantees concerning out-
side mutation). Borrowed capabilities are capabilities that are only temporarily
available, and anonymous capabilities are those that additionally cannot be com-
pared with other capabilities using address equality. Null capabilities (as well as
having a special address) permit identity comparison but it is not permitted to
read or write fields through a null capability. Capabilities at the top of the lattice
(“useless”) cannot be used for anything, and have no guarantees at all. All these
concepts fall out naturally in our capability-based system.

3 Semantics of Capabilities

We define the semantics of our capabilities using a simple language of objects.
The language includes simple variables and fields. An object is represented by
its integer “address.” The only values we have are capabilities, that is, pairs
of an address and a set of access rights. We make the simplifying assumption
that any object can have any field. Thus a store is represented by a (complete)
function from variables (both simple variables, and (object,field) pairs for field
variables) to capability. The initial store gives interesting values to two special
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xz,y € V = Identifiers (Simple Variables)

fvg € F = Identifiers (Fields)
o € O=IN (Objects)

p,qg € P=VU(O,F) (Pointer Variables)

rer C R= {O,R, W, 1, R,W,i} (Access rights)

¢ € C=(0xR) (Capabilities)
o € ¥Y=P—C (Store)

oo = [nulls 0,{O,I}),new: -d,R),all others: 0,{})] (Initial Store)
s € S (Statements)
b € B (Boolean expressions)

Su=uz:i=new |x:=y | x:=y.f|z.f:=y
| limitzr | assertxr |assertz.fr
| skip|s;s’ |ifbthenselses |whilebdos

B = gx==y | x!=y | true | false
Fig. 4. Basic domains and syntax

variables null (predefined constant) and new (a keyword)[] The statements in
the language include assignments, selection, iteration and special operations on
access rights (1imit and assert). The only condition that can be tested directly
is object identity. The domains and syntax are defined in Fig.

The limit statement and the two kinds of assert statements are the key
aspects of an otherwise conventional plain language. The 1imit statement re-
moves excess rights from a capability. The assert statement has two effects.
First, it stops execution unless the variable has a capability with the asserted
access rights. Second, when asserting a set of access rights, it strips any rights
of other variables that are incompatible with the asserted ones. Unless asserting
the O right, only variables with borrowed capabilities are affected. We have two
forms of assert (for local values and for objects’ fields respectively) because
neither can be simulated using the other without using a write.

3.1 Evaluation

In this section, we give a “small-step” semantics of our language. In a “small-
step” semantics, we show how a single program step can be accomplished through
a program transformation. At each point, we have an input store and the result
of evaluation will be an output store. We write

oks—s'|d

! The null variable may not be assigned and new may only be used in the special
allocation statement.
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to indicate that if the store is o, the program s will be transformed into pro-
gram s’ yielding resulting store ¢’. (Although our language is imperative, our
formalism is declarative.) We use a similar notation for boolean expressions:

ckb—V

A boolean expression has no effect on the store. The steps are a little bit bigger
than one might expect since we treat each kind of assignment statement as an
atomic unit. Conditions on the transformation are written above a line above
the transformation.

We write updates on a store using the notation o[p 1 —c¢] which has the
following semantics:

n_ Jec ifp=yp
O—[p} ﬁ](p)_{o.(p/) lfp?ép/

Multiple updates are written as one compound update.

If you read from new, you get a new object not yet in the store, and get the
full set of access rights. None of the fields are initialised (and so default to (0, 0),
the useless pointer to the null object):

o(new) = (o, R)
ot [x:=new] — [skip] | o[z —fo, R),newi —o+ 1, R)]

When evaluating an assignment between two variables, we simply copy the
address and access rights (reads aren’t destructive). After the assignment the
two pointers are aliases, possibly incompatible:

ok [e:=y] — [skip] [ o[z —o(y)]

Storing a value in a field requires the write right. Again, we simply copy the
capability. A policy may wish to insert extra checks on a write to the heap but
the basic semantics treats it much the same as a simple assignment between

variables:
o(z) = (o,7),Wer

ot [z.f:=y] — [skip] | ol(o, f)+ —&(y)]
Reading a value is similar, but requires the read right:

o(y)=(o,r),Rer
ot [z:=y.f] — [skip] | o[z —& (0, f)]

One can limit the access rights of a variable to be no more than a given set:

o(z) = (o,7)

ot [limit = '] — [skip] | o[z —o,r N7')]

More interestingly, one can assert some set of access rights for a simple vari-
able which first requires that one have the access rights and then produces a new
store:

o(x) =(o,r),r 27’
ot [assert z r'] — [skip] | Assert (z,0,7’,0)
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And one can assert for a field of an object (if one has the read right for the
object):
o(z) = (o,7),Rer
olo,f)=(o ") 7 21"
ob [assert z.f r"] — [skip] | Assert ((o, f),0',r", o)

Asserting a set of access rights makes other aliases compatible:
Assert (p,o,7,0) = olp’+ o, MakeCompat (v',7)) | o(p') = (o,7"),p # ] .

The MakeCompat helper function takes two sets of access rights: the first for
the alias being affected and the second being the set asserted. If the alias is an
owned pointer variable, and one asserts without the ownership right, the alias is
unaffected. If asserting with the ownership right, even owned pointer variables
are affected. Borrowed pointer variables are affected in any case. Any access right
of the alias whose dual is being asserted is stripped away:

r’ ifOer’ O /a

I —
MakeCompat (r',r) = {r’ —{r|Fer} otherwise

(NB: z =z for z € {R,W,I}.)
We evaluate the left hand-side of the sequence operator unless it is already
skip:
ocbsyi— s o
ob [s1; s2] — [sy; s2] | o

ob [skip; s] —s|o .

Conditional statements first require the condition to be evaluated, and then
select one of two results:

ockFb—=V )
o b [if b then s; else so] — [if V' then s; else s3] |0’

o b [if true then s; else s3] — 81 |0 ;
o b [if false then s; else s3] — s |0 .

“While” loops are transformed into “if” statements:
o F [while b do s] — [if b then s; while b do s else skip] |o .

The only conditions we have are equality and inequality (we need both for
while). In either case, we need the identity capability for both pointers:
o(x) = (o,7),I€er, o) =(,r"),Ier’

, [true] oR0o
oF [o B2 = [false] otherwise

We lift subset inclusion on access rights to a partial ordering on stores. (The
lattice ordering is the reverse of subset ordering.) We only order those stores
that have the same address for all variables:

0 C o' = (Yyerdocorcrcra(p) = (0,7) Ao (p) = (0,7"))
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3.2 Execution Gets Stuck Only when Access Rights Missing

Execution is stuck only if a necessary access right is missing.

Theorem 1. Let s € S where s # skip be an unfinished program, and let o € X
be any store. Then there exists a store with the same addresses o* T o under
which this program can be evaluated one step: o* s — s | o’.

The read and write rights (R and W) are needed when reading and writing
fields of records, respectively. The identity right (I) is needed when comparing
capabilities. Access rights are also checked in assert statements.

Theorem 2. The evaluation function is monotonic over the partial order of
stores and does the same program steps (if evaluation is possible at all):

o1 E oz A / /
/ ’ 51 =83\
orbs—=si oA =L, f
o1 C oy

oo b s —sh| o)

If at the end of a program, we are only interested in the address part in variables,
then if a program executes successfully it would have the same result if we ignored
access rights entirely. This important property would be absent if it were possible
to test for the presence of rights if an if statement.

As a result, in the context of a static checking system that guarantees the
absence of capability errors, access rights incur no (direct) overhead in space or
time

There are three reasons a pointer may not have a required access right:

1. The pointer may not have been initialised;

2. The pointer may have lost the access right through a 1imit statement;

3. The pointer may have lost the access right through an assert statement
applied to an alias.

The first two situations can be addressed through standard analyses that
track access rights through assignments. The third situation is peculiar to our
way of expressing uniqueness and ownership; to statically check for such situa-
tions, one must track aliasing of pointers, which makes sense since uniqueness is
an invariant concerning aliases.

4 Policy and Mechanism

An important advance over previous work is that the capability system separates
sharing policy from the mechanism used to implement that policy. There are two
ways in which policy can be separated from mechanism:

2 There may be indirect costs involved in meeting the dictates of the static capability
type system.
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— In this paper, we separate the executable semantics of capabilities (mech-
anism) from the invariants that are intended to be preserved concerning
annotated variables in a particular system (sharing policy).

— One may also separate the analysis mechanism used to check that execution
will not get stuck from the coding policy concerning rules the programmer
needs to know in order to satisfy the analysis.

While this paper does not directly address the second separation, it assists the
definition of such an analysis mechanism by providing a semantics against which
it can be checked.

Sharing policy is expressed in our framework by adding assert and limit
(and perhaps other) statements wherever annotated variables are used. Where
this choice of policy is really made manifest is in the meaning of exclusive rights.
As seen in Sect. Bl the system does not prevent a “unique” pointer (more pre-
cisely, a pointer with all seven access rights) from being aliased in arbitrary
ways. What the semantics does do, is provide a way to express (in an executable
manner) the desired invariants. Thus if we wish certain variables (designated the
“unique”) variables to always have exclusive access to an object, we can assert
the seven access rights upon every use of the capability. Exactly how that is done
depends on the policy: one may have a more “linear” view of uniqueness, or one
may use “null” as a legal value for non-unique “unique” variables. The system is
flexible enough to admit different views of uniqueness; this section gives several
examples.

Once one has the intended invariants encoded using assert and 1imit state-
ments, one then needs some way to ensure that these invariants are maintained.
The semantics we give permit a dynamic-checking approach, in which access
rights are stored at run-time and lists of invisible back-pointers are maintained
for each object, but this technique has a high price, both in the extra run-time
overhead and in the fact that the program simply crashes when an invariant is
not met. Instead, if a static analysis can prove execution at the capability level
will never get stuck, we can ignore access rights completely in the implementa-
tion. A single policy could be supported by several analyses, that may differ in
being local or global, flow-sensitive or flow-insensitive, etc. A particular analysis
may require a particular sub-policy to be introduced: additional annotations and
additional assert and limit statements.

4.1 Example: Uniqueness

To illustrate how sharing policy can be realised with capabilities, this section
presents examples of several different techniques for maintaining uniqueness,
roughly meaning that a variable has sole access to the referred object. We show
how various policies for maintaining uniqueness can be realised in our system.
In each of the examples below, u and v are unique variables (according to the
flavor being described) and x and y are variables referring to temporary values.
We show how reading or writing a unique variable is expressed, and handle the
special case where we have a copying assignment between two unique variables.
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Pure Linear References A linear reference may only be assigned/bound to
something of linear type and may only be used once [17} [5]. Using the variable
a second time is illegal.

Program Expanded Program
u =X u = x;
assert ©* ORWIRWI
Yy 1= Yy 1= v;
limit v 0
u = v u = v;
limit v (;

assert u ORWIRWI

This way of expressing linear reads does not quite match the semantics of linear-
ity, because multiple reads are still permitted, but the later reads get a useless
result. Another difference is that the capabilities do not force the variable to be
read (as in true linearity.)

Checking linearity essentially becomes checking that the variable is only read
once. With local variables, this is easy to do, but with fields of potentially shared
objects, it becomes much harder. Thus we see versions of uniqueness that leave
behind a useful value after a read.

Destructive Reads A destructive read is one that replaces the former contents
of the read variable with null when it is read, and allows null as a valid value
for an otherwise unique variable. Baker uses destructive reads for reading unique
fields of possibly shared mutable objects [5]. Destructive reads have been used to
avoid the need to synchronise on shared objects [3]. Islands [22] and Eiffel* [30]
also use destructive reads.

Program Expanded Program
U =T U = T
if u !'= null then assert u ORWIRWI else skip
Yy = Yy 1= v
v := null
u = v u = v;
v := null;

if u !'= null then assert u ORWIRWI else skip

The ease of checking destructive reads has a dual property, now the programmer
must handle the fact that the ‘unique’ variable may not actually refer to an
unshared object but instead is null.

Swapping If a unique variable can only be swapped with another unique vari-
able, and never otherwise read or assigned after being initialised, (as in RE-
SOLVE [21] for example) uniqueness can be assured:
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Program Expanded Program
u.init (x) u =T

assert ©t ORWIRWI
u =Iv t = u;

u = v;

v o=t

assert u ORWIP:“ZV;;
assert v ORWIRWI

If null is a legal value, the asserts must be made conditional.

Copying One of the rules for Balloons [2] is that balloon fields can only be ini-
tialised with/assigned to newly copied (or newly created) references. But once
ensconced, the field can be read many times, always resulting in a value which
cannot be saved in another field of balloon type. Assuming that a copy opera-
tions is expressed explicitly in the language, and that it should return a unique
capability, we can express Balloon field writes and reads as follows:

Program Expanded Program
U =T U = T

assert © ORWIRWI
Yy = Yy 1= v

limit y RWI

The invariant that is maintained is the lack of static aliases (that is, field aliases).
There may be many dynamic aliases. Balloons also have an “ownership” style
invariant.

Alias Burying The basic invariant for alias-burying is that a field variable
annotated “unique” must be unique only upon (that is, just before) reads. It may
have aliases at this point, but all aliases must be dead, never to be used again.
A close approximation is to have all aliases have at most the ownership right
(O). Alias burying can be implemented in our system by having the uniqueness
of these fields asserted just before a read (in this case, let u be a unique field):

Program Expanded Program
Yy = T assert x.u ORWIRWI;
Yy 1= T.U

Once again, we will need a conditional assert if null is legal as well.

4.2 Example: Borrowed Pointers

Every set of basic and exclusive rights has an owned version (with O added) and
a borrowed version (without O). The semantics provides a mechanism for im-
plementing various policies for what “borrowed” should mean. According to our
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semantics, a borrowed variable (that is, a variable with a borrowed capability)
can only affect other borrowed variables in its assertions; it cannot strip access
rights of the variable from which it was ‘borrowed.” An owned variable can affect
both borrowed and owned variables.

Borrowed Parameters Intuitively, a borrowed capability is one that is valid
only for a limited extent of time, after which it is no longer valid. Typically, this
extent is the dynamic lifetime of a parameter so marked. Borrowed parameters
are also known as “limited” [I0] or “lent” [4]. The source of the borrowing (for
instance a unique variable) may be used to strip incompatible access rights from
the borrowed variable when ‘time is up.” Here we suppose our source language
uses begin-end to delimit the dynamic extent of the borrowed parameter:

Program Expanded Program
begin p = v;

borrowed p := v; limit p RWI
end assert v ORWIRWI

Restricting Borrowed Values A policy will often have a rule that borrowed
capabilities cannot be stored in the heap and some policies additionally require
that borrowed capabilities cannot be returned from a procedure. For, for exam-
ple, for a “shared” field /return value:

Program Expanded Program

y.f = x assert + ORWI;
y.f 1= x

return x assert + ORWI;
return x

Typically these policies assert a field or return value’s annotation (as a set of
access rights) before the store/return.

Alternatively, it can be seen that in a typed system, a field will have a certain
set of required access rights. Without the ownership right, it is impossible for
a borrowed capability to ensure that it will not eventually lose these required
access rights. Thus a borrowed capability is not a good candidate for being stored
in a field. This intuition can be modeled by having every field type include the
ownership right so that values without this access right cannot be stored into
these fields.

However, these restrictions are questions of how the invariant can be main-
tained, not in defining the invariant so they are not built into the semantics of
the store. It may be useful, for example, to permit temporary structures holding
borrowed capabilities. We also do not wish to restrict the dynamic extent of a
borrowed capability to be equal to the lifetime of some stack frame, as seen in
our treatment of iterators (Sect. [Z.2).
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Read-Only Borrowed Islands [22] have a “read” mode that can be used for
dynamic aliases to internal structures (including unique pointers). This mode
can be realised using a “borrowed readonly” set of access rights (RI). The read-
only’ness is transitive as well (see Sect. [4.3).

Anonymous Confined types [8] have a particular kind of method called an
“anonymous method” in which the receiver cannot be compared to any other
value using object-identity. We model that restriction by ensuring the this ca-
pability receiving the method has been limited to RW rights only.

Iterators An iterator [16] is a special object that refers to some position within
a container object. Often, for efficiency, that position is indicated through the
use of pointers to internal structures of the container. For example, an iterator
to an extensible array object may have a direct pointer to the underlying array
used to implement the container [33]. This situation (aliasing of a kind) may
lead to difficulties when the container is mutated which may result in a change
to the internal structures. For example, a new, larger, array may be allocated
to hold the contents of the container. Some iterator systems simply state that
it is an error to use an iterator after a mutation, but then never check for this
eventuality. In Java’s 1.2 collections framework, iterators are ‘fail-fast’: using an
iterator after any mutation of the container results in an exception throw.

Previous systems for unique variables or ownership types had difficulties
modeling such limited forms of aliasing (but see later work by Clarke [12]).
The situation can be modeled with capabilities. First, we have the creation of
an iterator (here simply a variable):

Program Expanded Program
1= u 1= u;
limit ¢ RWI

Whenever the internal state is used in a non-modifying situations, the policy
does not add any assert statements, but when it needs to be mutated, we first
assert the uniqueness of the internal structure:

Program Expanded Program
T = u assert u ORWIRWI;
T =

and then use x for mutations.

Checking that an iterator is never used incorrectly can be difficult. To be
able to prove that a given ‘fail fast’ technique does not use a variable whose
access rights has been lost, an analysis will need some way to connect run-time
values (for example version stamps) with access right status. Here we have simply
shown how checking this property can be modeled as checking in a capability-
based program; we don’t say how to do the analysis.
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4.3 Example: Read-Only

A read-only capability is one that lacks the write right. In these examples, ¢ is
a variable annotated read-only (or const), and x is any other value.

Const In C++, a const pointer (or reference) cannot be used for modification:

Program Expanded Program
c =z c =z
limit ¢ ORI

If another pointer is loaded from a field of the object pointed to by a const
pointer, the const’ness of the original pointer is irrelevant.

C++ permits const’ness to be “cast away” which has undefined semantics in
some situations (subsequent writes may fail if the variable was truly read-only).
In our system, it is impossible to recover a lost capability. One could model C+-+
by either not actually removing the write right when something passed as const,
or else extending the system with an acquire statement that adds access rights.

Transitive Read-Only The annotations “val” in Flexible Alias Protection [35]
“read” in Islands [22], “deeply immutable” for Hakonen et al [20], “readonly” in
JAC [24] and Universes [31] all represent transitive restrictions. Any references
read through the read-only reference are read-only themselves. This restriction
can be implemented when the system knows which variables may hold read-only
capabilities:

Program Expanded Program
d :=c.f d :=c.f;
limit ¢ ORI

This realisation technique is not as robust as the other techniques mentioned
above because one section of code cannot be sure some other section of code is
not “cheating.” Section .4 discusses why we do not use transitivity by default.

Flexible Alias Protection also includes a transitive immutable restriction,
“arg.” In the case of Universes, read-only’'ness can be cast away (in certain
checked situations) and thus should not be modeled by lack of an access right,
but rather by lack of knowledge of the access right.

4.4 Procedures and Modular Static Checking

It is easier to prove invariants modularly if we have extra information on the
interfaces of modules. As we mentioned above, under some policies, parameters
may be annotated “borrowed” which means they lead to no lasting aliases. This
is a particular instance of annotations on module interfaces. Both the caller and
callee may perform additional assert and limit statements: before passing a
capability to a procedure, the caller may limit its access rights to those of the
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parameter to ensure that the procedure “does not cheat.” The callee may assert
the declared access rights of its parameters to make sure it was not “cheated.”
Similarly, on procedure return, the callee may limit the return value and the
caller assert that it has the promised access rights.

Modules, and more particularly procedures, communicate not only through
parameters and return values, but also through the store. Assuming we have a
type system that says what fields have valid values (capabilities) for each (live)
object in the system, and what access rights the capabilities should have, we
wish to ensure that whenever a capability is read from the store, it has the
required access rights. A policy may move the check from the read to the last
store, essentially putting an assert in place after every store. It will then also
be necessary to trace every store variable read during a procedure and assert
its capability’s rights before the procedure returns, or when it calls a procedure
that may read the variable.

4.5 Ownership

Ownership of objects has been proposed by Clarke et al [I3], by Miiller and
Poetzsch-Heffter in Universes [31], or by Bacon et al for Guava []. In these
systems, each owned object is owned respectively by one object, one universe or
one monitor or value. This ownership is not necessarily realised through the use of
a single reference variable; there may be multiple (owning) variables referencing
the owned object, but they all are declared within a single context.

Our system does not define a notion of an owning context, leaving this up to
a particular policy. Our system permits an object to have several owners, that
is, several variables with owned capabilities. Each owner may have a capability
with a different set of access rights. It is up to a policy and supporting analyses
to ensure that these owners cooperate, using assert and limit statements as
necessary to ensure that rights are controlled. We have seen above how various
kinds of unique variables assert their rights after being read or written to main-
tain their uniqueness. To handle ownership, one needs to treat transfers into or
out of the context differently than transfers within the context.

For example, a policy (with supporting analyses) could define a context for
“exclusive write” ownership. When the first capability to an object is stored in
an owning context, all access rights would be asserted, but a second or later
store would assert only the non-ownership rights. When an owned field is read
for read-only access, it would be limited:

Program Expanded Program
u = u = x;
assert © ORWIW
U = v assert v RWIW;
U = v
Yy =0 assert v RWIW;
Yy 1= v;

limit y RI
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Our system naturally models policies that permit ownership transfer, in
which a capability with a full set of rights enters or leaves a context. In or-
der for this action to be carried out safely, the variable must hold the only useful
capability to the object at the time of transfer (no other owner is holding on
to an alias). An assert statement at the point of transfer ensures this require-
ment is met (here we show what happens when ownership is transferred out of
a context with exclusive write ownership):

Program Expanded Program

Yy = Yy = U5 _
assert y ORWIW

4.6 Type Systems

A type system is a means of expressing constraints that avoid certain run-time
errors. In the capabilities system, a type system could be used as part of a policy
to ensure execution does not get stuck because of lack of capabilities. Our system
supports research in new more powerful type systems in that

— It gives a well-defined basis for checking properties;
— The mechanism is broad enough to cover a wide range of policies.

In particular, a uniqueness invariant need not be as strict as linearity; we don’t
need to refuse to store borrowed capabilities on the heap; we can support a
variety of different kinds of assignment; we do not require strict transitivity of
read-only’ness. We view this separation of mechanism from policy one of the
most important contributions of this paper.

5 Discussion

In this section, we describe some possibilities for extensions and implementations.

5.1 Object Rights vs. Capability Rights

As we have described it, access rights are part of particular capabilities and are
not part of the object. To determine all actions that can be performed upon an
object, one must consider the union of the access rights of all capabilities to an
object over the course of the program: an object can be written to, for example,
if it is ever referred to by a capability with a W right; an object can be subjected
to pointer comparison if it is ever referred to by a capability with a I right, and
SO on.

When a new object is allocated (using new), one receives a capability with all
seven access rights. These rights can subsequently be given away via the 1imit
statement. For example, giving away all the exclusive rights allows an object to
be shared: once no capability for an object in the system exists with a certain
right, the right no longer exists for that object in the system and can never
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be recovered. For instance, an object can be made immutable by giving away
the write right W when one has the sole access to the object. Once gone, this
right can never be recovered for that object in the system. When no variable has
a capability with any rights, the object can be reclaimed, as described in the
following section.

5.2 Memory Management

If no pointer variable has any of the base or exclusive rights to an object, that
object can be safely reclaimed by the garbage collector, that is made available
for subsequent new operations. (In this case, new would need to keep track of
free objects explicitly rather than simply allocating linearly through the space
of objects.) Such a garbage collector would need to work below the level of
capabilities, since it needs to compare addresses not necessarily associated with
I rights, and since it needs to manufacture a capability with all the access rights
for the object.

The garbage collector must not collect an object for which there exists a
variable holding a capability with any of the base rights. Otherwise, the reuse
of memory could be detected by code with access to the variables. Neither can
it collect an object with extant capabilities with exclusive rights, because these
pointers could be used to strip access rights from unsuspecting users of new.
However, it can ignore pointers that only have the ownership right O since (by
itself) this access right provides no way to affect or be affected by other pointers.

Rather than assume automatic memory management, one can work within
the system, and write manual allocation routines. An allocation routine can keep
track of a list of free objects, using new when the list is empty. An object can
be deallocated if and only if one has a capability to it with all seven access
rights (as with Crary et al’s unique regions [14]). Having all seven access rights
is necessary in order to present them upon allocation, and they are sufficient
because the deallocation routine accepting a pointer p can immediately assert
all access rights:

assert p ORWIRWI

This ensures that p is now the only variable with a capability with any of the
six base or exclusive rights.

5.3 Concurrency

Concurrency is not addressed in our semantics, but annotations such as we have
discussed can be very useful when proving the correctness of concurrent code.
The non-local nature of the assert statement demonstrates the importance of
applying such operations only in critical sections or in objects already known to
be unique. More specifically, fetching (and asserting) a unique references from
a shared object required locking, but once one has a unique reference, one may
access its fields without further synchronisation. We are interested in pursuing
concurrency further.
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5.4 Access Rights Are Single-Level

The access rights of a reference are relevant only to the object referenced and
have no effect on capabilities fetched from the object. This definition is partic-
ularly relevant in the case of read-only annotations. In our system, a mutable
capability can be fetched from a read-only capability and used for writing. This
situation contrasts with the transitive definitions of read mode as defined in Is-
lands [22], arg mode in flexible alias protection [35], and readonly in JAC [24]
and Universes [31]. The reason why we do not use this rule is because it is not
always the “right” thing. Objects that notionally are part of the object to which
only read access is given should not be modified, but objects that are not con-
sidered sub-objects should have no additional restrictions. For example, if I have
read-only access to a hash table, I should not be able to modify the table by
adding or deleting items, but it makes sense to use the table to translate a key to
a mutable data object, such as a stream. In C++ [39] the distinction for const
is made between objects nested inside other objects and those accessed through
pointers. As described below in Sect. [5.6] we intend our capability work to be
combined with an effects system thus giving the proper control for transitivity.

Therefore since our system is intended for application to languages such as
Java which use references to objects exclusively, and since the intended appli-
cation for transitivity can be modelled better with an effects system, the less
restrictive choice is taken. A policy can be more restrictive than the underlying
semantics, but if the underlying semantics is too restrictive, then by definition
a policy cannot safely make the rule looser.

5.5 Implementations

The semantics we give in this paper carefully ensures that the address in any
capability cannot depend on the rights of any capability at all (as formalised
in Theorems [M and B)). This phase separation ensures that if static analysis can
show that execution of a program with capabilities never gets stuck, the same
program will have the same behavior if all access rights are completely ignored.
Earlier, we mentioned that a policy is realised by adding limit and assert
statements. If a program can be shown never to get stuck with these additions,
then we can execute it without the additions!

If the program cannot be proved never to go wrong, one may either reject
it, or run it with certain dynamic checks. The run-time system could keep track
(using backpointers) of every variable that refers to an object, and use these
backpointers to implement assert statements. Alternatively, asserts could be
logged, and used to update variables lazily upon the next access. Either method
seems overly expensive for practical use.

5.6 Access Rights for Parts of Objects

We would like to combine this work with work on object-oriented effects [19],
permitting a capability to have rights for part of an object, not necessarily the
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whole thing. This extension would have the added advantage that the transi-
tivity problem would be addressed because the effects annotations permit one
to declare which sub-objects are considered part of the object. Currently sub-
objects considered part of the object must be strictly unique. It remains to be
investigated whether weaker sets of rights (such as “unique write” (ORWIW))
could be used to express a limited transitivity.

5.7 Other Rights

A common operation not directly captured by the three base rights is a type-safe
downcast (a “dynamic cast” in C++ parlance). To ensure that a module taking
an Object parameter is cleanly polymorphic, we might want to ensure that the
code never uses type-tags to determine exactly what kind of object it has. If
the system had a ‘cast right,” this restriction could be modelled by passing a
capability without this right. Alternatively, the type-tag could be seen as part
of the object and thus a read right to this section of the object (using rights for
parts of objects) could be used instead.

The system could easily be extended to permit new user-defined base rights.
These would have effect only in assert and 1imit statements and would be used
to specify user-defined invariants. A type system that permitted user-defined
rights should permit some polymorphism so that the new rights would work well
with library code.

6 Related Work

Capabilities originated [15] as a model unifying ad-hoc techniques developed to
allow simultaneusly executing processes to share system resources. Variations
of this framework have since been used in a variety of systems, notably the
Cambridge CAP system [4I] and the Hydra/C.mmp [42].

Capabilities as used here provide an approximation of many other annotation-
based approaches. These include various formulations of read-only [I8] 20, 22]
241131, 132] BY], borrowed [4} [10], read-only borrowed [22], and anonymous [§] ref-
erences, as discussed earlier. Some methods for determining or enforcing unique-
ness, such as linear references [5, [I7], free references [22,[35], destructive reads [5]
22, 30], swapping [21], forced copying (as in Balloons [2]), and alias burying [9],
can be modelled using our capability system, as has been demonstrated. Virgin-
ity [26] cannot be modelled directly because when a “pivot field” is initialised,
it asserts exclusive ownership without asserting exclusive read and write privi-
leges. Essentially, all remaining aliases are forced to be borrowing. Systems like
Almeida’s Balloons [2], Universes [31], or Flexible Alias Protection [12, 13, B35]
which require a notion of ownership of objects can partly be modelled using the
O right.

There are several techniques available that resolve similar issues, but do not
rely on attaching annotations to references. Reynolds [37] provides a means of
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reasoning about whether statements interfere; if so, they cannot be safely exe-
cuted in parallel. This is extended [38] to apply to heap-allocated objects, using a
logical conjunction & (sometimes written *) that requires on heap independence.
Lohr [28] proposes several (apparently unchecked) concurrency annotations in-
cluding one that indicates that a method can be run in parallel with all other
methods. Typically such methods access immutable state.

Several optimisations (for example to remove unnecessary synchronisation)
need to determine variables that “escape” some execution context. Escape anal-
ysis [6l [7, 1] [36] [40] is used to track aliases and depending on how precise the
analysis is, may be able to determine that no new aliases are created in some
execution context. A static analysis that checks “borrowed” capabilities is a form
of escape analysis.

Capabilities and rights have been recently been suggested in several other
incarnations. Crary et al [14] developed a Capability Calculus, which applies
capabilities to a typed low-level language. A type system is introduced to track
when capabilities are copied and revoked, to statically determine when a region’s
memory may be freed. The only rights division is between unique and general
capabilities.

Kniesel created ACE [25] which uses keys (what we call capabilities). Lists
of access rights are explicitly attached to all arguments and returns. Access
rights are multivalued and inherently ordered: method write implies method
read implies method execute. They are strictly transitive. The choice of rights
gives greater precision in specifying which pieces of referred-to objects may be
accessed, but fewer modes of access. There are also rights specific to the reference
itself (duration). Kniesel presents both a dynamic approach using a runtime
system to monitor execution, and a static approach which requires annotations
of required rights on every variable declaration; a variable must demand up front
all rights it might possibly need for all possible program executions. This can
done in our system by assertion.

JAC [24], by Kniesel and Theisen, provides a simple hierarchy (writeable >
readonly > readimmutable > readnothing) of access rights and the keyword
mutable to mitigate their effect on certain parameters or return values. This
hierarchy is required for analysis as references cannot assert their rights. The
differing orders between JAC’s readonly and readimmutable and our read-only
and immutable owe to our use of an exclusive write right. The JAC system also
enforces strict transitivity.

7 Conclusion

We have described a system of capabilities in which every pointer variable stores
a capability with an address and a set of access rights. In this capability system,
aliasing is modelled easily — indeed aliasing is implicit and natural while unique-
ness and ownership are explicit and special. Objects can be transferred or shared
between different parts of the program naturally, modelling the way computers
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and pointers actually work, while capabilities can be asserted when necessary to
control sharing and ensure program executions meet their specifications.

The capability system provides a mechanism for describing sharing in object-
oriented programs. This mechanism can support many different policies, as we
have shown by modelling diverse annotation-based systems using the capability
system. The semantics of the capabilities are clearly and formally defined, giving
a reference-point against which to check the correctness of an implementation
or static analysis, facilitating comparisons between existing annotation-based
systems, and supporting future research on type systems for managing sharing
in object-oriented programs.
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Abstract. Both encapsulation and immutability are important mechanisms, that
support good software engineering practice. Encapsulation protects a variable
against all kinds of access attempts from certain sections of the program. Im-
mutability protects a variable only against write access attempts, irrespective of
the program region from which these attempts are made. Taking mostly an empir-
ical approach, we study these concepts and their interaction in JAVA. We propose
code analysis techniques, which, using the new sealing information, can help to
identify variables as encapsulated, immutable, or both.

1 Introduction

Encapsulation and immutability are two different, but related, aspects of the kind of
protection required for large-scale, modular design. Encapsulated entities are protected
against all kinds of access made by a certain set of modules—those modules that were
not granted access rights. Immutable entities are protected against a certain sort of
access, specifically modification, by a/l modules.

Both aspects of protection are complicated by the interaction with inheritance, and
by compound objects whose state spans not only the values stored in their fields, but
also objects referenced by these fields. The polymorphic nature of reference fields con-
tributes yet another dimension to the complexity of the problem. It is even more difficult
to define and enforce protection rules in view of the aliasing problem, i.e., when a ref-
erence to an object might be shared by several other variables, each of which defines a
different protection scheme of its contents.

The similarity between encapsulation and immutability motivates us to study them
together. The approach we choose is largely empirical, and relies on a current language
(specifically JAVA [2]) and existing code base (specifically the run time library). Our
objective is to gauge the extent to which encapsulation and immutability can be found
in actual use, rather than invent new mechanisms to support them. When development
of language features matures, and systems for visualizing samples of dynamic object
graphs [22] arrive, the time will be ripe to introduce annotations into existing mam-
moth bodies of library code with the purpose of enhancing its reliability and reusability.

* Work done in part while with IBM Research Lab in Haifa.
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Therefore, this work is an initial empirical step towards what is called]] “ownership- and
immutability- ‘type’ inference”.

Our research involves the study of existing language features (such as £inal and
access level) and imminent ones (sealinﬁ), and the development and application of
code analysis techniques. Principal concerns are problems of object oriented type anal-
ysis [18]] and call graph construction, for which we contribute several new techniques.
Naturally, aliasing issues will concern us as well.

Prior research on encapsulation and immutability has largely taken a language de-
sign approach. Common to much of this work is the struggle with the recalcitrant shar-
ing problem—a problem that touches many other OO language design issues (see e.g.,
the work of Grogono and Sakkinen [19] on copying and comparing). Hakonen et al. [21]]
struggle with this problem in their work on deep immutability by attaching mutability
annotations to references rather than to objects. Our work is different in that we at-
tach the immutability property to the object, the main reason being that static dataflow
analysis is applied at the byte code level.

There were several serious attempts to contain the sharing problem by restricting the
ways in which aliases can be created. The work of Hogg on islands [23] uses lingual
constructs and formalisms of policies to impose restrictions on the patterns of aliases
that may be created. Minsky’s unique pointers [28]] are implemented by system rules,
which essentially extend the syntax of the host language. Balloon types [1]] address the
sharing problem by an extension of the type system.

A significant line of research, related to both immutability and the sharing problem,
is the restriction of access rights, and in particular, modification rights, to references,
rather than restricting the creation of aliases. Flexible alias protection by Noble, Vitek,
and Potter [29] is a conceptual framework at the language level (which was later formal-
ized by an extension to the type system [10]]) for defining different kinds of protection
policies on references and statically checking them.

The above mentioned research concentrated on protection, i.e., the defense against
accidents and non-modular programming. Security, i.e., defense against programming
malice, also suffers from the aliasing problem and has also attracted a significant body
of research. Techniques here include extensions to the programming language (e.g.,
confined types and anonymous methods [5])), runtime support [20], or a combination
of both [6]. More akin to our research is a static analysis approach, either dataflow-
based [12] or type-based [33], to security issues.

The difference in our approach is that we aim at what may be called the “common
programming practice” [11] of encapsulation and immutability. There are two layers
to this study. First, we strive to understand better the consequences of JAVA language
features supporting immutability and encapsulation. JAVA is a particularly interesting
subject, since other than being modern and widely used, it poses the challenge of coping
with a lack of static binding and the possibility of dynamic class loading, making a
whole program analysis next to impossible.

! John Potter, private communication, November 2000
2 http://java.sun.com/products//jdk/1.2/docs/guide/extensions/ -
spec.html#isealing
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Perhaps surprisingly, sealing, a JAVA language feature designed with security in
mind, has interesting implications in terms of protection. From the language design
perspective, we will see that sealing makes JAVA packages into more cohesive, modular
structures. And, from the theoretical standpoint, sealing gives rise to two new interesting
sorts of morphism: oligomorphism and nilmorphism.

The second layer is that of code analysis, which includes alias analysis, type analysis
and call graph construction, with the attempt of discovering immutable entities. The
bountiful . class format removes the need for tiresome parsing of the source code,
thus making JAVA very suitable for code analysis.

The selection of rt . jar, the large JAVA run time library, as a code base is guided
by a similar consideration. On one hand, it is a challenge to infer with, since it provides
only a very partial picture of possible executions. On the other hand, any such inference
is very meaningful with rt.jar being an ingredient of all JAVA applications. The
techniques are however applicable to any library and any program, and are likely to
produce more accurate results, when fed with more complete data.

Based on sealing information, we developed two sophisticated, but easy to imple-
ment, techniques: marching forests and fencing for OO type analysis in the difficult
terrain of dynamic binding and incomplete program information so inherent to JAVA.
Fencing and marching forests make it possible to significantly improve on the devir-
tualization results of Zaks, Feldman and Aizikowitz [40], which rely on plain sealing.
The fact that these techniques are applicable and effective in the partial analysis context,
sets them apart from classical call graph construction algorithms such as RTA and its
extensions [36].

Our analysis provides concrete empirical data, which can be used by continuing
theoretical work. The information elicited on particular variables is a valuable tool for
program understanding and for the automatic detection of outliers (i.e., variables whose
use appears to be in contradiction with what might be inferred from their declaration).
At this stage, the analysis provides results on static variables (sometimes called
class variables). To avoid the “immutable variable” oxymoron we refer to these vari-
ables as class fields. Currently, instance fields (i.e., fields defined for each instance of a
class rather than for the whole class) are analyzed only to the extent required to elicite
information on globals. The following reasons guide this choice:

1. Software engineering considerations. Global variables are generally perceived as
an abomination, and even more so in OO programming. Yet, recognizing the im-
portance of global variables in duties served by System. out (and its likes) and
by the SINGLETON pattern [[16], it is not surprising that most OO languages, in-
cluding JAVA, do support them. Our findings indicate that class fields are abundant,
at least in the run time library, which is used by all JAVA programs. We strive to find
out how many of these are indeed global variables, or conversely, the extent of their
encapsulation and immutability. Note that the encapsulation and mutability of class
fields is more critical than that of instance fields. Even a public instance field can
only be accessed using a class instance, which must be created, and a reference to
it must be available. In contrast, class fields are immediately accessible once the
class was loaded.
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2. Value for program understanding. The lifetime of class fields spans from class load-
ing, which tends to occur at an early stage during program execution, until program
termination[J Effectively, any piece of code with access permissions to a certain
class field can access it at any time, possibly causing the defining class to be loaded.
Complementing the software engineering considerations, we argue that class fields,
due to their longevity and potentially global access rights, can serve as key com-
ponents in program understanding. One of the contributions of this paper is the
discovery that most class fields in rt .jar are immutable. Conversely, the enu-
meration of potential violations of encapsulation and immutability of class fields
makes a useful tool for pinpointing program faults.

3. Security considerations. The JAVA security model restricts applications from mod-
ifying global system state, as represented by class fields. For example, a famous
security breachf] was caused by exposure of a global variable, which had been be-
lieved to be encapsulated. This bug served as one of our prime motivations.

4. Impact on performance. Dispatch time and object size have already been recog-
nized [14} [15] as performance penalties that OO brings along with its blessings.
We note that there is an additional toll of initialization time: the loading of classes
in the run time library and the execution of class fields initializers. In general, per-
formance of JAVA is believed to be a critical issue. The fact that the JAVA Virtual
Machine (JVM) has to be restarted for each execution and the abundance of small
applications and applets place a greater importance on the initialization toll (see [7]]
for a related research).

An ongoing research at IBM [13] is the implementation of a reusable JVM, which
has to be restarted only if the previous program run through it has mutated the
global state. A primary hurdle to this implementation is that the huge size of the
JAVA runtime library and the large number of class fields in it (see Section Hl for
details) precludes manual inspection to ensure that all mutations of the global state
are taken into account. The code analysis tools developed here were instrumental to
this project, pinpointing the possible locations of modifications and leaks, reducing
the set of suspect methods, and helping ensure that no such method is overlooked.

5. Implementation and definitional issues. It has long been observed [34] that the in-
teraction of inheritance and encapsulation touches several delicate issues. When an
instance field of a class C' is said to be encapsulated (or immutable for that mat-
ter), then the questions of context arise: Is that variable encapsulated only within a
specific instance of C, or within any its instance? Is that variable encapsulated only
within C, or also within all subclasses of C'? One may fathom a varying degree of
refinement in the classification of possible contexts of a variable. In comparison,
class fields are associated with exactly one context.

Since the instance fields were only of an auxiliary importance, our analysis did not
make the possible distinctions between the different contexts in which an instance
field could be initialized.

* More precisely, the life span might be terminated earlier by the rare operation of class unload-
ing, which is even impossible for some classes.
‘http://java.sun.com/security/getSigners.html



32 Marina Biberstein, Joseph (Yossi) Gil, and Sara Porat

Our findings for class fields in rt . jar can be summarized as follows. Almost 64%
of these fields are constants, about half of these being public. Another 1% of the
class fields are globally modifiable variables. We consider such fields to be extremely
problematic; we call them the “broth”, since they might be spoiled by too many cooks
that have access to them.

The remaining 35% consist of variables that may be immutable or not, depending
on the actual runtime use. We find that 38% of these variables can be statically identified
as immutable. Our study also identified that about 66% of encapsulated non-constant
fields may leak, i.e., there may be external code that obtains references to parts of their
internal state, therefore being able to modify them. Sealing proved to be an important
factor in determining the run time immutability and leaking of class fields.

The discourse is organized as follows. Specific research questions are discussed in Section 2],
in a form of taxonomy of class fields, based on their encapsulation and immutability properties.
The first, lingual level of our research is presented in Section B} where we study some of the
implications of sealing at the language level, and introduce the notions of oligomorphism and
nilmorphism.

The presentation of the second, empirical level of our work begins in Section E] where we
present the data set used, broken down by the criteria proposed in Section[3] Section[3]describes
the novel, sealing-based, code analysis techniques and presents data on how they can be used
to devirtualize polymorphic calls. In Section Il we describe the use of these techniques for the
purpose of mutability analysis.

Finally, Section [Zl concludes the paper and offers a global perspective on our results. To our
knowledge, this is the first empirical research of this scale on immutability and encapsulation of
OO programs.

2 Taxonomy of Fields

We employ the following definition of immutability: A field is immutable if its state
never changes after initialization. The initialization of an instance field is defined as
the execution of the constructor of the containing object. A class field is considered
initialized when the class initialization routine terminates. The state of a field is defined
recursively as its value along with the state of the referenced object. The state of an
object is the state of all of its instance fields. A class is immutable if all of its instances
are immutable. The class String is thus immutable, and so (for example) is a class
whose instance fields are £inal and of type String or int. Overall, we identified
some 661 immutable classes of the run time library, which are 19% of all concrete
classes.

Figure [l depicts a taxonomy of class fields from the encapsulation/immutability
point of view. Although geared towards JAVA, the taxonomy is not too specific to it.
Also, the same hierarchy applies in principle to instance fields, with the added dimen-
sion of classifying these fields according to their context of instantiation as explained
above.

The first distinction made in Figure [[lis between fields that are language constants
and fields that are not. In JAVA, the constants are defined via the £inal keyword and
are either primitives or Strings. These constants play a similar role to the constants
defined in PASCAL [39] CONST section.
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Fig. 1. Taxonomy of class fields

Next, the non-constants are divided into those that are atomic, for which the im-
mutability of the variable is simply derived by the ability to change the value held in the
variable itself, versus those compound variables of reference type, the state of which
depends on the referenced object. As with constants in JAVA, the atomic non-constants
ones are non-f£inal primitives or Strings.

A field that can be accessed from outside its module (either the class or the package),
is said to be exposed. Otherwise we say that the field is encapsulated. In JAVA, for
example, all private fields are encapsulated. Section[3] shows that all the other fields
are exposed unless package sealing is applied.

In what follows, we use shortcuts to denote the taxonomic categories of fields. The
shortcuts are of the form {A|C}-{exp|enc}{F}?, where A stands for atomic, C for com-
pound, exp for exposed, enc for encapsulated, and the superscript F is added for £i -
nal fields.

Non-£final exposed fields, both atomic and compound, A-exp and C-exp, can be
modified from outside the module that defines them. From a software engineering per-
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spective, these “broth” fields are probably the worst case. All such fields are considered
to be mutable, and may be indicative of bad programming style.

Atomic encapsulated fields, A-enc, serve as local variables to their respective mod-
ules. Such fields are expected and even desirable in large programs, where packages and
classes serve as the unit of modularization. Their immutability is guaranteed if there is
no code within the module that modifies them. For a field in the A-enc category, it is
appealing to check whether it is an outlier, i.e., whether it is immutable and should have
probably been declared as a constant of the module with the £inal keyword. (There
is still a possibility, while arguably remote, that the field is intended to be mutable, but
no changes are made to it by the current version of the code.)

Compound variables are more difficult to analyze since each of their components
may have different immutability and encapsulation properties. In JAVA, just as in
C++ [35], it is impossible to associate a deep immutability [21] property with a ref-
erence. The closest approximation in JAVA is a £inal declaration, which states that
the reference itself cannot be modified; C++ is only slightly more expressive. A dec-
laration of a compound variable as £inal may be interpreted as an expression of the
programmer’s wish to protect the reference and its contents from modifications.

Exposed compound £inal fields C-exp" are immutable if they reference im-
mutable classes. This has turned out to be a common pattern. Mutable C-exp" and
C-exp fields pose both a security and design flaw and should be avoided.

Even if a compound field is encapsulated, it still might be the case that some of its
components leak, i.e., external code obtains references, and thereby access abilities, to
some of its components. Even if leaking occurs, a C-enc or C-encF field could still be
immutable, specifically, when the leaked component is of an immutable class type.

As a side comment we note the similarity of leaking to “escape” analysis [4} 9, 38]].
The main difference is that the term “escape” pertains to a certain JAVA method or
context of execution.

Escape analysis is carried out mostly for the purposes of garbage collection. It
should be noted however that the application of sealing and the code analysis techniques
we contribute are applicable in escape analysis, just as some of the escape analysis tech-
niques are applicable for our purposes.

In summary, the main points observed in this section were:

— Good software engineering practice prescribes to avoid non-final exposed fields.

— Code analysis is required for testing encapsulated fields and £inal exposed fields
for immutability.

— Code analysis is required for detecting breach of encapsulation, nicknamed “leak-
ing”, of encapsulated compound fields. Such leakage may be indicative of program-
ming errors (and as observed in the previous section, may hinder optimization of a
rebootable JVM).

3 Sealing and Encapsulation

To manage the rights of inheriting classes and the accessibility of fields and methods,
JAVA provides an elaborate set of language rules involving access modifiers: private,
protected, public, and default package access level. Closer examination reveals
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that access modifiers constitute only a basic, coarse, and limited encapsulation mech-
anism. It is coarse precisely because the dynamic nature of JAVA excludes any sort of
whole program analysis. Other than private, access modifiers fail to draw an encap-
sulation boundary around an entity that is known to a human or an automatic analyzer.
A protected entity may be accessed from unanalyzed classes that inherit it or from
unanalyzed classes added to the defining package. A package level entity may always
be accessed from unanalyzed classes added to the defining package.

Immunity from all changes, i.e., immutability, is one of the strongest forms of en-
capsulation. Again, support for immutability is limited in JAVA, since fields denoted as
final are not immutable, unless very specific conditions are met. In particular, the ob-
jectreferenced by a £inal field does not receive any protection from external changes.
In a similar fashion, a severe limitation of access modifiers is that an object referenced
by (say) a private field is not generally guarded from external accesses. A private
reference does not grant any protection to the referenced object, if the reference itself
is leaked.

Pivotal to this research is the regard of sealing, a simple mechanism residing at the
Java Archive (JAR) level and conceived with security purposes in mind, as a powerful
lingual-level, encapsulation mechanism! A package contained in a JAR file may be
marked as sealed, in which case it must be entirely contained in that JAR file. Any
attempt to load a violating class will fail, throwing a java.lang.SecurityEx-
ception exception.

A recent paper by Ghemawat et al. [17] exploits fields’ access restrictions to derive
useful properties; their optimizations rely on the assumption that the contents of the
class path do not change between compilation time and run time. Zaks et al. [40] pre-
sented an interesting application of sealing for code optimization, specifically devirtual-
ization of method calls. In contrast, our perspective raises sealing from the optimization
and byte code level, and regards it as a legitimate lingual construct, drawing a crisp en-
capsulation boundary around packages. Sealed packages serve as closed modules that
the programmer, or the analysis tool, can examine as a whole.

Even when regarded as a lingual construct, we see that there is no choice other than
placing the seal mark in the JAR file. A JAVA package is defined as the set of all classes
that declare themselves part of this package. There is no single file that defines the
package, and if not compressed in a sealed archive, it may even spread across several
directories.

Sealing turns a JAVA package into a cohesive unit of modularization, larger than a
class. We assume that the language processor (a compiler, or other static analyzer), and
likewise the programmer, have access to the entire code of the sealed package. Also,
it is henceforth tacitly assumed that all packages are sealed unless specifically noted
otherwise.

An important difference between classes and packages in their capacity as units of
modularization is that classes can be extended by inheritance, whereas sealed packages
cannot. There are multiple non-trivial consequences to the encapsulation interplay when
an extensible class is embedded in a sealed, non-extensible package. We devote consid-
erable attention to the study of these consequences with the expectation that sealed
packages will quickly become standard in JAVA libraries and application code. This ex-



36 Marina Biberstein, Joseph (Yossi) Gil, and Sara Porat

pectation is supported by the fact that in JDK 1.2., which spans diverse areas such as
networking, GUI, databases, and audio, only two packages out of 127 are not sealed.

Due to the dynamic nature of JAVA, it is impossible in general to bound the set
of heirs). We say that these classes and interfaces are polymorphic, since a reference
to them may assume an unbounded number of different dynamic types. Monomorphic
classes are classes whose references can only take one dynamic type. For example, all
final classes are monomorphic.

Sealing gives rise to yet a third sort of classes—the oligomorphic classes. A class
(or an interface for that matter) is oligomorphic if a reference to it can assume dynamic
types taken from a bounded set, which is known to the language processor. That is to
say, the set of heirs to this class is known. Since the similarities between the different
shapes are systematic rather than coincidental, oligomorphism is very different from ad-
hoc polymorphism [[8]]. We think of oligomorphism as a restricted version of (inclusion)
polymorphism, and of monomorphism as a restricted version of oligomorphism.

As an example, consider Figure Rl that depicts a sealed package P and three hierar-
chies in it.

public
class X

sealed package p
———
interface
class A E class H
public .
1
class B final abstract class I public
class F class J
class D
class C class G

Fig. 2. An example of a sealed package with oligomorphic classes

We see that class J is non-oligomorphic because it is public and not £inal;
classes outside P can extend it. Also, class X cannot be oligomorphic, because it has
classes in P inheriting from it, even though it is not in that package. Class H is non-
public and hence cannot be directly extended from outside P. However, H is poly-

5 Since JAVA has three different kinds of “inheritance” we use the term heir. In accordance with
EIFFEL terminology [27], we say that class or interface A is a proper heir of a class or interface
B if A directly or indirectly extends or implements B; A is a heir of B, written A < B,
if A = B or A is a proper heir of B.
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morphic since it has a polymorphic heir J. Classes C, D, F, G, I, and interface F are
monomorphic (and hence also oligomorphic). Class D, because it is £inal, classes C,
G, and I, because they have no heirs within the package and are not declared public.
Interface F and abstract class F' are monomorphic because they have only one concrete
class, specifically GG, implementing them. The non-public classes A and B are oligo-
morphic. B, because its only proper heir (C') is monomorphic, and A, because all its
proper heirs are oligomorphic.

A bottom-up algorithm for identifying the morphism level of a class should be clear
from the example. In fact, there is an easy class hierarchy analysis algorithm that out-
puts, for each class or interface, the sets of its concrete heirs, along with a raised flag if
additional heirs may exist in other packages. (A similar algorithm can be found in [40]).

It is interesting to note that there is yet another degenerate morphism level. We say
that a class or interface is nilmorphic if the set of its concrete heirs is empty. Thus, a
non-public abstract class (or an interface) with no heirs in the package is nilmorphic.
Nilmorphic classes give an extra tool in the hands of the OO programmer. They can be
used for creating non-instantiable modules, e.g., for realizing constant pools, and other
packaging of global functionality. Since in JAVA a class cannot be both abstract and
final at the same time, the technique of defining private constructors was tradi-
tionally used for making nilmorphic classes. Sealing provides a more elegant solution,
which also allows non-instantiable classes to be organized in a hierarchy.

Sealing can in many cases provide the assurance that an analysis has covered all
methods that can possibly access an entity, even if that entity is not private, thus
creating a statically bounded scope that is larger than a single class. The catch is, how-
ever, that access rights to entities within a sealed package can be obtained from outside
the package by means of inheritance. Thus, sealing is not hermetic! Beyond the theo-
retical interest and the application in optimization, the importance of oligomorphism is
that it helps to identify entities for which access rights do not leak to outside the sealing
boundary.

We use the term sealed class field for an encapsulated static field declared in a
sealed package. The following is an operational classification of sealed class fields:

1. All private static fields are sealed.

2. All package-scoped static fields are sealed.

3. protected static fields are sealed if they are declared in an oligomorphic
class.

4. public static fields are sealed if they are declared in an oligomorphic class or
interface that has no public heirs.

The last two clauses in the above definition guard against leaking by inheritance through
the sealing boundary. Suppose for example that a protected static member s is de-
fined in class H of Figure2l Then, although s cannot be accessed as H.s from outside
p, it is not sealed since it can be accessed as J.s. Access rights to static public
members may leak in a similar manner.

A similar leaking of access rights to instance fields may occur. The main difference
is that such leaking affects the incarnations of the field within the inheriting class. In the
last example, if s was an instance field, then the expression .J.s does not grant access to
a field s in instances of H. We say that a field f is weakly-sealed in class X if sealing
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prevents access to f in all instances of X . It is strongly-sealed in case it is weakly-sealed
in X and in all heirs of X.

If f is declared in Y, and X is an heir of Y (X < Y), then f is weakly sealed in X
ifitisprivate, protected or has package scope. If f is public, then it is weakly
sealed if every class or interface Z, Z < Y and X <Y, is sealed. Field f is strongly
sealed if X is oligomorphic and it is weakly sealed in every Z < X.

The above definitions may be extended to class and instance methods. A class
method is sealed under the same conditions as a class field being sealed; in such a
case, it cannot be externally called. The definition of sealed instance methods is more
intricate since such a method can be invoked from outside its package, even though it
cannot be externally referenced. A case in point is a method defined in an oligomorphic
class, which overrides a method in an ancestor polymorphic class. Such a method can
be invoked from outside, provided that a reference to that object finds its way there.

In a similar fashion, we may define the notion of sealed classes and interfaces. A
similar intricacy applies here, since even if a class or an interface is not public, code
external to the package can gain access to instances of this class by ways of polymor-
phism. Note that sealed classes and interfaces are not necessarily oligomorphic.

At this stage, we did not employ the definitions of sealed classes, interfaces, instance
fields and instance methods in the analysis. The benefits to the accuracy of the analysis
in doing so is a matter for further research.

4 Data Set

Our data set consisted of the JAVA runtime library, which is included as part of the
JAvA Development Kit (JDK) version 1.2 Bl All . class files of this library are com-
pressed together into a single file, rt . jar. Together, the data comprises 4,239 classes
and interfaces grouped together in 127 packages, i.e., on average there are about 33
classes and interfaces in a package. With the exception of two packages (sun. io and
java.text.resources), comprising 33 classes and no interfaces, all packages in
the run time library are sealed.

Asmany as 3,516 (83%) of all classes are concrete (non-abstract). Of those, 699
classes are £inal; this forms 16% of all classes. Sealing reveals an additional number
of 1110 classes (26%) as being monomorphic. (Recall that monomorphic class is not
necessarily £inal, and may even have heirs.)

Figure[3 shows the distribution of morphism levels of classes in our data set.

The large fraction (42.1%) of monomorphic classes may be surprising. These are
topped by the small fraction (1.3%) of truly oligomorphic classes. Only one class was
identified as nilmorphicﬂ We were somewhat surprised by this finding since the archi-
tecture of the run time library includes a large number of classes and interfaces that
appear to serve as constant pools.

6 http://java.sun.com/products/jdk/1.2/
7 Manual inspection revealed that it was an interface defined in a non-public class, intended
for future code evolution.
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Fig. 3. Distribution of morphism types in the JDK

The run time library has 35,999 method declarations, including overriding meth-
ods, but only 31,490 method bodies. The remaining 4,509 methods are either native
(1,109 methods) or abstract (3,400 methods).

Turning to our primary focus, we found that there are 6,650 static fields in the
JDK. An indication for the popularity of static fields is the fact that the JDK has
only 8,842 non-static fields. Thus, as many as 43% of all fields are static! In
comparison, there are only 3,968 static methods, i.e., 11% of the total number of
methods.

On average, each class has 1.6 static fields. However, 3197 (48%) classes do not
define any statics at all. Figure [ shows the distribution in the number of static fields
defined by a class.
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Fig. 4. Distribution of the number of class fields defined in a class

As can be seen in Figure @] most classes define only a small number of class fields
(if any). There are few classes with a large number of class fields. Such classes are
probably made for the purpose of defining global constants such as character names. We
call these classes constant pools. Interestingly, most of the class variables are defined
either in classes each defining very few (less than five) class fields, or in classes each
defining a large number (more than 50) of class fields.

Table [1] presents a breakdown of class fields by their access level, the morphism
of their declared type, and their £inal characteristics. St rings are regarded here as
atomic fields, and are not counted as variables that refer to an oligomorphic type. Thus,
rows (and columns) of the table represent disjoint sets of fields.

It is interesting to note that most cells of the table have zero or very few fields. In
other words, various language features are far from being orthogonal. The correlated use
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private | Default protected public Total
sealed |unsealed| sealed unsealed
final primitive 728 (10%) (354 (5%)[125 (1%)| 51 (0%)| 70 (1%){2,194 (32%)|3,522 (52%)
Non-final primitive 114 (1%)| 38 (0%)| 0(0%)| 11(0%)| 1(0%) 14 (0%)| 178 (2%)
final String 194 2%)| 69 (1%)| 0(0%)| 11 (0%)| 30 (0%)| 416 (6%)| 720 (10%)
Non-final String 31 (0%)| 11 (0%)| 0(0%)| 3(0%)| 0(0%) 3 (0%)| 48 (0%)
final oligomorphic 29 (0%)| 16 (0%)| 2(0%)| 0(0%)| 0(O%)| 417 (6%)| 464 (6%)
Non-£final oligomorphic 55 (0%)[{174 (2%)| 0(0%)| 4(0%)| 0(0%) 0 (0%)| 233 (4%)
final true polymorphic 313 (4%)| 60 (0%)| 0(0%)| 7(0%)| 1(0%)| 408 (6%)| 789 (11%)
Non-final true polymorphic| 414 (6%)|249 (3%)| 0(0%)| 28 (0%)| 0 (0%) 5 (0%)| 696 (10%)
Total 1,878 (28%) (971 (14%)|137 (2%)|105 (1%)|102 (1%)|3,457 (51%)|6,650 (100%)

Table 1. Signature analysis of class fields

of these suggests that programmers employ them together in specific patterns to express
a deeper notion of abstraction. These findings give empirical support and motivation to
the theoretical research on ownership, encapsulation and even more advanced lingual
constructs.

In Table [Tl we see that nearly 64% (4,242) of all class fields are JAVA constants
(final primitive or £inal String) whose values cannot be modified at runtime.
As might be expected, the majority (2,610) of these constants are public, i.e., true
globals.

The number of global primitive variables (14), and global string variables (3) seems
small; together they comprise less than 0.3% of all class fields. Nonetheless, good soft-
ware engineering practice and the fact that their globality affects all JAVA programs
dictates that there should be none.

We now examine the degree of exposure of the remaining fields. If no sealing anal-
ysis is applied, all fields with non private access level are exposed. Summing the
corresponding columns in Table [T} with the exception of the language constant rows,
we obtain that 1452 fields (22% of the total number) are exposed.

With sealing, only columns marked as unsealed correspond to exposed fields. This
reduces the number of exposed non-constants by 39% to 890 fields.

We would have liked these 890 class fields (13% of the total) to be immutable.
Table [ shows that indeed 832 of these are £inal. However, this declaration does
not protect against modifications of the referenced object. Without further analysis, it
cannot be established whether such variables are indeed immutable.

A similar concern arises for the 1,518 class fields, in which access is limited to
the analyzed library. It may occur that while the field itself can be accessed only from
within the library, the object referenced by it is accessible from outside the library.

Returning to the issue of oligomorphism discussed in the previous section, we ob-
serve that besides the fields’ accessibility, class oligomorphism also affects the structure
of the objects referenced by the fields. Table[Il shows that more than half of all the fields
of oligomorphic types are String fields. However, it is interesting to observe that
non-String oligomorphic fields follow the pattern that is characteristic of String
fields, to be £inal and accessible from outside the library. This is very different from
the fields of polymorphic types, which tend to be encapsulated.

Figure ] depicts a breakdown of class fields in the data set, according to the cate-
gories of Figure [Il The bars below the leaf nodes show how sealing affects the parti-
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tioning of a certain category of fields into two disjoint sets, exposed- vs. encapsulated
fields.

Each leaf in the taxonomy tree (except for the JAVA constants), corresponds to a
subset of some category of fields, and represents either the set of exposed fields or
the set of encapsulated fields in this category. The bars below the leaf nodes show
how sealing affects the distribution of fields between the two nodes corresponding to
a certain category. Observe the strong effect that sealing has on classification of non-
final fields. Such fields, if exposed, are externally modifiable and thus problematic
from both the design and the security points of view. The diagram shows that while
without sealing a sizable chunk of non-final fields is exposed, sealing reduces their
number from 81 to 31 for atomic fields and from 460 to 37 for compounds.

Class fields
Constants
@

E:xposed Encapzulated
&-exp A-enc
without sealing

Exposed Encapsulated Exposed Encapulated
Cexp® C-enc® C-exp C-enc 0 10 2030 40 50 60 70 80 80100
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Fig. 5. Breakdown of class fields in JAVA

5 Sealing and the OO Type Analysis Problem

The object-oriented type-analysis (OOTA) problem is to determine, under the all paths
probable assumption, the set of possible types of each variable at every program lo-
cation. If the problem is constrained to the most interesting programming locations,
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i.e., virtual call sites, then it is commonly known as the call graph construction (CGC)
problem, which is at the core of every OO code analysis. The complexity of a precise
OOTA (or CGC) [18] is a result of the recursive nature of its definition: at a virtual call
site, the probable paths are dependent on the possible types of the receiver.

CGC becomes even more challenging in a setting of partial program analysis. Ev-
ery virtual call site has then the potential of invoking code on which the analyzer has
absolutely no information. The worst case assumptions that must be made on this code
carry an adverse effect on the results of the analysis. In the domain of whole program
analysis, algorithms are measured by their ability to reduce the number of target imple-
mentations of a virtual call. In partial program analysis, the challenge is primarily in
showing that a virtual call site may never lead to an external target. A reduction in the
branching degree is a secondary objective.

Perhaps the most rudimentary algorithm for OOTA is Class Hierarchy Analysis
(CHA), in which the possible types of a variable are the concrete heirs of its static
type declaration. There is a minor difficulty in applying CHA to the JAVA bytecode
language, in which locations in the stack frame have no global static type declaration.
As an alternative, CHA uses the base method identification as it appears in the virtual
call instruction, in order to determine the possible call targets, which are the set of
overriding methods. CHA is of minimal value in partial program analysis because the
whole inheritance hierarchy is not available to the analyzer. Thus, a simple minded
CHA analysis of JAVA determines that a virtual call has bounded branching only if it
refers to a £inal method, or to a non-£inal method in a £inal class.

Sealed calls analysis (SCA) [40] is the natural extension to CHA, where sealing is
used to identify oligomorphic classes. This makes it possible to bound the branching of
more call sites. In the remainder of this section, we present two new techniques: march-
ing forests and fencing, which employ sealing even more effectively in the difficult
setting of partial program analysis.

Our first technique, marching forests, is an intraprocedural dataflow analysis to de-
termine the set of possible types that may be stored at each stack frame location. The
process is similar in principle to the working of the . class file verifier, and specifi-
cally to the dataflow analysis it carries out in order to determine that no runtime type
error occurs [26, Section 4.9.2]. The improvement is that instead of managing the most
general type known for each slot s in the method frame and for each instruction /,
marching forests manages a set of trees

F(s,0) = {{t1,b1),..., {tn,bn)},

where fori = 1,...,n, t; is a class, an interface, or a primitive type, and b; is a label
drawn from the set {exact,tree}. The set F'(s, /) means that the analysis has so far
discovered that the slot s at instruction £ may be of any of the types ¢;, i = 1,...,n
(provided of course they are concrete); in addition, its type may also be any concrete
type that is an heir of ¢;, in case b; = tree. If b; = exact, then the type of s in £ cannot
be a proper heir of ¢;; such exact type information is discovered at object creation.
The complexity of the resulting dataflow algorithm is not much greater than that of the
verifier.



Sealing, Encapsulation, and Mutability 43

The algorithm is most effective when it can use oligomorphism information. If all
of t; are oligomorphic, then regardless of the value of b;, it is guaranteed that s has a
bounded set of types in /.

Moreover, it could be the case that the most general type of two oligomorphic types
is non-oligomorphic. For example, consider Figure [6] which shows part of the imple-
mentation of Figure[2].

package P;
abstract class F implements E extends X {

) /7
class A extends X {
protected A a;

public F f;
void foo(int i) {

X X = a;

if (i & 2 == 0)

x = f;

x.bar () ; // Avirtual call site
}
//

}i

Fig. 6. Part of the implementation of package p of Figure[2]

The virtual call site to bar in method foo of class A is a merge point of the
dataflow analysis. The verifier can only assert that at that point, the type of z is X,
which is the least common ancestor of A and F'. Since X is non-oligomorphic, the
SCA analysis of [40] cannot conclude that it does not lead to an external code; in par-
ticular the call cannot be devirtualized regardless of which implementations of bar are
known.

The marching forests technique records its conclusion for the type of x at this pro-
gram location as the set {(A, tree), (F, tree}. It follows that at this point, 2 cannot be
anything other than of type A, B, C, D, and G, and the call never leads to an external
code. If, in addition, bar has an implementation only in class X, then the call can be
devirtualized.

The fencing technique tries to globally determine the set of types that may be as-
signed to a certain field. The fence is an exhaustive global list of all instructions that
make assignment into this field. The set of possible types of the field is the union of the
sets of types that each of the instructions in the fence may assign to it.

The fence of a private field is built by simply examining all methods defined in
the class. Sealing takes the technique much further by making it possible to build a fence
around all sealed fields that are not necessarily private. The crucial observation is
that if the field is sealed, then it is possible to examine all methods that may access
it. Since access rights to a non-private sealed field are not limited to methods in its
class, the fence, in general, transgresses the class boundary.
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Fencing can rely on the results of various intraprocedural analyses, including the
one made by the verifier, or the more sophisticated marching forests. Moreover, the
information obtained by fencing may even be fed back into the intraprocedural ana-
lyzer. This suggests a new sort of dataflow analysis, which stands between intra- and
inter-procedural analysis. For example, one can apply marching forests and fencing it-
eratively on all methods of a package until relaxation is reached.

CHA determines the set of possible call targets by identifying all overriding meth-
ods that are applicable for the concrete heirs of a certain base type. The marching forests
technique improves CHA, since the types it records are always heirs of the base type
used by CHA, thus reducing the branching degree of virtual calls. Both techniques co-
incide for those instructions that retrieve a field’s value (e.g., getstatic), by simply
using the field’s static type. Fencing enhances the marching forest analysis at these
instructions by taking into account only a subset of heirs of the field’s declared type.

Table 2] presents the efficacy of the techniques presented here for devirtualization of
call sites.

Without Sealing|With Sealing
Class Hierarchy Analysis 54.0% 57.7%
Marching Forests 56.7% 61.1%
Fencing after Marching Forests 58.9% 63.9%

Table 2. Efficacy of the analysis techniques for devirtualization

In Table 2] we see that vanilla SCA [40] devirtualizes an additional 3.7% of all call
sites beyond what is achieved by CHA. In comparison, marching forests adds 2.7%
devirtualized calls to CHA, while fencing add another 2.2%, for a total of 4.9%.

Fencing and marching forests do not compete with sealing. In fact, together they
work slightly better after sealing has been applied, devirtualizing an additional 5.0% of
all call sites. In total, we can achieve an additional 9.9% of devirtualized calls, which
we suspect is getting close to the actual number of monomorphic call sites.

In the case where no devirtualization is possible, the techniques may have been
effective in reducing the out degree of the call graph. However, this effect has been
observed only in a negligible (less than 0.5%) number of call sites.

6 Sealing and Mutability Analysis

After having discussed the application of sealing for OOTA, we turn to investigate its
effect on the more difficult mutability analysis problem. The difficulty lies in the need
of alias analysis for tracking down all the objects that a certain variable may refer to,
and showing that these cannot be modified in the analysis scope, or leaked outside. The
details of our algorithm can be found in [32]; here we provide the essential definitions
required for understanding the various techniques and the results.

Let v be a variable, and let R(v) be the set of objects reachable from v. In saying
that v is modified, we mean that its value is changed after initialization. A modification
of R(v) is a change to the values stored in the objects of R(v) after v is initialized.
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Four conditions must be met in order for v to be immutable.

1. shallow internal immutability (SII): no internal code, i.e., code within the analysis
scope modifies v.

2. deep internal immutability (DII): no internal code modifies R(v).

. shallow external immutability (SXI): v cannot be modified by external code.

4. deep external immutability (DXI): R(v) cannot be modified by external code.

(98]

The conditions are recursive in nature since a leaking field can be identified as
immutable if it references an immutable class. To show that a class is immutable, it
is necessary to show that each of its instance fields are also immutable.

We discuss three mutability analyses:

1. Signature analysis: examining access modifiers only; no analysis is performed on
method bodies.

2. Intra-analysis: processing method bodies and applying intra-procedural dataflow
techniques such as marching forests and fencing to get more accurate information
on the possible run time types of a field; no CGC is carried out.

3. Inter-analysis: enhancing the intra-analysis by applying inter-procedural dataflow
techniques to elicit aliasing information.

The above trio treat SXI in the same fashion: it is trivially satisfied for all encapsu-
lated fields and for all £inal fields. Sealing greatly contributes here. As can be seen
in Table [Tl without sealing, 614 non-£inal fields are identified as encapsulated; with
sealing, this number grows by 77% to 1,087.

SII is a simple condition where the analyses differ. With signature analysis, SII
holds only for £inal fields. Intra- (and inter-) analysis refines this check by exam-
ining instructions that assign values to fields. Our current implementation does not use
call graph information to distinguish methods callable only from initialization methods.
Thus, sealing does not yet contribute to SII.

Deep immutability, i.e., DII and DXI, is much more challenging. Signature analysis
examines the morphism level of the field’s declared type in order to assert DII and
DXI. Both conditions hold if the static type is oligomorphic, and each concrete heir
is classified as an immutable class. Here the role of sealing is in the identification of
classes as oligomorphic.

Intra-analysis handles deep immutability issues by checking that all the possible run
time types of a field, as derived from a fenced marching forests analysis, are immutable.
Here the impact of sealing is through fencing and marching forests.

Inter-analysis makes a stronger attack on deep immutability by conducting inter-
procedural alias analysis in all cases where intra-analysis fails. DII is asserted by moni-
toring all instructions that assign a value to a field and by checking whether the modified
object is reachable from a class variable. Similarly, to assert DXI, we monitor poten-
tially leaking instructions, e.g., instructions which return a reference or pass it as a
parameter to external code. Here the added duty of sealing is in constructing the call
graph, which is instrumental in any inter-procedural analysis.

Let us return now to the mutability and leaking questions as posed by Figure[Il Note
that categories C-exp and A-exp (non-final exposed fields) are trivially mutable.
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The immutability in four leaf nodes, namely categories C-exp™, C-enc™, C-enc, and
A-enc, remains to be determined. Out of these categories, the leaking question pertains
only to categories C-enc™ and C-enc. (Leaking is not applicable to atomic fields, as in
A-enc, and is irrelevant to exposed fields, as in C-exp"). As explained above, leaking
may be indicative of programming errors and may even be a source of security breaches.

Examining the four categories in light of the four conditions we find that (i) leaking
coincides with failure of DXI, (ii) SIT and SXI trivially hold for C-exp" and C-encF,
(iii) SXI is tautology for C-enct, C-enc, and A-enc, (iv) conditions DII and DXI are
applicable to C-exp", C-enc, and C-enc only, and (v) SII is only relevant in categories

C-enc and A-enc.

Figure[7 reiterates Figure[I] showing the results of the inter-analysis.

Class fields

Constants

B Mutabledeaking
O Irrtableinon-lesking

-

=

Expuosed Encapsulated
A-exp A-enc

Exposed
C-exp™

Encapsulated
C-ene®

Exposed
Coexp

Encapulated
C-enc

immutable™.

Are they

i

Fig. 7. Results of the inter-analysis with respect to the taxonomy of Figure []

As can be seen in Figure[7] our analysis finds that a large portion (59%) of C-exp"
fields are immutable. This finding is in accordance with our expectation that these fields
are nothing but global compound constants. Their sheer number empirically supports
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the effort to introduce a deep immutability feature into JAVA, e.g., in the manner sug-
gested in [235]. We expect that a more precise analysis would identify as global constants
an even greater fraction of this category. However, we found actual modifications to 8%
of the fields in this category, which are suspected as being outliers.

In category C-expF, language features are lacking with respect to programming
practice. In contrast, category A-enc is an example in which programming practice
fails to make appropriate use of a valuable language feature. Out of the 195 fields in this
category, 109 are found to be immutable. Even though some of these may be modified
by native code, most of them are better declared as £inal.

It is somewhat disappointing to find that only for 34% of the C-enck fields we
could prove that they are immutable. However, we found that in 87% of the fields in
this category no state modification was detected in the internal code. Thus, the main
reason for labeling the fields in this category as mutable is leaking. Two conclusions
follow. First, we notice that as might be expected, there is a relatively small number of
fields in this category that are modified by internal code. Second, we observe that it is
difficult to prove that fields do not leak.

The second conclusion also applies in category C-enc. We observe a very similar
extent of leaking in categories C-encF (66%) and C-enc (65%). This is probably an
indication that the leaking analysis is not too powerful, and is probably overly conser-
vative in marking fields as leaking.

In comparison, we find that only 30% of the C-enc fields do not undergo modi-
fications within the analysis scope. The huge gap between this percentage and that of
category C-encF is an indication that the use of £inal is strongly correlated with a
deep mutability intention.

In category C-enc, 15% of the fields are provably immutable, which means that
both their value and state cannot be modified. These 139 fields are outliers, and should
probably be declared as £inal.

Figure[§] explains the impact of sealing in the three analyses.

70%
60%
50% m
40% x
30% M x
20% u
10% ﬂ m

0% L

B C E G

as immutable

% of fields identified

M signature unsealed M Intra unsealed M Inter unsealed
[ signature sealed [ Intrasealed [ Inter sealed

Fig. 8. Percentage of immutable fields identified by the various analysis algorithms in
categories C-expF, C-encF, C-enc, and A-enc
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In Figure [§ we first observe that signature analysis produces very poor results, and
sealing contributes very little. The other two analyses produce significantly better re-
sults, although there is no great difference between intra- and inter-analysis. Sealing
improves the results in each of these and in each of the categories by 5 to 7%.

Figure[d compares the ability of the analyses to prove that fields do not leak.

40%

30% ’7 —

20% ]

10% —

% of non-leaking fields

0%

C E

H signature unsealed B Intra unsealed M Inter unsealed
[ signature sealed [ Intrasealed [ Inter sealed

Fig. 9. Percentage of non-leaking fields identified by the various analysis algorithms in
categories C-ench and C-enc

In Figure[9 we see that most fields are suspect of leakage. This time we see a signif-
icant difference between the three analysis levels. Again, we see that sealing improves
each of the algorithms, with as much as 12% and even 19% improvement. It is remark-
able that in category C-enc, signature analysis with sealing outperforms intra-analysis
without sealing.

Finally, we note that the application of sealing changes the breakdown between
categories C-exp" and C-encF, C-exp and C-enc, and A-exp and A-enc. Thus Fig-
ures [§] and O] are slightly misleading since the comparison of the algorithms is done
on somewhat different sets of fields. When comparing the algorithms based on unified
categories: C-exp" with C-encF, C-exp with C-enc, and A-exp with A-enc, similar
results were found.

7 Discussion

To our knowledge, this is the first empirical research of this scale on immutability and
encapsulation of OO programs. In view of the intractable nature [18] of OO static anal-
ysis, our algorithms, just as any other algorithm for problems of this kind, cannot aspire
to be more than a heuristic. The first criterion for evaluating a heuristic is its run time. In
our analyses, this was found to increase almost linearly with the size of the code base.
The accuracy of the analysis is an equally important criterion, but it is much more
difficult to evaluate. In the C-enc category (Figure [Z), for example, we were able to
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show that about one third of the fields are immutable and do not leak. Our conservative
analysis provides little information on the actual number of leaking or mutating fields.
In many ways, the difficulty here is similar to that of estimating the number of poly-
morphic call sites, as required for evaluating algorithms for OOTA. It has been standard
practice to bound below the number of monomorphic call sites based on execution logs.
Applying a similar technique for our problems is more difficult for two reasons. First,
checking immutability and leaking by tracing a log is tantamount to the resource con-
suming task of dynamically maintaining object graphs. Second, a large and diverse suite
of programs is required to cover the mammoth and heterogeneous run time library.

As with any other heuristic, ours can be improved by using more sophisticated and
accurate techniques. For example, a plausible conjecture is that using some of the alias
analysis algorithms common in escape analysis may strengthen some of the measure-
ments. In the realm of OO code analysis, the contribution of this paper is in showing
that access level, and in particular sealing, a seemingly innocent mechanism, can be
used in a sophisticated, yet efficient manner in code analysis. Two specific mechanisms
for doing so are the marching forests and the fencing analysis techniques.

Our work has not yet exhausted the power of sealing for the purpose of code analy-
sis. As hinted above, with sealing, a more precise analysis of instance fields is possible,
which in turn will benefit the analysis of class fields. Also, a more accurate construction
of the call graph is possible, by aggressively using sealing to determine the externally
callable methods.

An even more demanding exploitation of sealing raises several interesting ques-
tions. For example, we may want to produce more specialized results, based on the part
of the library which is used. Interesting from the program understanding and the lan-
guage design perspective is the issue of immutability of fields, and the extent to which
this property is preserved across inheritance lines. Also valuable is the classification
of methods to categories such as inspectors, mutators, and revealers (returning refer-
ence to internal state). A finer categorization could be the classification of parameters
as input-, output- and input-output. We leave all these for continuing research.

A very useful artifact of our analysis is a list of potential mutation- and leaking
points of each class field. This list was used by the team behind the reusable JVM
project [13] to identify those methods whose invocation requires a reboot. Another ap-
plication of this list is in guiding programmers to better protect fields that are intended
to be encapsulated or immutable.

Manual inspection of this list was also very instructive. We noticed hundreds of
cases of lazy initialization of globals, following the pattern

if (x==null)x=newX(...);

It would be useful to enhance the analysis to recognize this pattern as an initialization
rather than modification code.

In many other cases, we found that our analysis was over-conservative. However, it
was also a recurring phenomena that only portions, and sometimes very specific por-
tions, of an object were leaked or mutated.

We now highlight some of our finding pertaining to the theoretical language re-
search and to program understanding. We first found that most fields are language con-
stants. We found 68 globally accessible variables, out of which 31 were atomic (A-exp)
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and 37 were compound (C-exp). We focused on the remaining four categories (C-exp",
C-encF, C-enc, and A-enc) in which we found 2,350 variables (35% of all class fields).
We noticed both cases in which some language features were under-used and cases in
which they were not sufficient for representing the programmer’s intentions.

We identified two new language theoretic notions: oligomorphism and nilmorphism,
which are by-products of sealing, and outlined some guidelines on how these might be
used in the design. The architecture of the JDK leads us to believe that these concepts
might find their use in forthcoming versions.
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Abstract. Containment of objects is a natural concept that has been
poorly supported in object-oriented programming languages. For a pre-
defined set of ownership contexts, this paper presents a type system that
enforces certain containment relationships for run-time objects. A fixed
ordering relationship is presumed between the owners.

The formalisation of ownership types has developed from our work with
flexible alias protection together with an investigation of structural prop-
erties of object graphs based on dominator trees. Our general ownership
type system permits fresh ownership contexts to be created at run-time.
Here we present a simplified system in which the ownership contexts are
predefined. This is powerful enough to express and enforce constraints
about a system’s high-level structure.

Our formal system is presented in an imperative variant of the object cal-
culus. We present type preservation and soundness results. Furthermore
we highlight how these type theoretic results establish a containment in-
variant for objects, in which access to contained objects is only permitted
via their owners. In effect, the predefined ownership ordering restricts the
permissible inter-object reference structure.

Keywords: OO type systems; ownership types; object containment; flex-
ible alias protection.

1 Introduction

Object-oriented programs suffer from a lack of object-level encapsulation. This
gives rise to problems with aliasing of objects, leading, in turn, to difficulties
with maintaining correct and robust program behaviour To cope with difficul-
ties related to complex control flow, structured programming imposes a single
input, single output control-flow discipline. This makes it feasible to abstract
the program logic using preconditions and postconditions. Structured program-
ming discipline is so common-place nowadays that the benefits of the approach
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are largely presumed. Unfortunately many of the benefits of the structured ap-
proach are lost in object-oriented programming: object aliasing leads to a loss
of modularity in reasoning about programs.

We aim to encapsulate objects, imposing structure via object containment,
yet retaining most of the flexibility and benefits of object-oriented programming.
The key ideas have evolved from our work on flezible alias protection [34], the
recognition of implicit structure in object systems [36], and the ability of type
systems to impose this structure [I5]. In comparison with flexible alias protec-
tion, we provide a formal notion of representation containment with accompany-
ing properties. Our earlier ownership type system [[5] was based on a Java-like
language, but had a number of restrictions. In particular, the containment struc-
ture was defined by objects having a fixed and unique owner, thereby forming an
ownership tree. An associated containment invariant directly captures the idea
that the structure of object systems is reflected in the dominator tree for the
underlying object-reference graph, as we describe elsewhere [36]. The structural
constraints imposed by this earlier ownership type system are too rigid to per-
mit them to be used together with some typical object-oriented programming
idioms, such as iterators. Furthermore, we did not address subtyping. In this
paper we redress some of these limitations.

We introduce an extra degree of freedom into the ownership type system, sep-
arating the notion of contexts from objects themselves. In practice, contexts may
be associated with static entities such as classes, packages or modules, security
domains or network locations. Every object is assigned an owner context, which
together with the predefined containment ordering, determines which other ob-
jects may access it. Objects also have a representation context we call simply
rep; an object’s rep determines those objects it may access. To keep things
simple, this paper assumes that there is a pre-defined containment ordering on
contexts. In other words, we presume the existence of a partial order on a set
of fixed contexts, (C,<:). We describe a soundness result and sketch the proof
of containment invariance for stored objects. We think of the owner context as
providing a domain for the object’s external interface, and the representation
context as providing a domain for its implementation. We insist that the owner
of an object accessible to another contains the other’s representation context.
Thus our containment invariant states that for a reference from an object with
identity ¢ to one with ¢’ to exist, it is necessary that rep(:) <: owner(¢'). This is
our take on the no representation exposure property of flexible alias protection.

The separation of rep and owner context is the key contribution of this paper.
Different arrangements of owner and representation contexts within a context
ordering allows different configurations of objects, as we demonstrate in Sec-
tion [3. The resulting type system can model a wide range of alias protection
schemes:

— Using per class contexts we can model Sandwich types [18] and a part of the
Universes proposal [31].
— Using per Java-style packages we can model Confined Types [§].
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— Per object contexts (as evident in the companion to this paper [13]), re-
stricted so that rep contexts are directly inside owner contexts, combined
with genericity, allows us to model the containment features of Flexible Alias
Protection [34], and so support collections of shared objects, but not iterators
acting directly on the representation of those collections. This is effectively
our earlier Ownership Types system [15], although the earlier work did not
support subtyping or inheritance.

— Separating representations and owners by one or two contexts models the
core of the Universes proposal [31], allowing several iterators to access the
representation of another object. Universe in addition requires that the iter-
ator has read only access to the other object’s representation.

— Finally, further separation of representation and owner contexts allows ob-
jects’ interfaces to be exported arbirtarily far from their representations in a
controlled manner, so that an object’s primary interface can belong to some
deeply contained subobject. Unlike other systems, this flexibility allows us to
model the use of iterators over internal collections as part of a larger abstrac-
tion’s interface (common in programs using the C++ STL), and COM-style
interface aggregation.

We extend the imperative object calculus of Abadi and Cardelli [1] with
owner and rep contexts for objects. We chose this formalism to simplify the
statement and proof of properties; however the essence of the ownership type
system should be easy to translate to any object-oriented notation. The key nov-
elty of our type system is its use of permissions (or capabilities), which are sets of
contexts, to govern the well-formedness of expressions. Owners determine which
contexts are needed in the permission, and rep determines which permissions are
held. Thus the representation context determines which other objects an object
can access.

2 Object Calculus with Contexts

In this section we introduce a syntactic variant of the object calculus which
captures the essence of our ownership system. First we outline those aspects of
the object calculus that are most relevant for our purposes. Next we motivate
our key modifications: one deals with owner and rep decorations for objects; the
other imposes a syntactic restriction on the form of method call to prevent object
references leaking through method closures. Finally we present the syntax for
our variant of the object calculus.

2.1 The Object Calculus

The Theory of Objects [1] presents a variety of object calculi of increasing com-
plexity. Here we chose an imperative, first-order typed calculus. Being imperative
allows us to capture the containment invariant as a property of objects held in
the store.
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The two basic operations of the object calculus are method select and method
update. We review these using the untyped functional object calculus, the sim-
plest presented in [1]. It has the following syntax:

a,b = variable
| [ ()bt object formation (l; distinct)
| al field select/method invocation
| al<g(x)d field update/method update

An object is a collection of methods labelled I to I,,. Methods take the form
¢(z)b, where the parameter x refers to the target object, that is self, within the
method body b. The operational semantics is given by the following reduction

rules, where o = [I; = g(zi)biiel..n]:
0.l ~ b;{%,} _ ‘ (j €1l.n)
O.Zj <~ §(I)b’\z—> [l] = g(gj)b7 l; = §($i)bi’€(1"”)*{ﬂ}] (] c ln)

A method invocation o.l; reduces to the result of substituting the target object
o for the self parameter x; in the body b; of the method named ;. A method
update 0.l; < ¢(z)b reduces to a copy of the target object where the method in
slot {; is replaced by ¢(z)b. The definition of reduction is completed by allowing
reduction to occur at any subexpression within an expression.

In an imperative object calculus, objects are held in a store which is a map
from locations to objects. Evaluation of an object expression amounts to the
allocation of that object in the store with a particular object identity denoting
its location. Object aliasing arises through sharing of object ids. When a method
is invoked, its location (or object id) is substituted for the self parameter. Method
update changes the object in-place, rather than constructing a new object as for
the functional variants of calculus.

Common object-oriented constructs can easily be captured. Fields are mod-
elled as methods which are values that make no reference to the self parameter.
Field update employs method update, again with values making no reference to
the self parameter. Functions are modelled as objects where a field is used to
store the argument to the function. Methods with arguments are modelled as
methods which return a function.

2.2 Extending the Calculus with Contexts

Contexts The extension of the object calculus presented here is concerned with
controlling object access. Adopting the model discussed in the introduction, we
modify objects to include both owner and representation contexts. Objects take
the form [I; = ...*€1-"]P where p is the owner and ¢ is the representation context.

We assume that we are given a fixed collection of contexts which form a
partial order (C,<:). The relation <: is called inside. The converse relation :>
is called contains.

Contexts might represent the collection of packages in a Java program. The
inside relation <: can, for example, represent package nesting. Confined Types [§]
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use packages as contexts: each package is associated with two contexts, one con-
fined the other not; the confined version of a package is inside the corresponding
unconfined version, but no further containment is presumed. A confined type is
accessible only through its unconfined version; unconfined types do not restrict
access other than via the normal visibility and typing rules for Java. Similarly,
contexts could represent a collection of classes where <: captures inner class
nesting and e corresponds to some ubiquitous system context. Universes take
this approach [31]. Alternatively, contexts could represent some combination of
these features, or be based on some other scheme, such as machine names on a
network, with <: representing the subnet relationship.

Evaluation in Context In our system, certain objects may only be accessi-
ble within a particular context. Typically computation proceeds by successive
method selection and update on a particular target object. Having access to
an object means that access is granted to its representation, but only during
the evaluation of a selected method. Unfortunately, the object calculus encodes
methods with arguments as methods which return a function closure. The re-
sulting closure can be applied, which is fine, or installed as a part of another
object via method update, which is not acceptable from our perspective when
the closure contains reference to representation. Thus we need to make a second
change to the object calculus to distinguish evaluation which may only occur
within a context from values which are accessible from without.

The approach we adopt here is simple. As is common in object-oriented
programs we presume that all method calls are fully applied, and that no closures
are used. So, unlike the object calculus, we actually use a method call syntax,
rather than the syntactically simpler method select. A more complex system that
associates evaluation contexts with closures is indeed possible, but we prefer to
keep our calculus simple.

Thus we modify objects further so that methods take a pre-specified number
of arguments: [l; = ¢(x,13)b;*S'"]P, where I' denotes the additional formal
parameters. Method select now becomes 0.1;(A), where A is the actual parameter
list. Method update is modified in the obvious manner.

2.3 Syntax for an Object Calculus with Ownership

We now present our variant of the object calculus incorporating ownership. Fig-
ure [[lgives the syntax for permissions, types, values, objects, expressions, param-
eters, stores, and configurations. Contexts were described above. We describe
the remainder in turn.

Permissions Permissions denote collections of contexts. A context is only ac-
cessible in an expression when it appears in the permission used to type the
expression. The permission (p) corresponds to the singleton set {p}, and is the
permission required to access objects with owner p. The permission (¢1) corre-
sponds to the contexts which contain ¢, that is, all the context accessible to an
object which can access ¢, for example, objects with representation context q.
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p € CONTEXT = C
K € PERMISSION := (p)
| 1)
A,B,C € TYPE = [ ZEl n]p
| A
r € VAR
u,v € VALUE =z
|
o € OBJECT n= [lz = ( AZ,FZ) €l n]g (lz distinct}
a,b € EXPRESSION ::= v
| o
| v(4) where A == ( | v, A
| vil<g(z: AT
| letz: A=ainb
I' € PARAM w=0 | 2: AT
0 € STORE =
| g, L= 0
s,t € CONFIG = (0,a)

Fig. 1. The Syntax

Types Types include just object and method types.

The object type [l; : A;"€""]P lists the names and types of the methods of
the object, as well as the owner context p (superscript) and the representation
context ¢ (subscript). Objects of this type can only be accessed in expressions
possessing at least permission (p). We also use the type [l; : A;/S™"]P as a
shorthand for the type [I; : A;"*'-"]E. This can be considered to be the type of
an external interface to an object, since it contains only the methods which are
accessible to external objects which only have access to context p.

The type A; — Ay — ... — B is the type of a method which takes arguments
of type A1, As, ..., which must be object types, and returns a value of object
type B. Although the form of method type suggests that partial application is
permitted, in fact the rule for well-formed method call forces all arguments to
be supplied, as discussed above.

Ezpressions Expressions are presented in a variant of the named form [37]. This
amounts to the requirement that the result of (almost) every evaluation step be
bound to a variable x which is subsequently used to refer to the result of this
computation. While this form does not change the expressiveness of the calculus,
it simplifies the statement of its semantics and the proof of its properties.

The language is imperative. Objects evaluate to locations, ¢, which are sub-
sequently used to refer to the object in the store. Locations are the only possible



Simple Ownership Types for Object Containment 59

result of computation. They do not appear in the expressions a programmer
writes.

Objects are given by [l; = ¢(z; : A, I3)b; P. The x; are the self parame-
ters used in method bodies b; to refer to the current instance of the object. The
type of self A; is given. The I; are the formal parameters to the method. These
are a collection of term variables with their type. The owner context is p and q
is the representation context.

Method call v.[{A), takes a collection of actual parameters for the method
labelled [. The parameters, A, are a sequence of values.

Method update, v.l < ¢(z : A, I')b, replaces the method labelled [ in the
object v with that defined by b. Again x is the self parameter and I" are the
formal parameters to the method. As usual, a method can be treated as a field if
x ¢ FV(b), bis a value, and additionally that I" = (). Thus we do not distinguish
between fields and methods.

Let expressions, let z : A = a in b, are used to define local declarations and
to link computations together.

iEl..n]

Stores and Configurations The store, o, is a map from locations to objects for
all locations created throughout the evaluation of an expression. A configura-
tion represents a snapshot of the evaluation. It consists of an expression to be
evaluated, a, and a store, o.

3 Examples

The type system explored in this paper allows containment which is specified
across an entire system. Objects can be partitioned and contained within con-
texts which are defined per package or per class or come from some other pre-
specified collection. We demonstrate a few example uses of such collections,
observing that different partial orders allow for different kinds of restriction,
including a partition of objects without any containment.

The first example illustrates the constraints underlying Confined Types []].

Ezample 1 (Web Browsers and Applets). Assume there are two packages,
Browser, abbreviated as B, and Applet, abbreviated as A. Let securityManager
be the object which controls the web browser’s security policy. This must be con-
fined to the Browser package. The Applet package contains the implementation
of applets. These interact with a browser object through which they obtain lim-
ited access to the outside world, governed by the securityManager. The browser
object has access to the securityManager object to guide its interaction with the
applets.
The ordering on contexts is:
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We can represent this situation above with the following objects:

securityManager = [......
browser = [securityManager = securityManager, applet = applet, ];

applet = [browser = browser, ...] )

In addition, the browser can be presented to the applet using the interface
type [applet : AppletType, ...]T, rather than its actual type [securityManager :
SecurityManager Type, applet = Applet Type, ...] 5, since the former hides the part
of browser which contained within the Browser package.

This example can be extended so that each applet object has its own pro-
tected environment object if dynamic context creation is added to the type
system [13].

Ezample 2 (General Systems). A system can be partitioned into a collection of
subsystems (perhaps using packages or modules). Some objects are not accessible
outside a given subsystem, whereas others may belong to a given subsystem, but
be accessible by one or more other subsystems. We model this as follows.

Let the set P = {A, B, ...} denote the names of the subsystems. Let the
collection of contexts be C = P(P) — {0}, where P(P) is the powerset of P. We
will write ABDF to represent the set {A, B, D, F'}. The context ordering <: is
the defined as follows: for each A € P, if A € P, where P € P(P), then A <: P,
abusing notation slightly. For example, A <: ABC. Note that this means that
the context ordering is a dag, as demonstrated in the following diagram for
subsystems A, B, and C"

AB AC BC ABC

A B C

We set an object’s representation context to the subsystem in which it resides
— that is, A, B, or C — and its owner context to the collection of subsystems
which can access it — any context in the diagram above.

Consider the following collection of subsystems, A and C, and objects a, b,
and c. The arrows represent the only references allowed between these objects.

A C
A AC C

[ 1]
A A C

Both a and b come from subsystem A, so their representation context is A. a is
contained within subsystem A, so its owner is A. b is also accessible to subsystem
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C, so its owner is AC. Finally ¢ has both owner and representation context C.
The containment invariant enforces that the references in the figure are the only
ones allowed given these contexts and their ordering. Adding more structure, for
example, by letting the ordering on contexts be the powerset ordering on sets
of subsystem names, allows us to specify in addition the sharing of contained
objects among subsystems.

This granularity of the restrictions in the above example resembles Eiffel’s
export policies, except that in the example the constraints are defined between
objects, rather than for individual methods [29].

Ezample 3 (Class Names as a Partition). The Universes system uses class names
as object owners [31]. These can be used to partition the collection of objects,
using one partition per class, without providing any containment. All contexts
are equally accessible, but objects owned by one class cannot be assigned to a
field expecting an object with a different owner.

The contexts required to model this consist of a single context for each class
plus the additional context which we denote L. The partial order on contexts is
1 <:C, for each class C. An object in partition C' has owner C' and representa-
tion context L. An example partial order is:

A B C

€

This tree, which is an upside down version of the context ordering used in a
previous work [15], could have a top element for the owner of globally accessible
objects.

Ezample 4 (Adding Contained Per Class Contexts).

We can enhance the previous example to allow each class to have objects
which are accessible to each instance of the class, but are not accessible outside
of the class. To do this we extend the above partial order with C* <: L for each
class C'. The example above becomes:

A B C

*

A

B* c*

Objects not accessible outside of class C' have both owner and representation
context C*. Objects from class C' in partition D have owner D and representation
context C*, not L as above, so that it can access the elements contained within
class C.



62 David G. Clarke, James Noble, and John M. Potter
4 Formal Presentation of Ownership Types

We begin our formal presentation with a description of how the containment
invariant is enforced by the type system. This technique can be applied in more
general setting [13]. Then follows the type system.

4.1 Permissions and Containment

Expressions are typed against a given permission: either a point permission (p)
representing a singleton context {p}, or an upset permission (¢ 1) denoting all
contexts containing ¢, that is {p | ¢ <: p}.

The point permission (p) allows access to objects with owner p. An object
with rep ¢ is granted the upset permission (g 1), thereby giving it (more precisely,
its methods) access to any object with owner in that set.

We write ¢ — +/ to indicate that one stored object holds a reference to
another. The containment invariant is a statement about the well-formedness of
stores, in particular the underlying reference structure. It states that:

v — 1 = rep(t) <: owner(!).
Let ¢ — [l = <(z; : A)b"""]P be a location-object binding in some store,
so that owner(¢) = p and rep(t) = ¢. The locations accessible to ¢ are those
appearing in the method bodies b;. The containment invariant yields an upper
bound on these:

{¢" [ owner(.') € (¢T)}- (1)

Now consider the object at location ¢/ which has owner p’. Access to this object
requires permission (p'), which corresponds to the singleton set {p’}. Thus ¢/ is
in the set () if

®') € (q). (2)

This condition is enforced by our type system.
Consider the following simplified version of our object typing rule:

(Val Object-Simplified) (where A = [l; : C;*€'"]?)
B A {gl)Fbi:C; Viel.n
By (p) F [li = ¢(z; : A)b; <78 - A

The conclusion states, among other things, that the permission required to access
this object is (p), where p is the owner. The premises, ¢ € 1..n, each state that
the permission governing access in the method bodies b; is (¢ 1), where ¢ is the
representation context. But this is exactly the condition (2). Therefore, the only
locations accessible in a method body are those permitted by the containment
invariant. This property is formally presented in this paper.
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Apart from giving types to the appropriate constructs in the expected man-
ner, the other rules in the type system merely propagate or preserve the con-
straints we require. Subtyping does not allow the owner information stored in
a type to shrink, thus preventing the loss of crucial information. Subtyping was
missing from our earlier ownership type system [15], and the keys to regaining
it are preventing the loss of the owner and maintaining the ordering between
contexts.

The type rules which follow are specified depending on a permission. For the
calculus of this paper the minimal required permission can in fact be derived
from the types involved, so does not actually need to be explicit. However we
adopt the current presentation style, not only because it helps to clarify the role
of permissions, but also to cater for extensions such as recursive types, where
the permissions can not always be directly inferred [T3].

Supplementary Notation The type of an expression depends on a typing envi-
ronment, E, which maps program variables (and locations) to types. The typing
environment is organised as a sequence of bindings, where () denotes the empty
environment:

E:=0| E,x:A| E,.: A

The syntax of method formal parameters, I', are just a subset of the syntax
for environments, which allows them to be treated as environments in the type
rules.

The domain of a typing environment dom(FE) extracts the bound in the en-
vironment:

dom(0) =0
dom(E,¢: A) = dom(E)U{¢}
dom(E,z : A) = dom(FE) U {z}

This applies also to I'.

4.2 The Type System

We define the type system using nine judgements which are described in Figure2l
Judgements concerning constructs which contain no free variables do not require
a typing environment in their specification. All judgements concerned with types
and expressions are formulated with respect to a permission K.

To simplify the handling of environments, we employ the notation such as
x : A € E to extract assumptions from the typing environment. Well-formedness
of the typing environment F is implicit with such assumptions; that is, £ - <
is part of the assumption.



64 David G. Clarke, James Noble, and John M. Potter

EEO FE is well-formed typing environment

KCK K is a subpermission of K’

KEA A is a well-formed type given K

K+ A<:B A is a subtype of B given K

E;KFa:A a is a well-typed expression of type A in E given K

E;K+(A)AQ)=C The actual parameters A match method type A
with return type C in E given K

Fto o is a well-formed store in E

E;KF(0,a): A (0,a) is a well-typed configuration with type A
in E given K

Fig. 2. Judgements

Well-formed Environments

(Env 0) (Env ) (Env Location)
KFA x¢dom(E) (p) [l - Ai"Sbmb o ¢ dom(E)
0= Exz:AFS E,L:[Zi:Ai’el“"]gFO

Adding a variable to an environment requires that it not be already declared
and that its type can be well-formed given some permission (Env z). The per-
mission does not matter at this point, but it will return when x is used in an
expression. (Env Location) specifies that locations have object type.

Well-formed Permission and Subpermissions

(SubPerm p) (SubPerm <:) (SubPerm Refl) (SubPerm Trans)
peC q=:p KCK K CK"
(p) € (p1) (pT) € (g1 KCK K CK"

All permissions in PERMISSION, that is (p) and (p1) for each p € C, are valid.
The subpermission relation K C K’ is defined in the obvious manner given the
interpretation of permissions as sets of contexts.

Well-formed Types

(Type Object) (I; distinct) (Type Arrow) (Type Allow)
(q7) F A; Viel.n q=<:p KA KFB KA KCK'
(py F [l;: Aiiel“"]lq’ K+-A—B K'FA

The well-formedness of types depends upon the permission required to access
values of that type.
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The justification for (Type Object) is similar to that for (Val Object) given
in Section The method types of an object type must be well-formed given
permission (¢T), where ¢ is the representation context. The permission required
to access this type is at least (p). The condition ¢ <: p implies that (p) C (¢ 7)
ensuring that an object can access itself.

Method types resemble function types, as given by (Type Arrow). Interest-
ingly the permission required to form method types only depends on the argu-
ment and result types. It does not depend on the method body, which typically
will require a larger permission. This is because the method body can access the
object’s representation, which in general is not externally accessible.

The rule (Type Allow) states that well-formedness of types is preserved with
extended permissions.

Well-formed Subtyping

(Sub Object) (I; distinct)
GnNrA VYieln (NTHFA Vientl.n+m ¢ <:qg=<:p
<p> H [ll : Aiiel..n+m]§/<:[li : Alleln]g

(Sub Allow)
K+FA<:B KCK'
K'+ A<:B

The rule (Sub Object) allows methods to be forgotten through subtyping.
The owner does not vary, but the representation context can. Firstly, the owner
states which context an object resides in. If this information can vary in the
type, then we lose the ability to state when two references are not aliases, since
references to objects with different owner contexts cannot be aliases. Thus the
owner is invariant. Varying the representation context only loses information
about which contexts an object can access. These can be considered to be part
of an object’s implementation and can reasonably be ignored.

A consequence of varying the representation context is that methods which
include the initial representation context ¢’ in their type are removed in the
supertype. When ¢ = p the only methods present in the type are those accessible
to objects which have access to context p. The type in this case will be an
interface type [I; : A;*€1-"]P.

Subtypes which are valid given some permission are valid with a larger per-
mission, though not necessarily vice-versa, according to rule (Sub Allow).

Well-typed Expressions

(Val z) (Val Location)
r:AecE KFA L;[Zi:Aiiel..n]ZeE
E,K Fx: A E‘7 <p> o [ll . Ailel..n]g
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Expressions are typed against a typing environment and a permission. Vari-
able typing is by assumption (Val z), though it requires sufficient permission
to construct the type. Locations are similarly typed by assumption, where the
permission required is at least the point permission for the owner in location’s
type (Val Location).

(Val Object) (where A= [l; : B;"*"""|? and B; = |I}]c;)
E7.’L‘i1A,Fi;<qT>}_biZCi Viel.n
E;(p) F [l =¢(xi: A, )b s"p - A

The (Val Object) rule requires an auxiliary function |I"|c, which converts
the method arguments I" and the return type C' into a method type B:

0]c=C
lz: A, Tlc=A— |T'c

In (Val Object), each method body b; of method ¢(z; : A, I;)b; is typed
against an environment extended with the self parameter x; with A, the type
of the object being formed, and with the formal parameter list I;. The return
type of the method body C; and the formal parameters are combined to make
up the method type B;. The permission (p) is required to create an object with
owner context p. The permission the method is typed against is (¢ T), where
q is the representation context. Access to self x; is permitted because ¢ <: p
can be inferred from the fact that the object’s type A appears in environment
E,x; : A, I;. This means that an objects rep and owner are in the containment
relation, with the rep inside the owner.

(Val Select)
E;KtFwv:|l;: Aiiel“"]g E;KF(A)(QA)=C; jel.n
E;K Ful;(A):C;

(Val Select) requires that the target have an object type with the appropriate
method present. The clause E; K + (A4;)(A) = C; checks that the arguments
are well-typed, correct in number and that access is permitted, and states that
the return type is C;. This form of rule is described below.

(Val Update) (where A= [l;: B;'*""]? and B; = |I}]c;)
E:Ktv:A Ex:AT;K'Fb:C;, K C{ql) K'CK jelun
EKFolj<=g(z:ATj)b: A

(Val Update) requires that the target have an object type with the appro-
priate method present. Firstly, the formal parameter list I'; and return type C}
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of the new method must be able to be converted to the method’s type B;, that
is, [Ij]c; = Bj. The new method body is typed against a self 2 with the type
of the object being updated, and I';. The expression must have type C;. The
given permission K’ is, in effect, at most the intersection between the contexts
accessible inside the object, (¢1), and the accessible contexts in the surrounding
expression, K. This ‘intersection’ of permissions prevents any illegal locations
from being added to object, while maintaining the constraints on the expression
performing the method update.

(Val Let) (Val Subsumption)
E;K+ta:A E,z:A;K+-b:B E:Kta:A K'FA<:B KCK'
E:KFletzx:A=ainb: B E;K'ta:B

The type rule (Val Let) is standard, except that it carries the same permission
through to the expressions.

Finally, (Val Subsumption) allows an expression given one type to be given
a supertype, as usual, and to be used with a larger permission.

Well-typed Actual Parameter Lists

(Arg Empty) (Arg Val)
E+o K+C EKFv:A EKF(B)(A)=C
E;K+(C)0)=C E;K+-(A—B)(v,A) = C

The judgement F; K  (B)(A) = C guarantees that the actual parameters
A are correct in number and type, and that the return type is C, all with the
same permission K.

Well-typed Stores and Configurations

(Store Empty) (Store Alloc)
Ero Ebo Eij{p)Fo:|li: A"V o[l : A'S"P e E
EF0 Ero 1—o0

(Val Config)
Ero E;KFka:A dom(o)=dom(E)
E;Kt+ (0,a): A

The objects stored at a location must have the same type as the location.
Configuration typing is performed in a typing environment whose domain con-
sists of exactly the locations allocated in the store.
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5 Dynamic Semantics and Properties

We now consider an operational semantics, and consequent properties, including
type preservation and soundness.

5.1 An Operational Semantics

The operational semantics of the calculus are presented in a big-step, substitution-
based style in Figure Bl Fundamentally it differs little from the object calculus
semantics of Gordon et. al. [I9], though the named form of expression allows
some minor simplifications.

(Subst Value) (Subst Object) where o = [l; = ¢(z; : As, Fi)biiel”"]g
o1 =00, t+—0 ¢ dom(oop)
(07 U) ‘U (07 U) (0'07 0) ‘U‘ (017 L)

(Subst Select) where j € 1..n
G()(L) = [lz = §(177; : Ai, Fl)bzleln]g {A/FJH' is defined
(00, b; "/ }{A/T}) U (01,0)
(00,0.1;{A)) ¥ (01,v)

(Subst Update) where j € 1..n
o0(t) = [li = s(w : Ay, Ih)bi" € "]P
o1 =00+ (L= [li = (i : Ai, [)bi" ST~ HIHm 1y — o(x: Ay, T)bh)
(00,0l <= <(s: A, T)b) | (01,¢)

(Subst Let)

(007 CL) I (017 U) (017 b{v/zﬂ') I (027 u)
(co,let z: A=ainb) | (o2,u)

Fig. 3. Big-step, substitution-based operational semantics

The semantics specify an evaluation relation between initial and final config-
urations, (o,a) | (0/,v). Evaluating expression a with store o results in a new
store o’ and value v.

We use o, ¢ — o to denote extending the store ¢ with a new location-object
binding, where ¢ ¢ dom(o). 0 + ¢ — o denotes updating the store o so that ¢
binds to the new object o, where ¢ € dom(o). In (Subst Select), b{ A/}, denotes
bindings of formal to actual parameters for a method defined as:

£0/0p = €
v, Afw: AT = LA/ T

where € is the empty substitution. Otherwise {A/I'} is undefined.
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Note that only closed terms are evaluated. Evaluation begins with the con-
figuration (@, a), that is, some closed expression with an empty store. Variables
in let expressions and method bodies are always substituted for before they are
encountered in evaluation. Expressions either diverge, become stuck, signified by
the special configuration VVRON7 or result in a value which must be a location.

The semantics hold no surprises. Firstly, values require no evaluation (Subst
Value). Objects evaluate to a new location, which maps to the original object
in the new store (Subst Object). The resulting configuration includes the new
store. The evaluation rule (Subst Select) binds the actual parameters A to the
formal parameters I" within the body of the selected method, and the resulting
expression evaluated. (Subst Update) replaces the method named [ from the ob-
ject at location ¢ with the one supplied. (Subst Let) evaluates the first expression
a, substitutes the result for x in b, which is then evaluated.

5.2 Key Properties

The type system is sound. The proofs have been omitted but generally require
straightforward induction.
Soundness depends on the following fundamental lemma.

Lemma 1 (Permissibility).

1. IfE;K¢Fv:Aand K'F A, then E; K'Hv : A, where v is a value.
2. If K+ A<:B and K' + B, then K' - A<:B.

The first clause essentially states that the type contains enough information
to determine the permission required to access a value. Values can be passed
across object boundaries, for example, if the type is well-formed on both the
object’s inside and outside. This can happen even when the expression computing
the value may not have been accessible in both places. This clause is essential
for demonstrating type preservation for method select and update.

The second clause states in effect that all subtypes of a given type are accessi-
ble wherever the type is accessible. This is required for the validity of substitution
and subsumption.

Definition 1 (Extension). Environment E’ is an extension of E, written E' >
E, if and only if E is a subsequence of E’.
The following type preservation result states that reduction preserves typing:

Theorem 1 (Preservation). If E; K + (0,a) : A and (0,a) | (¢/,v), then
there exists an environment E' such that E' > E and E'; K + (¢o',v) : A.

Soundness states that well-typed expressions do not go wrong:

Theorem 2 (Soundness). If ); K+ (0,a) : A, then (0,a) § WRONG.

! These rules presented here only apply when all of the underlying assumptions are
specified. Error cases which evaluate to WRONG are captured by the other evaluation
rules which we omit. They account for the following errors: message-not-understood
error, when the method is not present in the object; an incorrect number of arguments
supplied to a method call; and the propogation of errors through subexpressions.
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6 The Containment Invariant

The containment invariant is a statement about the well-formedness of stores, in
particular the underlying reference structure. The containment invariant states
that for well-typed stores the following holds:

t— 1 = rep(L) <: owner(t),

where owner(:) and rep(¢) give the owner and representation context of an object.

To prove this formally requires a little more work than suggested by the
intuition at the start of Section [l The key aspect to enforcing containment
is the use of permissions to control object access to the owner contexts. We
define a series of projection functions which collect owner contexts underlying
permissions, types, and locations in expressions. In other words, these functions
project permissions, types and expressions onto contexts.

The key results state that the owner context for a value is contained in the
underlying contexts for its type, and the owner contexts underlying types and
expressions are contained within those of any permission that gives access to
the types and expressions. In particular, this means that the permission does
really bound the owner contexts of locations in an expression. By applying this
result to method bodies — more precisely, the locations a method refers to —
we obtain the result we desire.

The projection functions are (where P(C) is the powerset of C):

7 : LOCATION — C.

— [-] : PERMISSION — P(C).
[-] : TyPE — P(C).

— [ : EXPRESSION — P(C).

We use the notation 7 = E to state that whenever ¢ : [I; : A;*€'"]E occurs
in E, then n(¢) = p. That is, n(¢) is the same as owner(¢). This serves to define

7.
The second and third of these functions are defined as follows:
[(p)] = {p}
e ={peCl|q=:p}

[t = Ai*<H10] = {p}

The final projection (and later the refers to relation) depends on the locations
present in an expression:

Definition 2 (Locations in a Expression). The set of locations in an ex-
pression, locs(a), is defined as follows:

o~

locs(x)

0
locs(v) = {1}
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Notice this does not look inside objects, because objects define a boundary inside
of which the permissions may be different.
The remaining projection is defined as follows:

[al = {n(e) |+ € locs(a)}

The following theorem can be proven by mutual deduction on the structure
of typing derivations.

Theorem 3. We have the following, where in each relevant case n | E,

. If K' C K, then [K'] C [K];

. If K+ A, then [A] C [K];

. If K+ A<:B, then [A] C [B];

. IfE;Kta: A, then [a], C [K];

. IfE;KFv: A, then [v], C [A]; and

I EK F (©)(A) = O, then [A], C [K].

S A Lo o~

It is illuminating to understand the difference between clauses 4 and 5. Clause
4 applies to all expressions including values, stating that permissions control ac-
cess within expressions. Extending clause 5 to expressions is impossible because
an expression may compute using locations which are not captured in the type,
yet return a value of a type which only requires a smaller permission to access.

With the notion of a well-contained store we capture the containment invari-
ant globally, that is for all stored objects.

Definition 3 (Well-contained Store).

wf,(0) =\ wf,(0)

Lt—o€o

wf, ([l = <z : Ai, )bV ™) = [bs], € [(a1)]
We can use Theorem[3]to easily prove that a well-typed store is well-contained:
Lemma 2. If Et- 0 and n = E then wf, (o).

We now convert this result to a local one, that is, one defined between pair
of locations, thus demonstrating containment invariance. Firstly, we need the
refers to relation, which collects the locations present in the bodies of all the
methods of an object:
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Definition 4 (refers to). The refers to relation, —,, for store o is defined as:
Log A v [l =o(wi s A, )b MP € o AL € locs(b;), for someid € 1..n

The functions which give the owner and representation context of an object
are defined for a given location-object, ¢ — [l; = ¢(x; : A, Fi)bi’@“”]g € o, as:
owner,(t) = pandrep,(¢t) = ¢,

The containment invariant is now straightforward:

Theorem 4 (Containment Invariant).
IfEF o then t —4 V' = rep, (1) <: owner, (V).

PROOF:

1. ASSUME: E I ¢ and ¢ —, ¢/. In addition, select an 7 for which n = E.

. By Lemma 2 wf, (o).

S0 v [l = qxi « Ai, I;)b"€"]E € o, where / € locs(b;) for some i, and
q =rep,(L).

. By 2 and Definition [3, we get [b;], C [(¢1)], where  |= E.

. From the definition of [a],, for expressions it is clear that [v'],, C [bs]s-

. But [/],, = {owner, (') }.

. Therefore owner, (') € [(¢1)], where ¢ = rep_(¢).

. Unravelling the definition of [{(g1)], we get rep, (¢) <: owner,(¢'), as required.

W N

0~ O T

This proof technique generalises to the type system of companion work [13].
This will appear in the first author’s thesis [14].

7 Related Work

The pointer structures within object-oriented programs have received surpris-
ingly little examination over the last decade — much less interest than has
been lavished on the more tractable problem of inheritance relationships be-
tween classes. Good surveys of the problems caused (and advantages gained)
by aliasing in object-oriented programming can be found elsewhere [24] Bl [34].
More general notions of references, aggregation, object containment, and own-
ership have been considered in detail, and are now part of accepted standards
[12] B0, 26] 17, 36] 35].

Early work [24], beginning with Islands [23] generally took an informal ap-
proach to describing or restricting programs’ topologies, based on very simple
models of containment. Islands, for example, is based on statically checked mode
annotations attached to an object’s interface, while the more recent Balloons [3]
depends upon sophisticated abstract interpretation to enforce the desired re-
strictions. Often, these kinds of systems mandate copying, swapping, temporary
variables, or destructive reads (rather than standard assignments) to protect
their invariants, [5, 10} 2] 28], 30, O], so they are unable to express many com-
mon uses of aliasing in object-oriented programs.
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Static alias analysis has similarly long been of interest to compiler writers,
even since programming languages began to permit aliasing. Whole programs
can be analysed directly to detect possible aliasing [27] 16l 25], or hints may
be given to the compiler as to probable aliasing invariants [22]. Static analysis
techniques have also been developed to optimise locking in concurrent languages,
particularly Java [111 [6] [7) 2| B38]. This work is typically based around escape
analysis and removes exclusion from objects that can be shown to be owned by
a single thread, although Aldrich et.al.’s work also removes redundant synchro-
nisation due to enclosing locks [2], implying a very simple notion of per-object
ownership.

More recent work [33] has attempted to be more practically useful, combining
annotations on objects with more flexible models of containment or ownership.
Flexible Alias Protection [34] uses a number of annotations to provide nested
per-object ownership, while permitting objects to refer to objects belonging to
their (transitive) container as well as objects they own directly. A dynamically
checked variant has also been proposed [32].

Guava [4] uses a system of annotations on variables and types similar to
Flexible Alias Protection, but motivated towards controlling synchronisation in
concurrent Java programs, rather than managing aliasing per se. Confined Types
[8] use only one annotation to confine objects inside Java packages. This gives
a much coarser granularity of ownership than many other proposals, so is advo-
cated mostly for security reasons. Sandwich Types [I8] are similar to Confined
Types in that they restrict references from instance of one type to instances of
another, however they are intended to improve locality by using a separate heap
for each Sandwich. Universes [31] are in some way the most similar to the own-
ership types we have presented here. Their universes are like our representation
contexts, and they do incorporate subtyping. However they do not have the clear
separation of owner and rep context that we have presented here.

In a companion paper, we develop a more complex ownership type system
incorporating dynamic creation of contexts, which allows every object to have its
own context, as well as context parameters on methods, and existential quantifi-
cation over contexts [I3]. The simplified rule for object subtyping, (Sub Object),
presented in this paper does not appear in the companion work. It would allow
existential quantification to be eliminated, simplifying the underlying type sys-
tem. The present work is simpler and closer to proposals such as Confined Types
[8], which depend on a predefined containment model. We believe that this is
appropriate particularly for security-sensitive applications.

8 Conclusion

In this paper, we have presented extensions to Abadi and Cardelli’s object cal-
culus to describe object ownership. Ownership and representation contexts were
added to both objects and object types: the owner context controls which other
objects can access an object, while the representation context controls which
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other objects an object can access. Combined, these form the basis for our con-
tainment invariant, which holds for the type system presented here.

The advantage these extensions confer onto the object calculus is simple: the
extended calculus can now model containment in a natural and straightforward
manner. Due to our static type system, system-level invariants based on contain-
ment can be described directly and enforced without any runtime overheads.

The simple type system presented in this paper is restricted in that ownership
contexts are fixed: new contexts cannot be created at runtime. While this is
sufficient to model systems such as Confined Types [8], we are continuing to
develop more powerful (and therefore more complex) type systems that can
model systems such as Flexible Alias Protection [34] and its even more flexible
SUCCESSOors.
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Abstract. The application field of static analysis techniques for object-
oriented programming is getting broader, ranging from compiler opti-
mizations to security issues. This leads to the need of methodologies
that support reusability not only at the code level but also at higher
(semantic) levels, in order to minimize the effort of proving correctness
of the analyses. Abstract interpretation may be the most appropriate ap-
proach in that respect. This paper is a contribution towards the design of
a general framework for abstract interpretation of Java programs. We in-
troduce two generic abstract domains that express type, structural, and
sharing information about dynamically created objects. These generic
domains can be instantiated to get specific analyses either for optimiza-
tion or verification issues. The semantics of the domains are precisely
defined by means of concretization functions based on mappings between
concrete and abstract locations. The main abstract operations, i.e., up-
per bound and assignment, are discussed. An application of the domains
to source-to-source program specialization is sketched to illustrate the
effectiveness of the analysis.

Keywords: Abstract Interpretation, Static Analysis, Type Analysis,
Program Specialization.

1 Introduction

The application field of static analysis techniques for object-oriented program-
ming is getting broader, ranging from compiler optimizations to security issues.
This leads to the need of methodologies that support reusability not only at the
code level but also at higher (semantic) levels, in order to minimize the effort of
proving correctness of the analyses.

In this paper we introduce and discuss the foundations of a project aimed
at defining and implementing a Java code analyzer based on abstract interpre-
tation [9], a general semantics based methodology for static analysis that has
been successfully applied to a large number of purposes mostly in declarative
programming languages. In order to derive program properties that hold for ev-
ery possible execution, an abstract interpreter ‘executes’ the program over a non
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standard domain of (so-called) abstract values. In the case of type analysis, ab-
stract values denote sets of types (i.e., the possible types of the actual instances
that may arise at run time). The analysis is conservative, i.e., no erroneus result
can be derived, but the results can be inaccurate in some cases. Inaccuracy is
an obvious consequence of the fact that any non-trivial property of program
execution is undecidable.

The reason to adopt abstract interpretation is twofold. First, the conceptual
simplicity and soundness of this technique ensure that most properties of the
resulting analysis (precision, completeness, modularity, scalability) depend only
upon the choice of a concrete semantics, an abstract domain of properties, and
abstract operations that safely approximate the corresponding concrete opera-
tions. Second, the design of abstract interpreters has already been successfully
developed for other language paradigms (in particular for declarative program-
ming) and we are confident that this approach may have a similar impact on
object-oriented programs. Despite the great amount of scientific contributions
on object-oriented languages, most of the works on semantics that may sup-
port static analyses mainly focused on Data Flow and Type System approaches,
while disregarding abstract interpretation. Investigating this methodology for
Java programs is thus one of the original contributions of this paper.

The first step in our work has been a precise description of an operational
semantics for a sublanguage of Java [22]. The concrete semantics is expressed as
a transition system on (finite) graph-descriptions of execution states. A graph-
description represents both the environment (i.e., the mapping of each variable
to its location), and the store (i.e., the mapping of each location to its value). We
do not report on these concrete semantics issues in this paper; we focus instead
on the definition of two generic abstract domains for type analysis, namely a
distinctness domain and a sharing domain.

These two generic domains share the same key idea: abstract environments
and stores look like concrete ones but the values of base types are disregarded
(since we focus at this time on type analysis) and types are approximated when
needed, keeping the structure as much as possible. This homomorphism between
abstract and concrete domain facilitates the understanding of abstract struc-
tures.

The two generic abstract domains differ as they correspond to dual ways to
look at structural sharing. In the first domain, distinctness of abstract locations
can be interpreted as a definite information while structural sharing only means
that the corresponding concrete structures may share. In the second domain,
structural sharing is a definite information while distinctness of abstract loca-
tions only means that the corresponding concrete locations may be distinct. The
first approach leads to the ‘distinctness domain’. The second one leads to the
‘sharing domain’.

Both abstract domains are generic as they are parameterized on a primitive
abstract domain whose elements represent sets of concrete types. They can be
specialized by a suitable choice of these abstract descriptions to yield specific
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analysis. They basically integrate type analysis [I} b] and shape analysis [6] [I1]
12] [14] 25).

The rest of the paper is organized as follows. Section Pl outlines the main
features of the domains, including a discussion of domain operations (orderings,
upper bounds and convergence issues) as well as a discussion of the (abstract)
assignment operation, which is one of the most essential and critical step in the
design of the abstract semantics. Section [3 presents an application in the area
of static detection of dynamic dispatching, describing the use of the abstract
domain in program specialization. Sections [4 and [ discuss related and future
work.

We adopt in this paper an intuitive and informal presentation based on ex-
amples. Technical material, including definitions, algorithms and proofs, can be
found in [22] [23]. We just give here the most basic definitions to provide some
feel for the formal treatment behind the intuition.

2 Domains and Operations

The abstract interpretation methodology may be briefly described by the follow-
ing three steps [9) 21].

1. Define a concrete (operational) semantics, i.e., a formal representation of
concrete execution states and of the transition rules corresponding to state-
ment executions. This step, of course, is language-dependent.

2. Define an abstract semantics, i.e., a non-standard domain whose elements
represent sets of concrete execution states, and a suite of abstract operations
that safely approximate the corresponding concrete ones.

3. Define a generic algorithm, parameterized on the abstract domain, that com-
putes a (post-)fixpoint of the abstract semantics, thus yielding safe informa-
tion about concrete program executions.

Once points 1 and 3 above are settled, the analysis can be easily tuned according
to specific tasks. It just needs to choose a suitable abstract domain, and the
correctness of the analysis will follow for free.

In the rest of this section we introduce the main features of concrete and
abstract semantics that fit the picture above in the case of object-oriented pro-
grams. The abstract domains have been designed for Java but the same approach
can be used for other object-oriented languages as well.

2.1 Concrete (Standard) Domain

The concrete domai we consider is a classical product ‘environment-store’. Its
elements are graphs whose nodes are ‘elementary instances’ linked, by an edge,
to their ‘super-instance’ and to their fields. Technically, a store is a mapping
from an arbitrary and infinite set of locations to the set of values (basic values
or instances). A location can be viewed as the address of a field or of a variable.

! Usually called ‘standard domain’.
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Figure Bl shows an element of the domain. This situation considers two
variables z and y and the current instance. The variable x has a basic type,
while y refers to an instance of a simple class whose field ch is equal to null.
The current instance is of type C, which extends D. This situation happens, for
instance, at the beginning of the execution of the method call c.meth(7,a) (this
method is also depicted in Figure 2.1)).

A a =new AQ); D ¢ = new C();

thist— C D
sc[7 4 ch]° J+{bool[true] c.meth(7,a);
y2— A4 class A { A ch = null; }
ch]® J>[null]null] class D { boolean ch = true; }
e[ int | 7 class C extends D
7 { void meth(int x, A y) { ... } }

Fig. 2.1. The simple concrete situation S

The mathematical presentation of this domain is given in Definition [. To
complete this definition, we just need to add some constraints to the product
FEnv x $tore (see [22,[23]). In this definition, Nclass is the set of all class names,
while Nfield is the set of possible field names and Nvar the set of (local) variable
names.

Definition 1 (Concrete Domain). The set of values is defined as the disjoined
union of the basic values and the instances, i.e., Val = Base + Inst where Base =
{bool} x Bool+ {int} x Z + {(ni, ni), (null,null)} and Inst is the largest subset of
Nclass x (Nfield+ {sc} +— ILLoc) such that if (nc,v) belongs to Inst, then v is one-to-
one. The set IEnv of environments is defined as the largest subset of Nvar+{this} +—
Type x ILoc such that if e belongs to IEnv and if x and y are two separate elements of
the domain of e, then p2(e(z)) # p2(e(y)), with Type = Nclass + {null, int, bool, ni}.
The set of stores is defined as $tore = ILoc +— Wal.

2.2 Abstract Domains

The abstract domains are very similar to the concrete one but they introduce
a new kind of values: the abstract types. For each concrete instance, either we
keep complete information about its structure at the abstract level, or abstract
information about its type, that we call an abstract type.

Our framework is completely parametric on the choice of type abstractions.
We just need an abstract domain Type#, equipped with an order relation and
a least upper bound operator. This domain should be related to the set of types
Type by a concretization function « : Type” — o(Type). For instance, Type”
may be set equal to the powerset p(Type), or to the set T'ype itself (with y(¢) =
{t' < t}, i.e., the set of types specializing t); as a further example, in case of
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security analyses Type# may be defined as a partition of Type, according to
protection domains.

An abstract situation approximating the concrete situation S is depicted in
Figure (we assume that Type® = o(Type)). In this abstract situation, the
type of the current instance is approximated and all the structural information
concerning this instance is lost.

A
g2 Leh ] —+ int |

——>| nu11| L8 )
P . 5 i
A

An approximation of S The situation Sy

2
Yy —> ch

‘|‘4

Fig. 2.2. Two abstract situations

The mathematical presentation of the abstract domains is below. Like in the
concrete case, to complete this definition, we just need to add some constraints
to the product Env? x $tore” (see 22, 23]).

Definition 2 (Abstract Domain). The set of abstract values Val* is defined as
WVal® = Type + Type™ + Inst” where Inst” is the largest subset of Nelass x (Nfield+
{sc} »— LLoc™) such that if (nc,v) belongs to Inst” then v is one-to-one. The set
Env” of abstract environments is defined as the largest subset of Nvar + {this} +—
Type x Loc*, such that if e belongs to Env® and if x and y are two different elements
of the domain of e, then p2(e(x)) # p2(e(y)). The set of abstract stores is defined as
$tore” = Loc™ +— Wal”.

In the rest of the paper we discuss two generic interpretations of Definition 2]
called distinctness and sharing domain, that differ in the way they express infor-
mation about structural sharing of (concrete) data structures. In the distinctness
domain, we assume that two distinct abstract instances always stand for different
concrete instances. In the sharing domain, we dually assume that every abstract
instance stands for a single concrete one. Such an information is useful notably
to improve the accuracy of abstract assignment.

Consider the abstract situation S; of Figure Z2. This situation gives ex-
act type information, but what does it say about structure sharing? Concrete
situations potentially (i.e., with the same type information) represented by S;
(ignoring the exact integer values) are given in Figure 23]

In the distinctness domain, the situation S; expresses that z is certainly dis-
tinct from z and y (but says nothing about the sharing of « and y). Thus the set
of situations represented by S7 in restricted to {s1, s2}. On the contrary, in the
sharing domain S; expresses that  and y certainly share the same instance (but
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2l 2l i A y2. A .
[ch]*

T ] e e
ch int ch int
C 1n C 1

Situation s3 Situation sg Situation s3 Situation sy Situation ss

Fig. 2.3. Concrete situations potentially represented by S;

says nothing about the distinction in regards of z). Thus, the set of represented
situations is reduced to {s2, s5}. Briefly, we can say that, in the distinctness do-
main, the abstract sharing is an approximation, whereas, in the sharing domain
it is an exact information.

To capture the intuition, we observe that there are obvious correspondences
between concrete and abstract locations. Let us look again at Figure 23land 22}
in the case of s1, we have the relation f; = {(1,a), (2,b), (3,¢), (4,d), (5,d), (6,e)},
in the case of sq, the relation fo = {(1,a),(2,b),(3,¢), (4,d), (4,e)} and, in the
case of s5, the relation f5 = {(1,a),(2,b), (3,¢), (4,d), (5,¢e)}. The relations f;
and fy are both functions whereas fo and f5 are both one-to-one (precisely the
dual property of functionality).

The distinctness domain requires the existence of a (partial but onto) map-
ping of the concrete locations to the abstract locations, whereas the sharing
domain requires a mapping (total but perhaps not onto) of the abstract lo-
cations to the concrete ones. These mappings must respect the types and the
structure of the instances. The technical definitions of the concretization func-
tions of these two domains rely on these mappings (see [22] [23]). We just give
here the definition of the concretization function for the distinctness domain.

Definition 3 (Distinctness Domain: Concretization Function). Let be a =
(a0, a1) belonging to Env? x $tore” and d = (do,d1) belonging to Env x $tore. We

will say that a approximates d throughout f, i.e., d 4, a, if and only if a, d and f
satisfy the three following properties.
1. f:dom(dy) +— dom(a1)
2. do = {(U1,t151), ey (Un, tndn), (this, tn+1§n+1)}
ap = {(Ul, t10¢1), vy (Un, tnan), (tl’liS7 tn+1an+1)}
Vi:1§i§n+1:f(5i):ai
3. VI € dom(f),
ar(f(l)) =t € Type = di(l) € Base A (p1(di(l)) =t
ai(f()) = e € Type™ = p1(di (1)) € y(e)
d1(l) = (ne,v) € Inst
a1(f(1)) = (ne,va) € Inst* = { dom(v) = dom(va)
Veh € dom(v), va(ch) = f(v(ch))

The concretization function v, : ID* — o(ID) of the distinctness domain is defined
ina asva(a) ={d|3f, d ER a}.
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Other domains can be defined by assuming other properties for the cor-
respondences between concrete and abstract locations. For instance, requiring
that the correspondence is one-to-one and functional leads to the (trivial) do-
main associating only situations with strictly the same sharing of instances (in
our example, v(S1) = {s2}). As another extreme example, accepting any cor-
respondence (respecting the types) leads to a second (trivial) domain without
any sharing information (in our example, v(S1) = {s1, s2, s3, 84, 85 }). However,
these two domains are less attractive: the first one loses most of the structural
information when an upper bound operation is applied, while the second one is
very imprecise in the case of abstract assignment.

2.3 Orderings

Both abstract domains are endowed with a relation such that if an element a is
smaller than another element a’, all situations represented by a are also repre-
sented by a’. This means that the preorder is coherent with the concretization
function. Consequently, the definition of the preorder is very similar to the def-
inition of the concretization function. Again, the key idea is the existence of a
relation between the locations of a and the locations of a’ respecting the types
and the structure.

.

-A
Y

Situation A; Situation Az Situation Ag Situation A4

d v zd
[ch[1
Y

Y
Situation As Situation Ag Situation A7 Situation Ag

x
2
Y Y

Fig. 2.4. Some abstract situations: which are approximations of others?

We illustrate the preorders on the situations in Figure 24l In the case of
the distinctness domain, we directly see that 4; < Ay < A3z < Ay. Indeed, A
gives an exact information about types and sharing whereas A5 keeps exactly the
same type information but loses the information about the distinction between
x and y; Asz is similar to As but approximates the type of ch and A, loses all
structural information but gives a coherent type information relatively to As.
The situations A5 and Ag give the same type information but are not comparable
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at the structural level. However, they both can be approximated by Ag, losing
the distinction between the two instances but keeping the information that ch
refers to one of these two instances. We also have that A; and Ag can both be
approximated by As, and thus by A4. As an example, the mapping between A~
and As is f = {(1,1),(2,2),(3,3),(4,3)}.

Let us now explore the case of the sharing domain. We directly see that we
have the chains A, < A; < A4 and Ay < A3 < Ay. Indeed, Ay gives exact
information about types and sharing whereas A; keeps exactly the same type
information but loses the information about the sharing between z and y. The
situation Ag is similar to A, but approximates the type of ch. Finally, A4 loses
all structural information but gives a coherent type information relatively to
As, or to A;. This time, A3 is not comparable to A;: Ay gives and exact type
information but says nothing about the sharing of x and y, whereas A3 says that
x shares with y but gives an approximation for the type of z.ch. The situation Ag
gives exact type and structural information, whereas the situation As introduces
a doubt on the length of the list (length of one or two cells). We have thus that
Ag < Aj; and, for similar reasons, we get Ag < Ag. We also have that Ag < Aj
and that all the situations are approximated by A4. As an example, the mapping
between Ag and As is g = {(1,1),(2,2),(3,3), (4,3)}.

The technical definitions of the preorderd4 are similar to the respective defi-
nitions of the concretization functions. See [22], 23] for these definitions and the
coherence proofs.

2.4 Upper Bounds

We now tackle the problem of upper bound operators. A major feature of the
distinctness domain is that it has no least upper bound operatmﬁ, as we shall
show it immediately on an example. Nevertheless, practically, we are satisfied
with an upper bound operator (sufficiently precise however). An algorithm aimed
at computing such an operator can be found in [23].

All situations in Figure refer to the same environment that uses two
variables x and y, of type B. The class B contains one field ch of type C. The
class C is extended by D. Let us try to construct the least upper bound of
Cy and Cy. In the situation Cy, x and y share the same instance (i.e., at the
concrete level, they can share or not). Thus, in the upper bound, they have to
share as well. Furthermore, in the situation C1, x.ch refers to an instance of type
C' whereas, in Oy, it refers to an instance of D. Consequently, we approximate
the type of x.ch (which is equal to y.ch) and we get the situation C3 as the
upper bound. But we can reason in another way: C; and Cs provide the same
structure for y. Thus, we keep it in the upper bound. However, in Cs, x shares

2 We do not get orders only because of the arbitrary choice of locations: it can be
proven that two abstract elements a1 and ag are intuitively equivalent (i.e., the same
up to location renaming) if and only if a1 < a2 and a2 < a;.

3 With the theoretical consequence that it lacks the property of being a Galois con-
nection.
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C3: a first upper bound for C; and C2 C4: a second upper bound for C; and C2

Fig. 2.5. The least upper bound does not exist in the distinctness domain.

with y but the structure of x in C is incompatible with the structure of y. Thus
we forget about the structure of x and we get the situation Cy .

Since the situations C3 and Cj are not comparable, we have to conclude
that the least upper does not always exist in this domain. Actually, we get a set
of ‘minimal approximations’ instead of a ‘minimum approximation’. Intuitively,
this ‘undesirable’ feature stems from the fact that, in general, there are several
ways to enforce structure sharing.

zl B

ch [? 5{{C. D}]

v+ B D
ch |4 ——>chg|®
sc|6 —» C

ch2|7 ——>| bool |

int

Fig. 2.6. The least upper bound for the sharing domain

We now turn to the sharing domain. We consider the same abstract situ-
ations as for the distinctness domain (they do not represent the same sets of
concrete situations). In the situation C, x and y are referring to two different
instances (i.e., just looking at these two instances, we know nothing about the
concrete sharing). Thus, any upper bound must keep them different. The com-
plete structure given for y is the same in the two situations, so we keep it. In
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the situation Cq, z.ch refers to an instance of C whereas in Cy it refers to an
instance of D. Therefore, the type of z.ch has to be approximated and we get
the situation Cg (see Figure .6). We obtain here a unique most precise upper
bound and, actually, in this domain, the least upper bound always exists. The
algorithm computing this least upper bound can be found in [22] [23].

2.5 Convergence

Our abstract domains are both infinite. Hence, the convergence of the induced
analysis requires either that the domains satisfy the ascending chain condition
(i.e, every infinite ascending chain eventually stabilizes) or that some form of
widening can be defined [21].

The distinctness domain satisfies the ascending chain condition. The proof is
technical but it can be sketched intuitively. Let (a;)i>o be an ascending chain.
For each couple (a;, a;+1), there is an onto function from the locations of a; to the
locations of a; 1. This implies that the number of locations decreases and finally
stabilizes. The subsequent elements differ only by the (concrete or abstract)
types attached to their locations. Moreover, the sequences of types determined
by corresponding locations of those elements are all increasing. Therefore they
stabilize (if Type™ satisfies the ascending chain condition).

The sharing domain does not satisfy the ascending chain condition. A counter-
example is depicted in Figure 2.7 However, the following property holds: every
infinite ascending chain either eventually stabilizes, or each of its elements con-
tains a cycle. To prove this property, we first remark that if as contains a cycle
and a; < a9, then necessarily a; contains a cycle. Thus, if one element in a chain
is cycle-free, so are the following ones. In the cycle-free case, the proof of the
ascending chain condition is similar to the proof for the distinctness domain but
the stabilization of the number of locations is harder to prove since this number
may increase locally. In that case, however, the amount of sharing contained in
an element decreases. Technically, the amount of sharing is defined as the ‘num-
ber of potential new locations’ that an element can produce. For instance, the
situation As of Figure Z4lhas a potential of one new location (in the sense that
the location 3 can be approximated by two locations) whereas its approximation
A; has a potential of zero new locations. Notice that this number can be defined
only if there is no cycle. Finally, the cycle-free characterization of stabilizing
chains can be used to define a widening operator that ‘breaks the cycles’ when
the number of locations appears to increase continuously.

2.6 Abstract Assignments

In this section we discuss the most interesting abstract operation: assignment.
We explain its abstract semantics by means of significant examples. A more
formal presentation of this section can be found in citerapport.

Let us first focus on the distinctness domain. What is the effect of the as-
signment z.ch = null on the situations Dy, Dy and D3 (see Figure Z8)? In all
these cases, the address of x.ch is 4 and the new value to assign is null. In the
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at . wl ‘. zl
Element ay Element aso Element a, _1

Fig.2.7. An ascending chain in the sharing domain

case of Dy, the assignment happens exactly like in the concrete case and we get
the situation Dy4. Indeed, in this situation we know that z is distinct from y and
thus the statement x.ch = null cannot influence any instance of D; different of
x. This ideal situation happens when only one location refers to the modified
instance.

To the contrary, in the situation Ds, we do not know if x and y are referring
to different instances. Thus the assignment can be applied either on = or on
both = and y. So the exact type of y.ch is unknown. A correct approximation
of the effect of the assignment is, for instance, Ds. The situation is still worse
in case D3, where z may share the same instance. Dg represents an acceptable
solution. Observe that what we have done in the two last cases is to compute
an upper bound of the situation before the assignment and the situation that
is obtained by simply updating the store like in the concrete case. These are
situations where several locations refer to the modified instance.

Moreover, it is not always possible to compute the address of a ‘designator’
(i.e., a variable or field access expression) as in the previous examples. Indeed,
some parts of the structures of the instances may be cut while introducing ab-
stract types. For instance, what is the effect of z.ch = null on D7 The abstract
type gives no information about the sharing of any potential instance referred by
z. It could share with x or with y (but not with both). Therefore the assignment
may affect both instances. A correct approximation of the result in this case is
Ds.

As for the ‘designator’ address, it is not always possible to compute the
value of the assigned expression. For instance, we cannot completely evaluate
the expression z.ch in the situation D;. Actually, this means that the situation
D; gives no information at all about the type of this field. Consequently, the
best information we can get is the one given by the type declaration of the
field. Assuming that z.ch is declared of type B, the situation Dg approximates
the application of the statement x.ch = z.ch on the situation D; (Cone(B)
represents the set of types, including the null value, specializing B).

We now turn to the sharing domain. What is the effect of z.ch = null on
E4 (see Figure 29) in this case? Here, we have no information at all about the
sharing between the different instances of A. Consequently, we must explore
all possibilities of sharing relative to x and we must compute the effect of the
assignment for all of them. Actually, it is sufficient to look, on the one hand, at
the situation with the weakest sharing and, on the other hand, at the situation
with the strongest. These two situations are, after the assignment, Fo and FEj.
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Fig. 2.8. Assignments in the distinctness domain

The abstract result F4 of the assignment is then obtained by computing the least
upper bound of F5 and F4. Notice that there is not always a single situation
with the strongest possible sharing (like E3). So, in general, we have to consider
all of them.

The treatment of non evaluable addresses and values is similar to the case
of the distinctness domain. As an example, the situation Eg results from the
application of the assignment z.ch = null to the situation Fj5.

3 Application to Program Specialization

In this section, we briefly illustrate how our analysis can be used. The example is
about program optimization. More precisely, we focus on program specialization,
as getting rid of dynamic dispatching is one of the useful application of static
type analysis.

For the sake of the presentation, we adopt a source-to-source approach of
these transformations as it may help the reader’s intuition about the actual
benefits of the analysis. It is obvious that they need not to be implemented this
way in a compiler.
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Fig. 2.9. Assignments in the sharing domain

We consider generic lists with only one main operation: the reading of a list
(i.e., the method we want to analyze). We look at four Java classed] depicted
in Figure B} List (generic lists), L2List (lists of lists), StringList (lists of
strings), and Stringl2List (lists of string lists), with the inheritance relations:
null < StringLlist < List and null < Stringl2List < L2List < List.

We now attempt to specialize the generic method readList Off in the two
concrete classes (i.e., StringList and Stringl2List) to obtain more efficient
versions.

Let us start with StringlList. To perform this analysis, we can use a simple
flat type domain: just keeping, for instance, the set of possible types for the vari-
ables. The abstract interpretation of newCell(List) applied to a Stringlist
is trivial since it simply returns a new StringList instance. We now exam-
ine more cautiously the abstract interpretation of readList() applied to a
StringList. Before going into the loop we simply get the mapping this ~
{StringList},1 ~» {StringList} since the method getCell() is applied on
a Stringlist instance. After one iteration, this mapping becomes this ~
{StringList},1 ~» {StringList},p ~» {StringList} and will not be changed
by any further iteration. This type information allows us to specialize the method
in the Stringlist class in the following way.

4 We have slightly simplified the actual code to shorten the presentation.

® In this example, we use dynamic dispatch to simulate parametric polymorphism: the
purpose of the target object of the method readList () is only to provide the exact
type of the list to be read, at call time.
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// Generic Lists // Lists of Strings

public abstract class List{ public class StringList
extends List{
private List next = null;
private String info;
protected abstract List newCell();

protected abstract void getCell(); final protected List newCell() {
Stringlist sl = new StringList();
private List newCell(List tail) { return(sl);
List 1 = newCell(); }
1l.next = tail;
return (1); final protected void getCell() {
} info = SimpleID.getString();
}
public List readList() { }
List 1 = newCell(null);
while (!SimpleIO.isEndOfReading()) // Lists of Lists of Strings
{
1l.getCell(); public class StringL2List
List p = newCell(1); extends L2List{
1=p;
} final protected List newCell() {
return (1); StringL2List 1 = new StringL2List();
} 1l.info = new StringList();
T return (1);
}
// Lists of Lists }

public abstract class L2List
extends List{

protected List info;

final protected void getCell() {
info = info.readList();

}
}

Fig. 3.1. Classes for list manipulation
public List readList() \\ specialized for Stringlist
{

Stringlist 1 = (StringList) newCell(null);
while( SimpleIO.isEndOfReading() == false )
{
1.GetCell();
Stringlist p = (StringList) newCell(l);
1l=np;
}
return(l);
}

Finally, we may apply inlining, yielding the following segment of code (with-
out any dynamic dispatching) that directly applies the overriding methods
getCell and newCell(List) defined in class StringList.
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public List readList() \\ for Stringlist, after inlining
{

Stringlist 1 = new StringList();

1l.next = null;

while( SimpleIO.isEndOfReading() == false )

{
l.info = SimpleIO0.getString();
Stringlist p = new StringList();
p-next = 1;
1=p;

}

return(l);

}

The case of StringL2List is more interesting. In this case, the simple domain
used in the previous example is not sufficient, as the analysis must record also
structural information. We thus turn now to our domain (we use the distinctness
domain here).

this {StringL2List}
{StringList}

StringL2List L2List List
——b{ null ‘

info |

1 —» sc
sc |

next

Fig. 3.2. Situation after the statement List 1 = newCell(null)

The type of the current instance is Stringl.2List. Consequently, when exe-
cuting the call newCell () in the statement List 1 = newCell(null), we surely
execute the method of the class Stringl2List yielding to the (abstract) situ-
atiorﬁ depicted in Figure B.2 Let us examine the first iteration. We know the
exact type of 1 and we apply the method getCell() of the class StringL2List
(inherited from L2List). The statement 1.getCell() does not modify the sit-
uation of Figure B.2 (since we approximated the structure of the field info).
If we now compute the effect of the sequence List p = newCell(1l); 1 = p;,
we obtain Figure 33 The computation of the body of the while statement is
iterated and an upper bound operator is applied at each step, until a fixpoint
is reached. This fixpoint is depicted in Figure B4l (in this case, it is simply an
upper bound of the situations in Figures and [3.3).

Just as for the StringList case, we can first specialize the method and then
apply inlining for the calls to the methods newCell(List) and getCell().

5 Actually, we get a more precise information for the field info since we know its
exact structure but we do not represent this structure here in order to simplify the
pictures.
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Fig. 3.3. Situation after one iteration
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StringL2List L2List List
—4>{ {null, StringL2List}

info |
sc_ |

next

1 —»> sc|

Fig. 3.4. Situation after the while statement

public List readList() // inlining of getCell and newCell

{
Stringl2List 1 = new StringL2List();
l.info = new StringList();

1l.next = null;
while( SimpleIO.isEndOfReading() == false )
{

1l.info = l.info.readList();
Stringl2List p = new StringL2List();
p.info = new StringList();

p-next = 1;
1l=p;

}

return(l);

}

Moreover, we know here the exact type of the field 1.info. Consequently,
the specialized version of the method readList () for StringList will surely be
executed in the statement 1.info = 1.info.readList () ;.Inlining the body of
this method leads to the final version of the code with no dynamic dispatching
anymore.
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public List readList() // inlining of getCell and newCell
{
StringL2List 1 = new StringLl2List();
l.info = new StringList();
1l.next = null;
while( SimpleIO.isEndOfReading() == false )
{
l.info = new StringList();
1.info.next = null;
while (SimpleIO0.isEndOfReading() == false)
{
l.info.info = SimpleI0.getString();
Stringlist p_1 = new StringList();
p_l.next = 1l.info;
l.info = p_1;
}
Stringl2List p = new StringL2List();
p.info = new StringList();
p.next = 1;
1=p;
}
return(l);

}

4 Related Work

A difference between our work and other approaches is that our domains have not
been designed by focusing on a single objective such as type analysis, or shape
analysis, or sharing analysis (to name a few). Our approach is to define abstract
domains that provide natural (i.e., understandable) and generic abstractions of
the standard one. In this section, we explain how the domains can be useful for
specific applications and we compare our work with related one in those areas.

4.1 Static Analysis of Object-Oriented Programs

Static analysis of object-oriented programs has attracted many researchers in
recent years because mainly of the large potential for optimization related to
dynamic dispatch (see e.g., [T, B, B]). The main difference between our approach
and most existing work is that we propose a generic framework (for Java program
analysis) explicitly based on abstract interpretation. We believe that this will
allow us 1) to implement a generic and provably correct Java analyzer and 2) to
easily integrate and combine various kinds of analyses in a modular and correct
way. For instance, our approach is able to collect type information not only at the
variable level (as in [5]) but also internally to data structures. The parametric
domain Type# can be instantiated in many ways to incorporate and improve
upon other work. As an example, we can use the Type heights of [3] to perform
escape analysis. (Note however that the approach of [3] is more relational than
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ours. It is not clear yet how our abstract domains can be adapted for relational
analysis.) As a third example, our approach can be used to perform a sharing
analysis fulfilling the objectives of [2].

A main intuition behind our proposal is the idea of explicitly relating abstract
and concrete locations by a functional mapping, which makes the interpretation
of the abstract domain directly understandable. A similar technique has been
recently used in [29] but the mapping between abstract and concrete objects is
used to define the semantics of abstract descriptions which are first-order logic
formulas, not graph-descriptions. The two approaches can be combined by using
abstract locations instead of variable names as arguments in the basic predicates
of [29].

4.2 Abstract Interpretation of Logic Programs

The work presented in this paper is greatly inspired by previous work on abstract
interpretation of logic programs. Specifically, we apply to (a subset of) Java
the same approach as in [4, [19] where a generic framework for the abstract
interpretation of Prolog is proposed. Such a framework consists of an abstract
semantics and of a general algorithm to compute it. The abstract semantics is
proven to approximate safely the standard semantics, once and for all, and the
general algorithm is proven to compute the abstract semantics as well. Thus, to
get a particular correct analysis it is sufficient to provide an adequate abstract
domain and to prove a few safety conditions for this domain. This approach has
proven remarkably effective for the analysis of Prolog (see, e.g., [7,[8, T5] 19, 2]]).
The same approach is now applied for Java. Because of our past experiments
with logic programs, we are confident that our approach can scale to ‘real’ Java
programs. This belief must be validated by future work, however.

The abstract domains presented in this paper are similar to the domains
presented in [19] 20] but less complex than the domains of [8] 28]; we are therefore
confident that the analyses can be made practical. A major difference however
is that, in Java, we have to deal with assignments. In the Prolog case, we use
the domain Pattern [I9] [20] which is similar to the sharing domain of this
paper: this domain alone is enough to get precise mode analyses for Prolog [19]
because instantiated structures cannot be changed; we only have to add a simple
component to express distinctness of free variables. This simple component is
meaningless in Java where any structure can be updated; this explains the need
for the —dual- distinctness domain.

4.3 Pointer and Sharing Analysis

Many authors have worked on abstracting data structures that are dynami-
cally created and modified by programs (see, e.g., [6, 13, 14} 24} 25, 27]). Such
abstractions are useful e.g., for compile-time garbage collection, for program un-
derstanding, and for statically detecting errors such as null dereferencing. Both
abstract domains proposed in this paper provide a form of shape analysis of the
store (often called the heap) but are less expressive from this point of view than
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the proposals of e.g., [6] [25, [[4]. Nevertheless, our proposal has other strong
points:

1. Our domains allow us to combine structural and type analyses, making it
possible to infer more precise type information than most existing proposals
(e.g., [1, B]).

2. The information provided by our domains is easier to understand than in e.g.,
[6] 14125, 27] because the abstract store is homomorphic to the concrete one;
therefore the domains are convenient for abstract debugging, for instance.

3. Our domains are less expensive to implement because some of the informa-
tion that is represented by shape graphs in e.g., [6] [14, [25] is replaced by
an abstract type information. This is similar to the difference between the
abstract domains Pattern [19] and Types[1§] in logic programming,.

4. Our domains are generic, making it possible to combine them with other ap-
proaches in the spirit of [7]. For instance, we could combine the approaches
of [6] T4, 25] with ours by using shape graphs as the ‘abstract type infor-
mation’ when it becomes impossible to keep a (precise) homomorphic image
of the concrete store. This approach has already been experienced for logic
programming in [§], where the domains Pattern and Types are efficiently
combined.

4.4 Static Detection of Errors

Many authors (and systems) use pointer analyses to statically detect errors in
programs (see, e.g., [14], [16] [I7]). Some of those proposals use a more powerful
shape analysis than ours but our combination of shape and type analysis could
allow us to get interesting results as well. (This must be validated experimen-
tally.) Moreover, our type analysis is useful to validate casting conversions, which
are unavoidable and error-prone in Java.

4.5 Program Specialization

The general idea of program specialization is to use static information about
the program —and possibly about its intended use— to derive another equivalent
and hopefully more efficient program [26]. In object-oriented programming this
is generally done at the level of object code where dynamic calls to methods
can be replaced by static calls and method in-lining [5]. Unfortunately, program
specialization may lead to explosion of the program size. We think that our ap-
proach will allow us to derive precise type information for program specialization
but we currently have no definite idea of how to use it optimally. (Asking the
user to annotate the program to help the program specializer may be a solution,
in some situations.)
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5 Future Work

Our long-term goal is to implement a generic platform for the analysis, the
verification, and the optimization of Java programs. We are currently only at
the beginning of this undertaking.

At this stage, we have completed the definition of two equivalent concrete
operational semantics for a simple yet significant subset of Java and the definition
of the two abstract domains presented in this paper. We currently complete the
definition of the abstract semantics. We have also started to implement our
subset of Java as well as a graphical interface to depict concrete and abstract
stores.

Our next step will be to implement a generic analyzer similar to GATA [
8l 5] 19, 28] based on the abstract semantics and the domains. Then we will
experiment with the system to evaluate the practical value of the domain and
to tune the algorithms.

In the long term, we plan to address the following issues.

1. Variants of the abstract domains will be defined and evaluated. For instance,
we can improve the expressiveness of the domains by adding various at-
tributes to abstract locations as in e.g., [14]. More powerful (and expensive)
domains can be obtained by introducing some form of ‘disjunctive comple-
tion’ in the domains as in [18], where so-called OR-nodes are used.

2. To get more powerful results, it is convenient to combine the two abstract
domains of this paper into a single one by means of reduced product [I0] or
open product [7] operations. This will be investigated.

3. We will compare the usefulness of purely automatic analyses with respect
to analyses of programs annotated by the programmer, in particular for
program specialization.
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Abstract. Precise type information is invaluable for analysis and op-
timization of object-oriented programs. Some forms of polymorphism
found in object-oriented languages pose significant difficulty for type in-
ference, in particular data polymorphism. Agesen’s Cartesian Product Al-
gorithm (CPA) can analyze programs with parametric polymorphism in a
reasonably precise and efficient manner, but CPA loses precision for pro-
grams with data polymorphism. This paper presents a precise constraint-
based type inference system for Java. It uses Data-Polymorphic CPA
(DCPA), a novel constraint-based type inference algorithm which ex-
tends CPA with the ability to accurately and efficiently analyze data
polymorphic programs. The system is implemented for the full Java lan-
guage, and is used to statically verify the correctness of Java downcasts.
Benchmark results are given which show that DCPA is significantly more
accurate than CPA and the efficiency of DCPA is close to CPA.

1 Introduction

A concrete type inference (also known as a concrete class analysis) is an analysis
which infers a set of classes for each expression, representing a conservative ap-
proximation of the classes of objects the expression may evaluate to at run-time.
Such an analysis is vital for many applications, including call-graph construc-
tion [GDDCI7, [TP0Q], static resolution of virtual method calls [SHRT00], static
verification of type casts, application extraction from libraries [Age96] [TLSS99],
and various whole program optimizations.

The constraint-based type inference [AW93] [EST95] is an effective method
whereby a concrete class analysis can be implemented. In constraint-based type
inference, subtyping constraints are used to capture the flow information of a
program. Type constraints are a more algebraic representation of the flow in-
formation, and algebraic manipulations allow for optimizations which lead to
more efficient and effective analyses [AFFS98, [Pof98, [FE97, [EST95]. This paper
focuses on the construction of a precise constraint-based type inference system
for Java.
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Polymorphism is widespread in object-oriented programs, and so an accurate
analysis must be appropriately polymorphic. For example, a method may apply
to arguments of different types, and objects of the same class may have fields
assigned with values of different types. A monomorphic type inference algorithm
such as OCFA [Shi91] analyzes each method at the same type across different
call sites, and lets all objects created from the same class share the same type,
resulting in a significant precision loss on polymorphic programs. A polymorphic
analysis is thus needed. But, polymorphic inference is a difficult issue due to
subtle trade-offs between expressiveness and efficiency. An expressive algorithm
could re-analyze the method for every different method invocation, but this
would be very inefficient. The cartesian product algorithm (CPA) [Age95| [Age96|
addresses this problem, analyzing programs with parametric polymorphism in a
manner that makes a reasonable trade-off between expressiveness and efficiency.
The basic idea of CPA is to partition the calling context of a method based on
the types of the actual arguments passed to the method. If the method is passed
arguments of different types at two different invocations, those two different call
sites are given different copies of the method type (i.e., different contours). And,
if the method is invoked on arguments of the same types at two different call
sites, those two invocations can efficiently share a contour of the method.

In some cases, an object field can be assigned values of different types, and
different objects created from the same class can behave differently. This form of
polymorphism is called data polymorphism. Data polymorphism occurs quite fre-
quently in object-oriented programs, in particular when generic container classes
are used. For example, there might be two instances of java.util.Vector cre-
ated, and the two vectors could contain objects of different types. Since CPA
uses a single object type for all objects created from the same class, it loses
precision in this case. Here we present a novel type inference algorithm, Data-
Polymorphic CPA (DCPA), which extends CPA with the ability to precisely
analyze data-polymorphic programs.

We have constructed a prototype implementation of a constraint-based type
inference system for the Java language. Several analyses are implemented, in-
cluding OCFA, CPA, and DCPA. The system is used as a tool to statically
check whether Java type-casts in a program will always succeed at run-time.
Cast-checking is a good test of the accuracy of an analysis, since each cast by
definition is beyond the Java type system and so represents a more challenging
type inference question. DCPA shows good results on benchmark tests: nearly
all casts which could be verified statically by a flow-insensitive analysis have
been verified by our DCPA implementation. DCPA is shown to be substantially
more precise than CPA on Java programs, and to have an efficiency comparable
to CPA.

The paper makes several other contributions. We define a generic framework
for object-oriented constraint-based type inference that can model parametric
polymorphism as well as data polymorphism. This is an object-oriented version
of a framework we defined for a functional language with state in [SW00]. We
implement O0CFA, CPA and DCPA for the full Java language and get good per-
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formance. We also make a series of implementation optimizations to gain a more
efficient analysis, including a novel version of the cycle elimination [AFES9g].

2 A Framework for Object-Oriented Constraint Inference

In this section we present a framework for polyvariant constraint-based type
inference for objects. It recasts the functional polyvariant framework of [SW((]
to handle object-oriented language features. We show how 0CFA and CPA can be
expressed as instantiations of the framework. Other frameworks for polyvariant
analysis have been proposed, including [PP98, [TW95].

2.1 The Types

Our type system is based on Aiken-Wimmers-style set constraints [AW93]. The
types are close to those described in [EST95], which gives set constraints for
an object-oriented language. The aforecited paper presents constraints for a toy
object-oriented language, I-LOOP, which differs in some respects from Java. Here
we give a type system designed to specify our implementation of a constraint-
based type inference system for Java.

Definition 2.1 (Types): The type grammar is as follows.

T € Type s=t|m | (VET\CO)|[l:7]]
(t1 X ... X tn) — 7 | cast(d,t) |
read 7 | write T

€ Field AndMethodldentifier

€ JavaTypeldentifier

71 <: 72 € Constraint

c € ConstraintSet = P, (Constraint)

t € TypeVar D ImpTypeVar

U € ImpTypeVar

TV € ValueType z=int | bool | ... | obj(4,[l; : 7:])
1 € TypeVarSet = Pgu(TypeVar)

l

1)

In this definition, ValueType are the types for data values, which includes
all Java primitive types (int and bool are shown as examples) and object types.
The type for an object value is of the form obj(é, [I; : 7;]), where § is the identifier
of its corresponding class, and the notation [[; : 7; | enumerates the type for every
instance field and instance method of the object. Every field or instance method
has a field/method identifier. Every instance field of an object is mutable and so
is given an imperative type variable u as its type; we distinguish imperative type
variables for the presentation of data polymorphism. Every method is given a
polymorphic type scheme (V t. 7 \ C), where ¢ is the set of bound type variables,
C' is the set of constraints bound in this type scheme, and 7 is an arrow type.
Type schemes are also used for analyzing classes and object creation, as will be
explained later. An arrow type (1 X...xt,) — 7 represents a method invocation
with ¢; as arguments and 7 as the result.
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Read and write operations on instance fields are analyzed with types read 7
and write 7. Type [l : 7] is used for analyzing access of an instance field or
invocation of an instance method, where [ is the identifier of the field/method,
and 7 is the type specifying the usage of the field/method. A Java downcast
expression is represented with type cast(d,t), where ¢ is the result type of the
downcast operation and ¢ is the identifier of the Java type which the expression
is cast to. Casts must be an explicit part of the types because they represent
a narrowing of a type. The null value is assigned with a special object type
obj(do,[]), which is abbreviated as null.

2.2 Constraint Generation

The first phase of constraint-based type inference is to generate a set of initial
constraints corresponding to the program being analyzed. This set of constraints
captures the immediate flow information corresponding to statements and ex-
pressions in the program. A closure computation process must follow this to
propagate the initial flow information through the program. Every constraint
is of the form 7 <: 79, meaning that 7 is a subtype of 75. This constraint
intuitively represents the existence of a “flow” from expressions of type 7 to
expressions of type 7y.

We now show how constraints are generated for the key object-oriented fea-
tures of Java. Analysis of more advanced Java features such as exceptions and
inner classes will be discussed later. To ease presentation, the type of every ex-
pression will always be a type variable, and the type variable for expression e
will be written as [e].

For constant expression e of Java primitive type 7v, constraint v <: [e] is
generated. Every static field, local variable or method parameter is assigned a
unique type variable. For an assignment expression el = e2, if el is a static field
or a local variable/parameter, [e2] <: [el] is generated; if el is the access of
instance field [, [e1] <: [ : write [e2] ] is generated, meaning that el is expected
to be an object that has field [, and this field is written with a value of type
[e2]. Similarly, for a read access of an instance field e. £, [e] <: [I : read [e.f]]
is generated, where the field named f is identified with abstract field label [.

Every method is given a type of the form (V #. (t; X ... x t,) — 7\ C),
where tq,...t, are type variables for the formal arguments, 7 is the return
type, C collects constraints generated for the method body, and % collects type
variables locally generated for this method. When the method is an instance
method, the last argument ¢, is the type of the receiver (“this”). This simple
self-passing approach avoids altering the type scheme of an instance method
when it is inherited by sub-classes. For method invocation e.m(el, ..., eN),
if a static method is invoked, constraint (V ¢. 7 \ C) <: ([e1l] x ... x [eN]) —
[em(el,...,eN)] is generated, with (V Z. 7 \ C) as the method’s type scheme;
if an instance method named m, with m having abstract identifier [, is invoked,
[e] <:[l: ([e1] x ... x [eN] x [e]) — [em(el,...,eN)]] is generated, meaning
that e is an object whose instance method [ is invoked with el, ..., eN as
arguments, and the return value “flows-to” program point e.m(el, ..., eN).
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Every class is given two type schemes. First there is a creation-type-scheme
of the form (V . ¢ — obj(d,[l; : 7;]) \ {}), which is a type scheme for a
function returning an object upon application. In the above object type, every
instance field is associated with a fresh imperative type variable u, which is
bound in the type scheme. Secondly, there is an initialization-type-scheme of the
form (V ¢. t — null \ C), which is a function type scheme taking the object
created as argument. The constraint set C' collects constraints generated for all
the instance initialization code of the class, including a constraint for applying
the parent class’s initialization-type-scheme. Thus, expression new C() is given
initial constraints 1 <: ¢ — [new C()], null <: ¢, and 7o <: [new C()] — null,
where 71 and 7o are the creation-type-scheme and initialization-type-scheme of
class C, respectively.

A downcast expression (T)e is given constraint [e] <: cast(d, [(T)e]), with
6 being the identifier associated with the class or interface named T. Similar
constraints are used to analyze array element assignments, which also incur run-
time typecast checks.

2.3 Computation of the Closure

After generating the initial set of constraints corresponding to the static pro-
gram text, the inference algorithm computes the complete flow information by
applying the set of closure rules of Figure[Il to the constraint set. Each rule spec-
ifies a condition under which more constraints are generated; the existence of
constraints above the line dictates the generation of constraints below the line.
The closure computation starts with the initial constraint set, and the closure
rules are applied until no more constraints can be generated. This process is an
analysis-time analogy of program execution, and the rules conservatively ensure
that all potential program execution paths are covered.

(Trans) =
(Read) obj(d,[l:u,...]) <:[l:read 7]
u<:T
(Write) obj(4,[l:w,...]) <:[l: write 7]
T<iu
obj(d,[l; : 1:]) <: cast(d’,7), & Java-subtype-of §’
(Cast) obj(d,[li:m]) <: 7
obj(8,[1: (VE.7\C),...]) <:[l:(th x...xtp) = 7]
(Message) 7 =N 0y < x ... x oy X £) = 7, obj(3, ([ (VT 7\ O), <7
(V-Elim) (VE (i X ... Xty) =7 \CO) < (L x...x 1) =7, v <: 1]

v <: O(t;), O(r) <: 7, O(C)

Fig. 1. Constraint Closure Rules
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The transitivity rule (Trans) models run-time dataflow by propagating value
types forward along flow paths. The (Read) rule applies when an object of type
obj(d, [ : u,...]) reaches a read operation on field I, and the result of the read
is of type 7. The (Write) rule applies when a write operation on instance field [
is applied to an object whose field [ is of type u.

The (Cast) rule enforces the Java run-time typecast mechanism. Recall that
type cast(d’, 7) is for a downcast operation casting an expression to Java type §’,
and 7 is type for the result of the cast operation. The rule applies when an object
of type obj(é,[l; : 7;]) is subject to the cast operation. If ¢ is a Java-subtype
¢’, the cast succeeds and the object becomes the result of the cast expression.
Otherwise, the cast fails and the downcast is recorded as unsafe by the inference
algorithm.

The (Message) rule applies when an object reaches the receiver position of an
instance method invocation. Since the last formal argument of the method’s type
scheme is for the receiver of the method invocation, a new arrow type is created
by putting the type of the actual receiver object as the last argument, and a
constraint is generated which invokes the method with the actual arguments
specified by the new arrow type.

The most important closure rule is (V-Elim), which models method invocation
or object creation. Constraints Tv; <: ¢} indicate that values of type mv; flow in
as the actual arguments. At run-time each method invocation allocates fresh
locations on the stack for all variables. To model this behavior in the analysis,
a renaming © € TypeVar = TypeVar is applied to type variables in 7. The
partial function O is extended to types, constraints, and constraint sets in the
usual manner. We call a renaming © a contour, and we call ©(7) an instantiation
of 7. The V is eliminated from (V . ¢ — 7 \ C) by applying O to C.

The (V-Elim) rule is parameterized by ©, which decides for this particular
function, call site, and actual argument types, which contour is to be used (i.e.,
if a new contour is to be created or an existing contour reused). Providing a
concrete © instantiates the framework to give a concrete algorithm. For exam-
ple, the monomorphic algorithm 0CFA is defined by letting @ be the identity
renaming.

Besides detecting potentially unsafe downcast expressions, the closure com-
putation outputs the closure, the set of constraints closed under the closure rules,
as the analysis result. The closure contains complete flow information about the
program, and various program properties can be deduced from it. For example,
a concrete class analysis can be defined as follows.

Definition 2.2 (Concrete Class Analysis): For an expression e in the pro-
gram, the set of concrete classes for e, CC(e), is the maximal set of classes,

such that if the closure contains constraint obj(d,[l; : 7;]) <: ¢, and t is an
instantiation of [e], then 6 € CC/(e).

To obtain a CPA instantiation of the framework, © in the (V-Elim) rule is
defined as follows:

For each a € 1,0(ar) = ™% *Tn,
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The contours @ are generated based on the actual argument types 7v;, thus two
applications of the function share the same contour if and only if the actual
argument types are the same.

3 Data Polymorphic Analysis

In this section, data polymorphism and our DCPA closure algorithm are defined.

3.1 Motivation

Data polymorphism is defined in [Age96] as the ability of an imperative program
variable to hold values of different types at run-time. For example, a field declared
to be of type Object in Java can store objects of any class. Hence objects created
from the same class can behave differently with their fields assigned with values of
different types. Recall that object creation new C() is analyzed with constraints
(Vi.7\C)<:t— [newC()] and null <: ¢, where (V . 7\ C) is the creation-
type-scheme of class C. For 0CFA and CPA, the (V-Elim) rule generates only one
contour for the creation-type-scheme of every class, and a single object type is
assigned to all objects created from a given class. This may lead to a precision
loss in the analysis result.

Consider the program of Figure 2] Two instances of Hashtable are created

import java.util.Hashtable;
class A {
public static void main(String args[]) {

Hashtable htl=new Hashtable();
Hashtable ht2=new Hashtable();
htl.put("zero", new Integer(0));
ht2.put("true", new Boolean(true));
Integer i=(Integer)htl.get("zero");

Fig. 2. Java program with data polymorphism

and used differently, yet CPA allows them to share the same object type, and
the analysis would imprecisely conclude that the result of htl.get("zero")
includes Boolean objects. If on the other hand two separate object types were
used for the two Hashtable instances, this downcast would be statically verified
as sound.

In order to more accurately analyze such programs, we have developed a
Data-Polymorphic CPA (DCPA) algorithm, which extends CPA to effectively
analyze data polymorphic programs. The basic idea is to divide CPA contours
into two categories: those unrelated to data polymorphism and can be shared
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without losing precision (the CPA-safe or reusable contours), and those which
may contain data polymorphism and thus sharing such contours might cause a
loss of precision (the CPA-unsafe contours). The DCPA algorithm is the same
as CPA except that: after every contour is generated, it judges the contour to
be CPA-safe or CPA-unsafe; when there is a need to reuse an existing contour,
yet the contour is already judged to be CPA-unsafe, DCPA would generate a
fresh contour instead of reusing the existing one. DCPA aims to be precise by
detecting as CPA-unsafe those contours which exhibit data polymorphism, and
aims to be efficient by declaring as many contours CPA-safe as possible.

We now discuss the idea in detail. We first consider the analysis of object
creations. Recall that an object creation expression new C() is analyzed with
a pair of constraints (V t. 7 \ C) <: t¢ — [new C()] and null <: ¢, where
(Vt. 7\ C) is the creation-type-scheme of class C. We will refer such a pair of
constraints as the creation points of class C. If a class contains any polymorphic
field (a polymorphic field is a field which can store values of different types),
DCPA algorithm always judges contours of the creation-type-scheme of such a
class as CPA-unsafe. Thus, for any creation point of a class with polymorphic
fields, a fresh object type is generated for the class. On the other hand, if a class
(e.g. class java.lang. Integer) contains no polymorphic fields, DCPA algorithm
would judge the contour of the class’s creation type scheme as CPA-safe, thus
all objects of the class share a single object type.

We now consider contours generated for method invocations. If CPA loses
precision because of data polymorphism, there must be multiple objects from
the same class such that those objects are used differently at run-time yet CPA
let them share the same object type. The goal of DCPA is to generate more
object types so that such imprecision can be avoided. Thus, if a method invo-
cation doesn’t cause the creation of any objects, the contour for such a method
invocation is CPA-safe. For example, consider the program in Figure 3 DCPA
would let the two invocations of the method id share a single CPA-safe contour.

Furthermore, if a method invocation creates objects, but the objects created
do not escape the method scope via the return value, then the contour for such a
method invocation is also CPA-safe. Consider the program in Figure[3l Since the
two invocations of method g have the same argument type, CPA would let them
share a single contour. The two invocations create two Vector instances, but
the two instances escape the scope of g only through static field a, not through
the return values. If two distinct contours were used for the two invocations of
method g, there would be two creation points of class Vector, and there would
be two distinct object types generated for Vector. But the two object types
would both be lower bounds of the type variable for field a, forcing them to be
equivalent in any case. Thus, for the two invocations of method g, generating two
contours are not beneficial, and DCPA would let them share a single CPA-safe
contour without any loss of precision.

Even if an object created by a method invocation escapes the method scope
through the return value, if the fields of the object are already assigned with
values of fixed types, such an invocation is also considered CPA-safe. For exam-
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ple, consider method h in Figure Bl A Vector object is created and returned by
the method. But before it is returned, a Boolean object is already put in the
vector. Thus the two vectors created by the two invocations of h would both have
contents of Boolean type. CPA would let the two invocations of method h share
a single contour. If two distinct contours were used for the two invocations of
method h, there would be two creation points of class Vector, and there would
be two distinct object types generated for Vector. But the two object types
would both have Boolean as content type. Since all fields of Boolean objects
are also assigned values of fixed types, we consider that the type for the two
vectors as already known and consider generating two distinct contours as not
beneficial. Therefore, DCPA would let the two invocations of method h share a
single CPA-safe contour.

import java.util.x;
class A {
static Object a;
static Object id(Object x) { return x;}
static Object g(Object x) { a=new Vector(); return x;}
static Object h() {
Vector v=new Vector();
v.addElement (new Boolean(true));
return v;

}
public static void main(String args[]) {

Object obj=new Hashtable();
id(obj); id(obj); globj); globj);
h(O; hO;
}
}

Fig. 3. Example Program with CPA-Safe Contours

For some programs, even with the above strategy which aims to identify as
many CPA-safe contours as possible, there are still too many contours declared as
CPA-unsafe. To make the algorithm feasible, an additional unification heuristic
is incorporated into DCPA. The idea is that, whenever two object types of the
same class “flow together” (i.e., become lower bounds of a single type variable),
the algorithm assumes that the data structures represented by the two object
types would be used in the same way and it unifies the two object types. Although
this unification mechanism could in theory cause precision loss, in practice we
have found that such cases are rare.



108 Tiejun Wang and Scott F. Smith

3.2 The DCPA Algorithm

We now give a definition of the DCPA closure algorithm. The DCPA algorithm
computes a constraint closure from the same initial constraints as defined in the
previous section, using stack-based algorithm. Whenever a contour is generated
for a method invocation, the algorithm checks the return type of the contour to
judge if the contour is reusable. To do that, it needs to know the “local” set of
constraints corresponding to the local computation of the method invocation.
Since contours are nested, in general it must keep a stack of constraints which
mirrors the call stack, and the closure computation itself is specified by a state-
transition machine where the state is a stack of constraints.
First, we define the representation of contours.

Definition 3.1 (Contour): A contour p is a triple of form (¢, 7v;, ©), recording
information about a V-elimination, where c is the constraint of form (V . (t; x
cooXty) =T\ C) < (#) x...xt) — 7', T is a vector of the actual argument
types, and © is the renaming on ? used by the V-Elimination.

We define the closure computation as a state transition process, where a state
is defined as follows:

Definition 3.2 (Closure State): A closure state is a pair (S, £2). S is a stack
with frames of form (p, C'), where p is a contour and C' is a set of constraints. {2
is the contour cache, which is a set of pairs of form (p,b), where p is a contour
and b is a boolean value.

A contour is an analysis-time analogy of a run-time activation record, and
the state is a stack that corresponds to the run-time stack of activation records.
A stack frame (p, C') represents a contour with C' as the set of local constraints
for the contour. Every time a new contour is created, it is pushed onto the
stack. When the closure computation is finished for constraints generated by
this contour, the contour is popped off the stack. The top frame of the stack
corresponds to the current contour. The contour cache (2 stores all contours
thus far created. Each contour is associated with a boolean value, which is true
iff the contour is reusable. We will write S A [(p, C)] to indicate a stack with
(p, C) as the top frame, and [(pn,Ch), ..., (p1,C1)] as the stack with n frames
enumerated from bottom to top. For constraint ¢ and state (5, 2), we write
ce SifceC; and (p;, C;) is a frame in S.

Rules for closure state transition are shown in Figure Every rule specifies
a transition from the closure state above line to the state below the line. The
notation (.S, 2) with C specifies a closure state where every constraint in C
occurs somewhere in S, and there exists at least one constraint in C' which
occurs in the top frame of S.

The (S-Trans) transitivity rule applies only when at least one constraint
amongst 7v <: t and t <: 7 is in set Cy (the constraint set in the top frame
of the state stack), and the constraint 7v <: 7 generated by the transitivity is
added to (. This serves to maintain the invariant that any constraints generated
from the constraint set in the stack top will also become part of the constraint
set in the stack top. The rules (S-Read), (S-Write), (S-Cast), (S-Message) can
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(S Al(p1,C1)], 2) with {7v <:t,t <: 7}

(S A (p1,{0bj(s,[l; : 75]) <: T}UC1)], £2)

(S A l(p1,C1)], ) with {obj(5,[1: (VT. 7\ C) LD <[ (xEEN ) - 1)
(S-Message) (S A [(p1,{(VE. T\ C) < ((xﬁill tyxt) -7’

obj(8,[l: (VI. T\ C),...]) <:t'}UC1)], 2)

(S A l(p1,Cr)], 2) with {(VT. (x ; L) =7\ C) < (XM t)) — 7/ oy <t}
(S-V-Reuse) (((V# (x=1#) -7\ C) <: (X:71 #) — 1", 70;,0), true) € 2
(SAl(pr, Crud{o(r) <: 7'}, 2)

(SA(p1,C1)], 2) with {(VE. (xZZh ;) — 7\ C) <: (X7 ) — 7/, 1 <2 t)},
(VT (xiTh ) -7\ C) < xi=t t;’ — T",Wi, 0'"),true) € 2,

(VE (xT1 ) -7\ C) < x'7H it — 7/, 75;,0'),b) ¢ 2

5 A or, 61, (py (o7 <2 6060 T IOV, )

where p = (V. (x{71 t;) —» 7\ C) <: (xi~ 1t)—>7’ 75, O),

and O is a fresh renaming on type variables in ¢

(S A [(p2;C2), (p1,C1)], 2)

[
(S-Trans) (SA{(p1,{mv <:TFUCD], )
(5 A [(p1, C1)], 2) with {obj(5,[1:u,...]) <: [L: read 7]}
(S—Read) (S/\[(Ply{u <;7‘}Ucl)]7~(2)
. (5 Al(p1,C1)], 2) with {obj(8, [l :u,...]) <: [l : write 7]}
(S-Write) S Al {Tr < uruCn, R)
(5-Cast) (S Al(p1,C1)], 2) with {obj(s,[l; : 7:]) <: cast(d’,7)}, 8 Java-subtype-of §’
(
[

(S-V-Begin)

EVERD A (b2, C2 U Cr U {O() < DL 2 U {or DY)
where for p1 = (VT. (xiZ1 ;) — 7\ C) < (xEZ1 t)) — 7/, 707, @),
b is true iff p; is reusable in (S A [(p2, C2), (p1, Cl)] )

(S-Unify) (S, 2) with {obj(s,[l; : 7:]) <:t,obj(é, [} I7EEA T/]) <:t}

O((S,92)), where ® =U(obj(d,[l; : 7; ]),ob_](é [Li:7]]))

Fig. 4. DCPA Constraint Closure Rules

be understood similarly. In (S-Message) and subsequent rules, notation x:=1 ¢;
abbreviates t1 X ... X t,.

The (V-Elim) rule of the framework corresponds to three DCPA closure rules.
(S-V-Reuse) is used in the case that the V-elimination reuses an existing contour.
A contour p is reusable for this application if (p, true) € {2 and p has the same
argument types as this application. According to the (V-Elim) closure rule, this
V-elimination would generate such a set of constraints: {rv; <: O(t;),0(7) <:
7'} U ©(C). Since this is a reuse of an existing contour, all those constraints
except for the constraint ©(7) <: 7/ have already been generated and those
constraints are already in the constraint sets of the stack. Thus, only constraint
O(1) <: 7’ is added to the constraint set in the top frame of the stack.

The rule (S-V-Begin) creates a new contour. The condition (V 7. (t; X ... X
tn) = 7\ C) <:t! x...xt! — 7" 70;,0"), true) /&2 means that there is no
reusable (CPA-safe) contour for the same function applied to the same argument
type Tv; in the contour cache. The condition (((V . (t; X ... X t,) = 7\ C) <
th x...oxt — 7,70,0"),b) /ef2 means that it is not the case that there is
already a contour generated for this application. When the two conditions are
satisfied, a fresh contour is generated for the application. The local constraint set
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of the new contour is initialized to include constraints 7v; <: ©(t;) and the fresh
copy of all bound constraints, @(C). The constraint O(r) <: 7/ corresponding
to the flow from the return value of the function to the application result is not
considered a local constraint of the contour. Finally, the new contour along with
its local constraint set is pushed on to the stack.

The rule (S-V-End) ends the creation of a contour. It pops the current contour
off the stack, merges the local constraints of this contour with those in the new
top frame of the stack, generates constraint @(r) <: 7/ corresponding to the
flow from the return value to the application result, and checks if the contour is
reusable and records it in the contour cache. The definition of reusable is now
defined, via the notions of local type and complete type.

Definition 3.3 (Local Types): Object type obj(d,[l; : 7;]) is local to state
([(pn, Cn)y .-+ (p1,C1)], £2) if 0bj(6,[I; : 7;]) does not appear as a subterm of
some constraint in C; for any i # 1.

Type obj(d,[l; : 7;]) is declared local if and only if it is created locally by
the current contour.

Definition 3.4 (Complete Types): Type 7 is complete in state (S, 2) iff any
of the following cases holds:

1. 7 is a primitive Java type, e.g. int or bool,

.T=t T <:te€ S, v <:tes, and Tv F# Tvg;

7=t 7 <:te S, and 7’ is complete in (5, £2);

. 7 =o0bj(6,[l; : 7;]), and for any 7; which is imperative type variable u;, u;
is complete in (S, £2);

5. 7 =0bj(6,[l; : 7:]), and obj(é, [I; : 7;]) is not local to (S, £2).

=~ W N

In the first case above, int and bool and all other Java primitive types are
judged complete. In cases 2. and 3., a type variable is considered complete if it
has a complete type or at least two different value types as lower bounds. In
cases 4. and 5., object type obj(d,[l; : 7;]) is complete if the type variables for
all its fields are complete, or it is not created locally by the current contour. The
above definition is subtle, and the details are critical in obtaining an accurate
and efficient analysis.

Definition 3.5 (Reusable Contour): A contour ((V 7. (t; X ... X t,) —
T\ C) < (t) x...xt) — 7,7,0) is reusable in state (S, §2) iff O(1) is
complete in (5, §2) and there does not exist (((V 7. (t1 X ... X t,) — 7\ C) <:
t] x ... xt 7v;,0"), false) € {2.

The above definition judges a contour p as not reusable if the return type of
the contour is not complete.

The rule (S-Unify) unifies two object types when they are from the same
class, making them lower bounds of the same type variable. The unification
algorithm is defined as follows.

Definition 3.6 (Unification of Object Types): The unifier of the two ob-
ject types of same class [, U(obj(d,[l; : 7]),0bj(0,[l; : 7/])), is a composition
of substitutions |7;/7/| for each i s.t. 7; is an imperative type variable.
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We now define the closure process itself, via a state transition relation which
is prioritized to make sure a contour is not popped until its analysis has finished.

Definition 3.7 (DCPA State Transition Relation ' ) s; 1 —ss iff closure
state sy transits to so by a rule in Figure B2 and one of the following three
cases hold: the rule is neither (S-V-Begin) nor (S-V-End); the rule is (S-V-Begin),
and the only other applicable rule on s is (S-V-End); or, the rule is (S-V-End),
and no other rules are applicable on s;. 1" —is the transitive, reflexive closure of
b

The closure computation is a state-transition process via relation + —until a
fixed point is reached.

Deﬁnition 3.8 (DCPA Closure Computation): Given a constraint set C,
if ([(po, O)],{}) " —~[(po, C")], 2), (where py is a special dummy contour), and
for any state s such that ([(po, C")], £2) + —8, we have s = ([(po, C")], §2), then we

say ([(00, )], {}) P22 ([(po, C")], £2), and also will write C' Po5 C’, meaning C"
is the DCPA closure of C'.

Now the type inference with DCPA Algorithm can be defined as follows:

Definition 3.9 (DCPA Algorithm): For a program e with initial constraint

set C, if C PeRL C’, then C’ is a DCPA closure for e.

4 Implementation

In this section, we discuss our implementation of 0CFA, CPA and DCPA for
Java. The system is itself written in Java. It takes Java source code as input and
statically checks the validity of all down-casts in the program. For each Java
downcast of the form (T)e, casting expression e to Java class or interface T, the
system computes a set of Java classes which are conservative approximations of
the classes which e can take on at run-time. If the algorithm discovers that e
might evaluate to an object of class C, and C is not a Java subtype of T, then
the downcast is reported as unsafe; otherwise the cast is safe. If a downcast is
judged as safe by the system, it is guaranteed to succeed at run-time. The sys-
tem currently can handle all standard Java language features, including objects,
classes, interfaces, inner classes, and exceptions. The only feature the system
cannot handle automatically is the reflection mechanism of Java.

Though our system is built as a downcast checker, it is essentially a concrete
class analysis tool for Java. So, it could also be used as an analysis tool for static
resolution of virtual method calls and other compiler optimizations.

4.1 Java Language Issues
We have up to now ignored several features of Java; here we provide a sketch of

how they are handled by the implementation. Recall that an extra “this” argu-
ment is added for the type scheme of every instance method. Type schemes for
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constructors also have an extra “this” argument. Because of this, the process-
ing of inheritance is simple: no classes, methods or constructors are re-analyzed
upon inheritance. Every class is represented as a class object, which has the
following components: a reference to the class object for the parent class, a
method-lookup-table containing type schemes for instance methods defined in
this class, type schemes for constructors and static methods, and the class’s
creation-type-scheme and initialization-type-scheme. Such a class object imple-
ments the “class identifier” concept in our type system, and is shared by all
object types created from the class.

For each abstract method of a Java interface, a hashtable is built, which
associates every concrete class implementing this interface with the an instance
method of the class, corresponding to the abstract method. Such hashtables are
used during closure computation to determine the type scheme of the target
method for a virtual method call through an interface.

Array objects are analyzed as special object types with a single field repre-
senting the array contents. Array store expressions in Java require a run-time
check to ensure the type safety. Thus those expressions are analyzed in a similar
way as down-cast expressions. And, the system also statically checks the type
safety of every array store expression.

Inner Classes are analyzed as follows. In Java, from an instance of the inner
class, an instance of every enclosing class is accessible. Thus, for every enclosing
class, an additional field is added to the object types of the inner class, repre-
senting the enclosing instance. Similarly, the creating-type-scheme of an inner
class contains an extra “this” argument for every enclosing class. An inner class
may also access local variables in the surrounding lexical context. For every local
variable accessed, we add a special field in the inner class for it, and thus con-
vert the variable access to a field access. In this way, all type schemes generated
in our system enjoy the following property: bound type variables of one type
scheme never appear in the scope of another type scheme. Namely, no nested
type schemes are. Thus, when instantiating a type scheme by renaming all types
and constraints in its scope, no type scheme needs to be renamed.

Java exception-handling features are analyzed in a simple manner. Each ex-
ception class (i.e., subclass of java.lang.Throwable) is represented by a unique
type variable. If exception class A is a subclass of exception class B, constraint
t1 <: to is generated, where t; and ¢y are type variables for classes A and B re-
spectively. A statement throw e produces a special constraint [e] <: exception,
where exception is a special type such that for any object type 7 of an excep-
tion class becoming a lower-bound of exception, a constraint 7 <: ¢ is generated
with ¢ as the type variable corresponding to the exception class of 7. A statement
of form try {...} catch(T e) {...} produces constraint ¢ <: [e], where ¢ is
the type variable for the exception class T.

We also make special effort to accurately analyze a common Java program-
ming idiom:

if (x instanceof A) {
A c= () x;
}
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At the entry point of the true branch, it is certain that values of variable x
are instances of class A. The analysis uses a simple algorithm to conservatively
estimate whether the boolean condition of an if statement further constrains
the class of any object by presence of instanceof, and if so uses that fact in the
analysis.

Since our analysis is a whole program analysis, libraries must be included in
program analysis. We use the Sun JDK library source. Native library methods
were manually replaced with type-compatible Java code. The reflection features
of Java pose a significant difficulty for any static analysis. For example, it is
impossible for a static analysis to determine precisely which class is dynami-
cally loaded. Our solution is to manually replace library code using reflection
with type-compatible code without reflection. For example, the code fragment
Class.forName (x) .newInstance() can be replaced with new A() if it is certain
that class A is loaded.

4.2 Optimizations

We now discuss some optimizations implemented in our system to improve the
performance for analyzing realistic Java applications.

Optimization with Monomorphic Types Monomorphic types include Java
primitive types (e.g., int, boolean) and object types of monomorphic classes.
Monomorphic classes (e.g., String, Integer) are those classes which do not
have subclasses and only have fields capable of storing values of monomorphic
values. If according to the Java static type declaration, a variable or expression
is of a monomorphic type, we use the monomorphic type directly as the type for
such a variable or expression without any type inference effort.

Additional Contour Sharing DCPA as defined will in fact not always ter-
minate on recursive programs. We previously formalized a provably terminat-
ing CPA algorithm [SW00]. Since no nested type schemes are generated in our
current system, CPA would always terminate without any special termination
mechanism. To ensure the termination of DCPA, our system performs online re-
cursion detection, and always treats contours for recursive methods as CPA-safe.
Another issue is to prevent the algorithm from creating too many contours
on certain pathological cases. Agesen [Age96] defines the notion of megamor-
phism, which means too many different value types flow to a single call site as
arguments. To prevent CPA from blowing up, the number of contours generated
for a megamorphic call site is reduced. This idea is also employed in our system.
In theory, DCPA may also blow up when too many contours are judged as CPA-
unsafe. To prevent DCPA from blowing up in this case, a contour is regarded as
CPA-safe when too many object types are created locally by the contour.

Ounline Cycle Elimination Partial online cycle elimination [AFFS9§] is an-
other optimization incorporated in our system. The basic idea is to detect cycles
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of the form ¢ <:ty... <:t, <:t1, and collapse all type variables on such cycles
into a single variable. We have implemented the cycle elimination mechanism
using a novel approach. Instead of performing cycle detection as a separate op-
eration at every update of the constraint system, as in [AFFS98|, we piggyback
the cycle detection operation on the process of propagating value types along
flow paths. Whenever the (Trans) closure rule is applied on constraint 7v <: ¢, Tv
also needs to be propagated to type variables which are upper bounds of ¢. Our
system performs cycle detection on ¢ while propagating Tv forward. It keeps track
of type variables visited on the current flow path so an already-visited variable
will be discovered. In this way, the overhead of cycle detection is reduced.

Automatic Constraint Garbage Collection Constraints which will induce
no future closure computation have served their purpose and can be garbage
collected. Tt is possible to precisely detect which constraints are garbage [EST95]
Pot98], but these algorithms are nontrivial and the act of detecting the garbage
itself slows down the analysis. We use a simpler form of garbage collection which
is automatic: constraints are represented in the implementation in a manner such
that many unreachable constraints will be automatically collected by the Java
run-time garbage collector.

There are additional constraint-based optimizations which could be included
in our system to further improve its performance, including constraint graph
minimization [FF97] and precise garbage collection.

5 Experimental Results

Benchmark results are presented in Table 6l The following benchmark programs
were used: jle is a lexical analyzer generator; tobad is a Java-to-C code trans-
lator; javacupﬁ is a Java parser generator; jta is an archive utility; bloat is a
Java bytecode optimizer; self is our system itself used as a benchmark; sablecdd]
is a compiler generator; javac and javadoc are standard tools in Sun’s Java SDK.

The column “lines” shows the number of lines of source code in the bench-
mark program only. Since our system is a whole-program analysis, every bench-
mark was analyzed along with the reachable library code. The column “meth-
ods” shows the number of reachable methods in the whole program including
libraries detected by DCPA algorithm; The column “casts” shows the number
of downcasts in the benchmark program only. Downcasts reachable in the li-
brary code are also checked, but checking downcasts in user code is the goal of
the system and only those casts are reported. Each benchmark is analyzed with

see www.cs.princeton.edu/~appel/modern/java/JLex/
see www.cs.arizona.edu/sumatra/toba/

see www.cs.princeton.edu/~appel/modern/java/CUP/
see www.angelfire.com/on/vkjava/

see www.cs.purdue.edu/homes/hosking/bloat

see www.sable.mcgill.ca/sablecc/
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0CFA CPA DCPA
Program| lines|methods| casts || safe | time || safe | time | @ | safe | time | ©
jlex 7835 398 65|(10.8%| 3.3 ||16.9%| 3.5 |1.5|| 100%| 3.8 [2.3

toba 6417 T 63|| 4.8%| 4.8 || 4.8%| 5.1 [1.6{122.2%| 6.4 (2.7
javacup |10592 532 459|| 8.1%| 3.6 || 8.1%| 3.9 [1.4||89.3%| 4.5 [3.6
jtar 11904 1446 10 0%| 6.7 0%| 7.1 |1.5(] 100%| 11.0 |2.4
bloat 18841 1053| 205|| 7.8%| 5.3 || 8.8%| 5.9 |1.5(30.2%| 7.1 |4.3
self 23122 1304| 130(|36.9%| 4.5 |[51.5%| 5.9 |1.9({93.8%| 10.7 |3.4
javadoc — 2314|  310(|25.3%| 10.1 |{40.8%| 13.0 |1.9||77.7%| 23.6 |4.3
sablecc |23111 2811| 519|(34.5%| 10.9 {|35.2%| 10.9 [2.5(|61.7%| 21.3 |4.1

— 2933|  606|17.1%| 12.5 |[30.5%| 30.0 |2.5(/50.1%| 74.8 |7.1

javac

Table 1. Benchmark Data

0CFA, CPA and DCPA. The columns labeled “safe” indicate the percentage of
total user downcasts which have been statically verified. The columns labeled
“time” report system execution time in seconds, including time for parsing, type
inference and closure computation. For CPA and DCPA, columns labeled “©”
report the average number of contours generated for each type scheme; this is
always 1 for 0CFA.

The benchmark results were obtained using the Sun JDK 1.3 on a PC with
a 866MHZ Pentinum processor and 512M of memory. All benchmarks except
javac were analyzed with a 80M maximum heap size. javac has a very complex
inheritance hierarchy, and its analysis is significantly more complex than the
other benchmarks. The results for javac with 0CFA, CPA, DCPA were obtained
with 80M, 96M and 160M maximum heap size, respectively.

As can be seen in the benchmarks, DCPA can verify significantly more down-
casts than either CPA or 0CFA. For example, all downcasts in user code of jlex
and jtar have been statically verified. This shows that CPA and 0CFA are not
precise enough for downcast checking, and in general, DCPA is a much more pre-
cise type inference algorithm for object-oriented languages. We have manually
studied the downcasts which cannot be verified by DCPA for some benchmark
programs. Nearly all of them cannot be verified even with an analysis that would
generate a fresh contour for every function application. Some of the remaining
downcasts could be verified by a flow-sensitive analysis, but most are fundamen-
tally “dynamic”, with safety that depends on the state of execution, and thus
not verifiable by any static analysis of this variety. For example, DCPA can only
verify 22.2% of the downcasts in toba, but a manual inspection shows that nearly
all of the remaining downcasts are fundamentally dynamic. In summary, DCPA
appears to produce nearly optimal results as a flow-insensitive static analysis
for downcast checking on the programs we have tested. DCPA also has good
efficiency: comparing the time and the average number of contours of CPA and
DCPA, we can see that DCPA’s efficiency is comparable to CPA; furthermore,
realistic Java applications can be analyzed.
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6 Related Work

Plevyak and Chien’s iterative flow analysis (IFA) [PC94] is a precise constraint-
based analysis of object-oriented programs. To the best of our knowledge, IFA
is the only system in the literature capable of analyzing data polymorphic pro-
grams precisely. IFA uses an iterative approach in which the whole analysis must
be iterated multiple times. Compared to IFA, our system detects data polymor-
phism online, and does not need generational iteration.

O’Callahan [Cal99] has built a system for the analysis of Java bytecode.
The system is used for static verification of Java downcasts. His type schemes
are much more compact yet less precise than the constraint-based type schemes
used in our system. While our system aims to reuse contours across different
call sites and only produces a few contours on average for each type scheme, his
system is fully context-sensitive and always instantiates a type scheme differently
in every different context. Duggan has also proposed a system to automatically
detect polymorphic Java classes [Dug99]. His proposal does not appear to be as
precise as ours. It is currently not implemented or tested with benchmarks and
so its feasibility and performance are unclear.

The analysis we produce here is perhaps the most precise constraint-based
analysis for object-oriented programs thus far developed. We are going opposite
the common trend today, which is toward less expressive (but more efficient)
analyses (e.g., [SHRT00,[TP00]). These fast analyses are getting popular because
for many purposes it has become clear that a fine-grained analysis is not needed.
But, this paper shows that there still are purposes, including cast-checking, where
it is critical to have a very fine-grained analysis.
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Abstract. Traditional object-oriented programming languages do not
support user-level object structure definition, so it is impossible to treat
external or low-level data structures (like an integer, an array and a
pointer) as actual objects. To overcome this, we apply Predicate Dis-
patching to arbitrary data of C to create CCC. CCC is a simple lan-
guage extension of C and features user-level object structure definitions,
conditional-style dispatching, multi-methods, and class scoped macros.

1 Introduction

There is a need to introduce several object-oriented (OO) technologies into pro-
grams that manipulates low-level or external data structure. Low-level program-
ming can take advantages of the special data structures. For example, an im-
plementation of a Lisp-like language can use a tag-embedded pointer structure
that indicates object types, and most C programming uses null (zero) pointer
to show termination of a list structure. Moreover, a program that manipulates
external data like a structured file or a protocol packet must use formats that
are to fit an external or a standard object structure.

Traditional OO programming languages (PLs) cannot define such a data
structure as their own object. C++ can define an object from only a structure
that has a pointer of its class’ virtual function table. So OO technologies cannot
be applied to low-level or external data structure.

To overcome this problem, we apply Predicate Dispatching [3] to arbitrary
data of C. Predicate Dispatching and the previous works by these authors [T)2]
feature dispatching by a predicate associated with a method. Because of the
independence between a method dispatching mechanism and the defining of an
object structure, any data structure can be treated as an object.

We propose a small language extension of C, which we call CCC (C with
Condition Classes). In CCC, a class that is defined by a condition expression
plays a role in method dispatching and inheritance, but not data abstraction.
The defining of a data structure mechanism is just the same as that in C. Any
data structure (including low-level and external data) that can be represented by

J. Lindskov Knudsen (Ed.): ECOOP 2001, LNCS 2072, pp. 118-[I29], 2001.
© Springer-Verlag Berlin Heidelberg 2001
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C can be treated as an object in CCC. For each method signature, the CCC com-
piler generates a corresponding generic function that can dynamically determine
a class and do multi-method dispatching.

In the next section, we overview CCC with an example. Section 3 shows
how generic functions are generated from class and method definitions. Section
4 discusses about precise CCC features.

2 CCC Overview

CCC is a small extension of C. For a rough understanding, we give examples of
the inputs and outputs of the CCC compiler.

2.1 Conditionally Defined Classes
Let
@class Name [( Arguments )] [if ( Condition )] { Body }

be the syntax of a conditionally defined clasdl. Name is a class name that iden-
tifies the class. Arguments, the class-arguments, is a C-style argument list, a
comma separated sequence of type and variable pairs. Condition, the class-
condition, is a Boolean C-expression. Body, the class-body, includes method,
macro and subclass definitions. A variable defined in class-arguments is accessi-
ble in the class-conditions and class-bodies of the class and its subclasses. Method
definitions in the class-body take the same form as C function definitions.

An anonymous class can be defined by making Name be _. Arguments and its
outer parentheses can be omitted if there are no class arguments. If Condition
is always true (i.e. non zero), “if (Condition ) ” can be omitted.

An example of class definitions is as follows:

Q@class integer (int x) {
int abs() { return x; }
@class negint if (x < 0) {

int abs() { return -x; }
}
}

This CCC code defines two classes, integer and its subclass negint. Each
class has a method abs () that replies the absolute value of a class argument int
x. Once these classes are defined, any C integer can be treated as an object in
the class hierarchy by invoking the method with the class argument as follows:

! In this paper, we use type-face letters for terminal symbols, italics for non-terminal
symbols, and square brackets to indicate an eliminatable sequence.
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void foo() {
int y = abs(-10);
}

Class definitions are translated by the CCC compiler into a C program as
follows.

int integer_abs(int x) { return x; }
int negint_abs(int x) { return -x; }
int abs(int x) {

if (1) {
if (x < 0) {
return negint_abs(x);
}
return integer_abs(x);
}
}

void foo() {
int y = abs(-10);
¥

A method M in a class L is translated to a C function named L_M that has
arguments that are a concatenation of the class arguments and the method’s
local arguments (blank in this example). For each unique method signature (as
defined by C’s function signature), one method dispatch function (abs () in this
example) is generated. It takes class arguments (x) and method local arguments
(blank), checks conditions of each class (1 and x < 0), and calls the correspond-
ing method body (integer_abs() or negint_abs()). Note that meaningless
code segments like if (1) are not an efficiency concern because they can be
removed by most C compilers during optimization.

2.2 Class Types

CCC has three different types of class definitions: an if-class, a switch/case-
class, and an elsif-class. These are the same except for the type of a conditional
statement that is generated in the dispatch function. By choosing class types, a
programmer can optimize dispatching behavior.

An elsif-class must have a previous if or elsif-class. For each method in
an elsif-class, the CCC compiler generates a dispatch function using an else
if statement. When conditions do not overlap, an if-class can be more efficient
than an elsif-class. When there is doubt about overlap, the elsif-class is more
safe. This will be discussed later in the paper.

A switch/case-classis used for fast dispatching by constants. A switch/case-
class consists of one switch-class and its subclasses, which must all be case-
classes. For each method in a switch/case-class, the CCC compiler generates
a dispatch function using switch/case statements. A switch-class takes one
argument, which is used as the expression for a switch-statement. A case-class
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takes one argument, which is used as the constant for a case label. The switch-
class itself may have a method that is used for default label of the switch-case
statement. The class definitions

O@class A(int x) switch(x) {
@class B case(1) { }
@class C case(2) { }

}

are semantically the same as

@class A(int x) {
Qclass B if (x==1) { }
Q@class C elsif (x==2) { }
¥

2.3 Examples

The following example from an interpreter for a Lisp-like language demonstrates
tricky object implementation using tag-embedded pointers and fast method dis-
patching.

First, we must design the memory structure for implementing CONS and the
primitive data types:

typedef unsigned int ptr;
Q@class object (ptr self) {
// bits 1-2 are for data type.
@class data switch (self & 0x6) {
@class nil_or_cons case (0x0) {
@class nil if (self == 0) { }
@class cons elsif (1) { }
}
@class number case (0x2) { }
@class string case (0x4) { }
@class other case (0x6) { }
}
}

This defines the basic object classification hierarchy. An object is specified as a
single ptr and is referenced in the CCC code as self. To check a class, self
is masked with the bit mask 0x6, and according to the masked value, class
nil_or_cons, number, string and other are distinguished. If self is zero in
nil_or_cons, the object class is nil, otherwise cons.

Now we can define macros for data access for a cons structure that is imple-
mented as a pair of ptrs, CAR and CDR.

@+cons {
macro CAR {(x((ptr *)self))}
macro CDR {(x((ptr *x)self+1))}
}
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Here,
@+ Class { Segment }

is syntax sugar called insertion, which inserts Segment into a previously defined
Class body. Segment can include any methods and subclass definitions.

macro Name [( Macro-Arguments )] { Body }

is a class local macro definition. This is similar to C’s macros except there is no
need to use escape codes for carriage returns, because brackets must balance.
Like methods, a class local macro can be accessed from its class and subclasses,
and may be redefined in subclassed?.

Using such macros, safe methods that check errors can be defined.

@+object {
ptr car() { return 0; }
ptr cdr() { return 0; }
}
@+cons {

ptr car() { return CAR; }
ptr cdr() { return CDR; }
}

CCC takes these incremental definitions and compiles them into unified dis-
patch functions. For example, the car () method is compiled to the following:

ptr object_car(ptr self) { return O; }
ptr cons_car(ptr self) { return (x((ptr *)self)); }
ptr car(ptr self) {
if (1) {
switch ((self & 0x6)) {
case (0):
if (self == 0x0) {
} else if (1) {
return cons_car(self);
}
}
return object_car(self);
}
}

This compiled code checks minimum conditions to access a CONS structure.
With a reasonable C compiler this will produce efficient, fast code.

2 Although macro is a dangerous mechanism, we choose this because it is simple and
can take any code segment of programs. In our experience of CCC, a class local
encapsulated control structure using macro is convenient.
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Using this class hierarchy, a simple pretty printer is defined as

@+number { void pprint() { printf("%d", value);} }
@+nil { void pprint() { printf("nil"); } }
@+cons {
void pprint() {
putchar(’ (’); pprint(CAR); cdrprint(CDR); }

}
@+object {
void cdrprint() {
printf(" . "); pprint(self); putchar(’)’); }
}
Q@+cons {

void cdrprint() {
putchar(’ ’); pprint(CAR); cdrprint(CDR); }
}
@+nil {
void cdrprint() { putchar(’)’); }
}

This produces output like

(-10 11)
(-12 (-10 11) . 13)

3 Generating Dispatch Functions

This section describes how the CCC compiler generates dispatch functions. The
CCC compiler collects the code segments of class definitions, builds a large class
tree, extracts a method tree for each method signature, and generates the dis-
patch codes. Each node of the tree is a class, and each branch of the tree leading
to a node is a condition. The root of a tree is a virtual root class that has no
name, no class-arguments, and a condition that is always true. A class that is in
the top level of CCC’s source code is a subclass of the virtual root class. A class
L is connected into its direct super class with L’s condition branch. Subclasses
of the same class are ordered according to the order of the class definitions in
the sequence of input files.

For each method signature M, CCC builds, according to following rules, a
method tree T that is a subset of the class tree. 1) If a class L defines the method
M, then L is in the subtree T. 2) If a class L’s subclass is in the tree T, then L is
in the tree T. 3) And if an elsif-class L is in the tree T, then L’s elder sibling
classedd are in T. Fig[Tlshows an example of class and method trees.

The CCC compiler generates a dispatch function according to a method
tree. A dispatch function is a tree of condition statements that have a one to

3 They share the same super class as L and are defined earlier than L



124 Yasunori Harada, Kenichi Yamazaki, and Richard Potter

Class Tree Method Tree 1 Method Tree 2 Method Tree 3

2 3

>

2

@ : class
123: method signature

Fig. 1. Class Tree and Method Trees: According to method tree rules, three
method trees are generated. For example, class A is included in method tree 1
(because of rule 2) and method tree 3 (because of rule 1).

one correspondence to its method tree’s nodes and branches, according to the
class type (if-class, switch/case-class or elsif-class).

The CCC compiler generates dispatch functions using the following recursive
algorithm:

Assume T is a node in a method M’s tree.

generate(Method M, MethodTree T) {
/* generate its condition */
switch (T’s class type) {
case if-class: write "if" statement with T’s condition.
case elsif-class: write "else" and "if" statement
with T’s condition.
case switch-class: write "switch" statement
with T’s expression.
case case-class: write "case" label with T’s constant.
}
write open block "{"
/* generate its subclasses */
for each child C of T in order {
generate(M, C);
}
if T has Method M {
write method-function-call with a "return" statement
}

write close block "}"
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In this algorithm summary, some error checks (for example switch-class’s
subclass must be case-class and so on) are omitted.

4 Discussion

4.1 Combining with User-Level Classes

Using CCC, a programmer can combine several levels of classes into a single
hierarchy. Based on the Section 2.3 example, let’s define a user-level class onto
implementation-level data structures.

ptr atomPoint;
Q@+cons {
@class point if (CAR == atomPoint) {
macro x {car(CDR)}
macro y {car(cdr(CDR))}
ptr pointX() { return x; }
ptr pointY() { return y; }
void pprint() {
pprint(x); putchar(’@’); pprint(y);
}
}
}

Here atomPoint is a global variable containing a pointer to the atomic Lisp
symbol point. A Lisp data structure (point 10 20) becomes a CCC point
object, and methods pointX(), pointY (), and pprint () can be used for this
object. The output of pprint () of (point 10 20) is 10020. This is helpful for
combining Lisp- and C-based programming.

4.2 Overlapped Conditions

The CCC compiler cannot compute whether conditions overlap or not, so a
programmer must be sure to use the correct type of class, if-class or elsif-
class.

Let’s compare if-class with elsif-class. If the condition sets are overlapped,
for example, (x > 100) and (x > 0), the class definitions for each case are

1. @class A (int x) {
@class B if (x > 100) { %}
@class C if (x> 0) { }
}
2. @class A (int x) {
@class B if (x > 100) { %}
@class C elsif (x > 0) { }
}
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Assume a method M is defined in only classes A and C in both cases. We would
expect class B to inherit method M from class A. But, the generated C codes are

1. void M(int x, ..) {
if (1) {
if (x > 0) { C_M(x, ..); return; }
A_M(x, ..); return;
}
}
2. void M(int x, ..) {
if (1) {
if (x > 100) {
} else if (x > 0) { C_M(x, ..); return; }
A_M(x, ..); return;
}
}

The elsif version (case 2) works correctly, because for class B (ex. x = 101),
A_MQ) is called. However, the if version (case 1) does not work correctly, because
for class B (ex. x = 101) class C’s method C_M(Q) is called.

On the other hand, for the case of non-overlapped conditions, both cases work
correctly, but the elsif version is not efficient because unnecessary condition
checks are generated.

Cecil [1I2] can handle such overlapped conditions and eliminate such unnec-
essary condition checks.

4.3 Condition Reuse

To check whether an object belongs to a certain class, CCC generates class
checking functions and allows the reuse of class conditions. As an example, a
generated class checking function is shown here for the class nil in Section 2
(instead of a real output, a macro expanded result is shown),

int nil_p(ptr self) {
return (1) && (1) && ((self & 0x6)==0) && (self ==0);
}

Using such a function, we can define new classes

@+cons {

@class singleton if (nil_p(CDR)) { }

@class list if (nil_p(CDR) || list_p(CDR)) { %}
¥

The class singletonis a cons and its cdr slot is nil. Class 1ist is a nil terminated
sequence of one or more conses. This 1ist checker is a recursive function.
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4.4 Non-OO Application
Polymorphism and inheritance mechanisms are also useful for non-OOPL.

Q@class fullBattery {
@class lowBattery if (gBattery < 20) {
void playSound(Sound s) {
/* be silent to save a battery */
}
}
void playSound(Sound s) {
/* normal play s */
}
}

In this example, there are two classes that have no class arguments. The class
condition of class lowbattery checks the global variable gBattery. This code
defines a method that can be invoked with the simple call playSound(s). There
is no object but class lowbattery is still able to inherit class fullBattery’s
other behavior through polymorphism.

4.5 Multi-method Dispatching

CCC can also generate a multi-method dispatching function using the same
Predicate Dispatching mechanism. Condition-based multi-method dispatching
has more power than class-based ones like CLOS and Cecil. For example,

@class plane (int x, int y) {
@class halfplane (x > y) { %}
}

defines class halfplane as a relation of two objects. In Cecil, a relation object
is needed for this kind of dispatching.

4.6 Method Search Direction

A running CCC program searches for methods in a different direction than a
dynamic OOPL like Smalltalk[6]. In a dynamic OOPL, an object class is de-
termined using class ID, then the system searches the method from its class to
the root class, and executes the first one it finds. In CCC, the system checks
the conditions of branches of the method subtree in a depth-first manner and
if a class that has no branch satisfying the condition is found, its method is
executed. Even though the techniques are different, the semantics are the same,
except that the conditions in CCC can be more general than the simple test-for-
subclass conditions of an OOPL.
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4.7 C+H+ as Target Language

CCC can generate C++ code instead of C code using a compiler option. This
changes CCC’s method signature semantics. A C function name must be globally
unique, so CCC’s method names must be unique for different types of class
arguments. On the other hand, in C++ we can use the same function name for
different types of return values and arguments, so CCC treats method names
with different argument and return types as different method signatures.

4.8 CCC Implementation

The CCC compiler is a 2500-line C language program. It can be installed easily
on any UNIX system.

We have developed several useful applications using CCC. One major appli-
cation is a shared-memory-based language interpreter that processes objects in
a shared memory. The interpreter uses a graph rewriting paradigm and several
interpreter processes can attach to the shared memory and manipulate objects.
In this implementation, CCC has been useful for defining tricky object encodings
in shared memory. The object-oriented and incremental programming features of
CCC make it easy to extend the interpreter in an orderly way that is compatible
with older shared memory.

5 Related Work

The e language [10] combines object-oriented and constraint-oriented mecha-
nisms. It is used for microchip modeling and verification. The language has
when inheritance and constraints that are similar to Predicate Classes [2] but
more declarative for use in testing.

EU-Lisp []] and SchemeXerox [9] extend Lisp-like languages to treat low-level
data structures. The differences between these languages and CCC are CCC has
an object-oriented method dispatch, and CCC’s methods are more flexible than
those “accessors”.

6 Conclusion

We presented a new language called CCC, which is a small extension of C with
Predicate Dispatching. Using CCC, a programmer can attach a class hierar-
chy onto arbitrary data structures expressed in C. So CCC can express a pro-
gram that treats low-level and external data structures as objects, including a
tag-embedded pointer, a null pointer, the X-Window XEvent structure, several
graphics file formats, and so on. The paper showed a small Lisp implementa-
tion with a type tag-embedded pointer by CCC. With a traditional language,
OO technologies are awkward to apply to these examples, because only classical
programming constructions such as macro and if statements can be used.

CCC gives programmers simple and efficient views. CCC-generated code is
easily predictable and a programmer can control it efficiently.

Examples and implementation of CCC can be found at our Web site [IT].
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Appendix: CCC Syntax

Class := (If-Class | Switch-Case-Class) |Elsif-Class |.

Class-Head := @class Name | ( Class-Arguments )].

If-Class := Class-Head [if ( Expression )] { Body }.

Elsif-Class := Class-Head elsif ( FEzpression ) { Body } [Elsif-Class ].
Switch-Case-Class := Class-Head switch ( Expression ) { Switch-Body }.
Case-Class :== Class-Head case ( Const-Expression ) { Body }.

Body := (Class | Macro | Method)*.

Switch-Body := (Case-Class | Macro | Method)*.

Macro := macro Name [( Macro-Arguments )] { Macro-Body }.

Method := C function definition.

Expression := C expression.

Const-FExpression := C constant expression.

Macro-Body := C any code segment with balanced parentheses.
Class-Arguments := C Argument list (Comma separeted sequence of pair of type
and variable).

Macro-Arguments := C Macro Argument list (Comma sepereted sequence of
variable).
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Abstract. Re-classification changes at run-time the class membership
of an object while retaining its identity. We suggest language features for
object re-classification, which could extend an imperative, typed, class-
based, object-oriented language.

We present our proposal through the language Fickle. The imperative
features combined with the requirement for a static and safe type system
provided the main challenges. We develop a type and effect system for
Fickle and prove its soundness with respect to the operational semantics.
In particular, even though objects may be re-classified across classes
with different members, they will never attempt to access non-existing
members.

1 Introduction

In class-based, object-oriented programming, an object’s behaviour is deter-
mined by its class. Case or conditional statements should be avoided when differ-
ences can be expressed through different classes. Thus, students paying reduced
and employees paying full conference fees are best described through distinct
classes Stdt and Empl with different methods fee().

However, this elegant approach does not scale when objects change classifica-
tion. For example, how can we represent that mary, who was a Stdt, became an
Empl? Usually, class based programming languages do not provide mechanisms
for objects to change their class membership. Two solutions are possible: Either
to replace the original Stdt object by an Empl object, or to merge the two classes
Stdt and Empl into one, e.g. StdtOrEmpl.

Neither solution is satisfactory. The first solution needs to trace and inform all
references to mary. The second solution blurs in the same class the differences
in behaviour that were elegantly expressed through the class system. In fact,
[28] lists the lack of re-classification primitives as the first practical limitation of
object oriented programming.

We suggest language features which allow objects to change class membership
dynamically, e.g. the object pointed at by variable aWindow belonged to class

* This research was supported in part by MURST Cofin 99 TOSCA Project, CNR-
GNSAGA, and the EPSRC (Grant Ref GR/L 76709).

J. Lindskov Knudsen (Ed.): ECOOP 2001, LNCS 2072, pp. 130-[IZ9}, 2001.
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OpenedWindow but now belongs to class lconifiedWindow. We combine these
features with a strong type system.

Our approach therefore directly supports the state pattern [18], avoiding the
explicit delegation of behaviour to another object.

The idea of object re-classification is not new. From a foundational per-
spective, in [I] method overriding explains field update and delegation in an
object-based calculus, while in [15] method extensions represent class inheri-
tance. From a databases perspective, [6] suggests multiple most specific classes,
while in [19] objects may accumulate several roles in a functional setting. From
a programming perspective, in [30] classes have “modes” representing different
states, e.g. opened vs. iconified window. Wide classes [29] allow an object to be
temporarily “widened” or “shrunk”, i.e. become an object of a subclass or super-
class, requiring run-time tests for the presence of fields. Predicate classes [10] [14]
extend multimethods, suggesting method dispatch depending on predicates on
the receiver and argument.

We take a programming perspective, and base our approach on an impera-
tive, class-based language, where classes are types and subclasses are subtypes
and where methods are defined inside classes and selected depending on the
class of the receiver. We achieve dynamic re-classification of objects by explic-
itly changing the class membership of objects.

We describe our approach through the language Fickle. A re-classification
operation changes the class membership of an object while preserving its identity;
it maintains all fields declared as common to the original and the target class and
initializes the extra fields. State classes are possible targets of re-classifications;
in that sense, they represent object’s possible states. Root classes are the su-
perclasses of such state classes and declare all the members common to them.
Only non-state classes may appear as types of parameters or fields. Fickle is
statically typed, with a type and effect system [24] B1], which determines the re-
classification effect of an expression on the receiver and on all other objects. The
type system is sound, so that terminating execution of a well-typed expression
produces a value of the expected type, or a null-pointer exception, but does not
get stuck.

This paper is organized as follows: In Section 2l we introduce Fickle infor-
mally using an example. In Section Blwe outline Fickle: the syntax, operational
semantics, typing rules, and we state type soundness. In Section ll we compare
our proposal with other approaches. In Section Bl we describe design alternatives.
In Section [6] we draw some conclusions.

Fickle has been presented at FOOL’8 (London, January 20). A full version
of this paper is available at http://www.di.unito.it/~damiani/papers/dor.html.

! Even though the object-based paradigm may be more fundamental [I] and though
classes should not be types, and subclasses should not imply subtypes [8], current
praxis predominantly uses languages of the opposite philosophy.
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class StackException extends Exception{
StackException(String str) { } {super(str); }

}

abstract root class Stack extends Object{
int capacity; // maximum number of elements

abstract bool isEmpty() { };

abstract int top() { } throws StackException;

abstract void push(int i) { Stack } throws StackException;
abstract void pop() {Stack } throws StackException;

state class EmptyStack extends Stack{
EmptyStack(int n) { } {capacity:=n;}

bool isEmpty() { } {return true;}

int top() { } throws StackException
{thrownewStackException(”StackUnderflow); }

void push(int i) { Stack}
{this{|NonEmptyStack; a:= newint[capacity]; t:= 0; a[0]:=1i; }

void pop() { } throws StackException
{thrownewStackException("’StackUnderflow”’); }

state class NonEmptyStack extends Stack{
int[] a; // array of elements
int t; // index of top element

NonEmptyStack(int n, int i) { }
{capacity:= n; a:= newint[capacity]; t:= 0; a[0]:=1; }

bool isEmpty() { } {return false ;}
int top() { } {return a[t];}
void push(int i) { } throws StackException
{t:=t+1,
if (t == capacity) thrownewStackException(”StackOverflow”); else a[t]:=i;}
void pop() {Stack}
{if (t == 0) this|{EmptyStack; else t:=t—1; }

}

Fig. 1. Program Pg- stacks with re-classifications



Fickle : Dynamic Object Re-classification 133

2 An Example

In Figure [l we define, using a Java-like syntax, a class Stack, with subclasses
EmptyStack and NonEmptyStack. A stack has a capacity (field int capacity) that
is the maximum number of integers it can contain and the usual functions char-
acterizing stacks, ¢.e. stack: isEmpty, top, push, and pop.

In Fickle we introduced two new kinds of classes: state and root. State
classes may serve as targets of re-classifications, and cannot be used as types
for fields or parameters; in our example, EmptyStack and NonEmptyStack. Root
classes define the fields and methods common to their state subclasses; in our
example, Stack. The subclasses of root classes must be state classesB A state
class ¢ must have a (possibly indirect) root superclass c’; objects of class ¢ may
be re-classified to any subclass of ¢’.

Annotations like { } and { Stack } before throws clauses and method bodies
are called effects. Effects list the root classes of all objects that may be re-
classified by invocation of that method.

Methods with the empty effect { }, e.g. isEmpty, may not cause any re-
classification. Methods with non-empty effects, e.g. pop and push with ef-
fect { Stack }, may re-classify objects of a subclass of their effect; in our case
of Stack. Such re-classifications may be caused by re-classification expressions,
e.g. this{EmptyStack, or by further method calls.

The method body of push in class EmptyStack contains the re-classification
expression thisl{{NonEmptyStack. At the start of the method the receiver is an
object of class EmptyStack, therefore it contains the field capacity and does not
contain the fields a and t. After execution of this{{NonEmptyStack the receiver
is of class NonEmptyStack, and therefore the fields a and t are accessible, while
the field capacity retains its value. This mechanism allows the transmission of
some information from the object before the re-classification to the object after
the re-classification.

Consider example (1):

Stack s;
1. s:= new EmptyStack(100); (1)
. s.push(3);
3. s.push(5);

After line 1. the variable s is bound to an EmptyStack object, after line 2. the
object (not the binding) is re-classified to NonEmptyStack. Therefore, the call
of push in line 2. selects the method from EmptyStack, while the call of push
in line 3. selects the method from NonEmptyStack. With the re-classification we
allocate array a and initialize a and t.

2 A root class is almost the same as the first non-state superclass of a state class. The
property that all its subclasses are state classes allows for a simpler type system.
Enforcing this property, i.e. enforcing that all subclasses of a class with a state
subclass are state classes, is impossible in a system with separate compilation. This
is why we introduce root classes as a separate kind of class.
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Re-classification is transparent to aliasing. For instance, in example (2)

Stack sl, s2;

sl:= new NonEmptyStack(100, 3);

s2:= sl; (2)
s1.pop();

s2.isEmpty();

e

line 4. returns true. Re-classification removes from the object all fields that are
not defined in its root superclass and adds the remaining fields of the target
class. E.g. after line 3. in example (2) the object pointed at by s1 does not have
the fields t and a.

Through aliasing one re-classification might affect several variables; in exam-
ple (2) the re-classification after line 3. affects both s1 and s2. For this reason,
we prevent variables from accessing members declared in a state class, and we
do that by forbidding state classes appearing in field or parameter declarations.
Therefore, example (3) is illegal:

Stack s;
NonEmptyStack ns; // illegall
1. ns:= new NonEmptyStack(100, 3); 3)
2. s:= ns;
3. s.pop();
4. ns.t; // error!

If the declaration of ns were legal, then, after line 3. the object bound to s and
ns would be re-classified to EmptyStack, and the field access ns.t in line 4. would
raise a fieldNotFound error

Therefore, members of state classes are only accessible via this either from
methods of the particular state class if there is no previous mutation (e.g. access
t in pop of class NonEmptyStack before the re-classification), or from methods
of other state classes after appropriate re-classifications (e.g. access t in method
push of NonEmptyStack after the re-classification).

State classes are used as types when typing the receiver, this. This supports
accessing members from state classes, e.g. this.t in push in NonEmptyStack.

3 The Language Fickle

3.1 Syntax

A Fickle program is a sequence of class definitions, consisting of field and method
definitions. Method bodies are sequences of expressions. We limit methods to
have only one parameter called x. The syntax is similar to that of Java, and can
be found in the Appendix.

3 A less satisfactory approach would forbid the assignment on line 2., c.f. ¢2(d) in
Section Al
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Class definitions may be preceded by the keyword state, or root. State
classes describe the properties of an object while it satisfies some conditions;
when it does not satisfy these conditions any more, it can be explicitly re-
classified to another state class. For example, NonEmptyStack describes non-
empty stacks; if these become empty, then they are re-classified to EmptyStack.
Root classes abstract over state classesE Any subclass of a state or a root class
must be a state class. Objects of a state class ¢ may be re-classified to class c’,
where ¢’ must be a subclass of the uniquely defined root superclass of c. For
example, Stack abstracts over EmptyStack and NonEmptyStack; objects of class
EmptyStack may be re-classified to NonEmptyStack, and vice versa.

Objects of a non-state, non-root class ¢ behave like regular Java objects,
i.e. are never re-classified. However, objects pointed at by a variable x of type c
may be re-classified. Namely, if ¢ had two state subclasses d and d’ and x referred
to an object of class d, the object may be re-classified to d’. Our type system
insures that this re-classification will not cause accesses to fields or methods that
are not defined for the object.

Fields, parameters and values returned by methods have declared types which
are either boolean types or non-state classes; we call these types variable types.
Thus, such fields and parameters may point to objects which do change class,
but these changes do not affect their type. Instead, the type of this may be a
state class and may change.

Objects are created with the expression newc - c may be any class, also a
state class. Re-classification expressions, thisllc, set the class of this to ¢ — ¢
must be a state class.

Method declarations have the shape:

tm (t1 x){c1,...,cn}{e}

where t is the result type, t; is the type of the formal parameter x, and e the
body. The effect consists of root classes cy,..., ¢y, with n > 0.

We require root classes to extend only non-root and non-state classes, and
state classes to extend either root classes or state classes. The judgment - P &,
expresses that program P satisfies these conditions, as well as the more obvious
requirements for acyclic inheritance and unique definitions.

Remark 1. Section [2 follows a more liberal syntax: any number of parameters,
abstract classes and methods, user defined constructors, local variables, excep-
tions, types int and void.

3.2 Operational Semantics

We give a structural operational semantics that rewrites pairs of expressions and
stores into pairs of values, exceptions, or errors, and stores - in the context of a

% Root classes are not necessarily abstract classes and state classes may be super-
classes. Thus, our proposal is orthogonal to the “abstract superclass rule” discussed
in [21].
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given program. Stores map the unique parameter name x and the receiver this
to values and addresses to objects. Values are booleans or addresses.

We discuss the two most significant rewrite rules of Fickle : method call and
re-classification. Other rewrite rules of Fickle are listed in the Appendix.

For method calls, eg.m(e1), we evaluate the receiver ey, obtaining an address,
say ¢. We then evaluate the argument, e;. We find the appropriate body by
looking up m in the class of the object at address ¢+ — we use the function
M(P, ¢, m) that returns the definition of method m in class ¢ (going through the
class hierarchy if needed). We then execute the body, after substituting this
with the current object, and assigning to the formal parameter the value of the
actual parameter. After the call, we restore the original receiver and parameterﬁ

€0,0 % L, 00

€1,00 ¥ V1,01

o1() = [[..7]°

MP,c,m)=tm(t1x) ¢ {e}

o' = o1[this 4[x -w]

e,0’ ~» v,o”

e.m(e1),0 v v,0”[thisi -e(this),x -&(x)]

For re-classification expressions, thislld, we find the address of this, which
points to an object of class c. We replace the original object by a new ob-
ject of class d. We preserve the fields belonging to the root superclass of ¢ and
initialize the other fields of d according to their types. The term R(P,c) de-
notes the least superclass of ¢ which is not a state class: If ¢ is a state class,
then R(P,c) is its unique root superclass, otherwise R(P,c)= c. For example,
R(Pst, NonEmptyStack) = Stack, and R(Ps, StackException) = StackException.
Moreover Fs(P,c) denotes the set of fields defined in class ¢, o(¢)(f) the value of
the field f in the object at address ¢, and F (P, c,f) the type of field f in class c.

o(this) =

o()=IL..1°

Fs(P,R(P,c)) = {f1, ..., ¢}

Viel,..,r: vi=o()(f)
Fs(P,d)\{f1,....fr} = {fry1, ... friq}
Vier+1,....,r+q: v initial for F(P.d, f|)
thislld, o v ¢, o0 Hf1 v, fgq vr+q]]d]

Take for instance program Pg from Figure [[l For a store o1, with oi(s) =

¢, and o1(¢) = [lcapacity : 100, a : {3}, t : 0JJNo"EmPOStack e have
s.pop(),01 ¥, t,002 where o5 = o1[u —Blcapacity : 10011 E™PYSRK] 4 o we

obtain an object of class EmptyStack with unmodified capacity.
Note that the rule for re-classification uses the types of the fields to initialize
the fields, as the object creation does. In a well-typed program we always have

5 We restore the references, but not the contents: thus, after a method call the receiver
is the same, but any side effects caused by execution of the method body survive
after the call.
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R(P,c) = R(P,d) (and both c and d are state classes). This implies that re-
classification depends only on the target class d, not on the class ¢ of the receiver.
Therefore a compiler could fold the type information into the code, by generating
specific re-classification code for each state class.

3.3 Typing

Widening, Environments, Effects It is useful to define some assertions:
P F c &, means that c is a state class, P - c <, means that c is a root class,
P F ¢ ¢, means that c is a non-state, non-root class, P - ¢ &, means that c is
any class, P -t $,; means that t is a variable type i.e. either bool, or a non-state
class, P -t <, means that t is a type, i.e. any class or bool. Finally, P+t <t/
means that type t’ widens type t, i.e. t is a subclass of, or identical with, t’. In
our example, Py F Stack ¢, and Pg F Stack <, and Pg = EmptyStack <4, but
Pst /HEmptyStack <.

Environments, [, map the parameter x to variable types, and the receiver
this to classes. Lookup, I'(id), update, I'[id ¢}, and well-formedness, P+ T <,
have the usual meaning.

An effect, ¢, is a set {c1,...,cq } of root classes; it means that any ob-
ject of a state subclass of ¢; may be re-classified to any state subclass of c;.
The empty effect, { }, guarantees that no object is re-classified. Effects are
well formed, i.e. P F {c1,....,ch } <, iff c1,...,cp are distinct root classes. Thus,
PtF{c1,...,cn } © implies that ¢; are not subclasses of each other.

Typing Specialities We motivate the typing rules through two examples.
The type of this may change within a method body. In Example (4):

root class A { }
state class B extends A { bool j; }
state class C extends A {

bool i;
bool m(){ A }{
this.i ;= false; // type correct, this is currently a C (4)
this.j := false; // type incorrect, this is currently a C
this{B;
this.i ;= false; // type incorrect, this is currently a B
this.j := false / * type correct, this is currently a B * / }

}

this has type C before the re-classification, and it has type B afterwards.
Changes to the type of this are caused either by explicit re-classification, as

in Example (4), or by potential, indirect re-classification, as in methods h and
k of Example (5).
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root class A { bool g(){A}{ true } }
state class B extends A { }
state class C extends A {

bool g(){ A} { this|B; true }

bool m(bool x){ }{ x }

bool h(D aD){ A }{

this.m(true); // type correct
aD.f(); // might re-classify this
this.m(true) / % typeerror */ } 5)
bool k(D aD){ A }{
this.m(true); // type correct
this.m(aD.f()) / * type error x/ }
}
class D {
A anA;

bool f(){A}{ anAg() }

If in method h, in (5), before aD.f() the field aD.anA happened to be an alias
of the receiver, this, then this would be re-classified to B. In order to capture
such potential re-classifications, each method declares as its effect the set of root
classes of objects that may be re-classified through its execution. In our case, f
has effect { A}. Therefore, after the call aD.f() the type of this is A, i.e. the
application of the effect { A} to class C.

Thus, typing an expression e, in the context of program P, and environment
[ involves three components, namely

PITke:t]c]o

where t is the type of the value returned by evaluation of e, where c is the
class of this after evaluation of e, and where ¢ conservatively estimates the
re-classification effect of the evaluation of e.

For example, let P4 and P be the programs from examples (4), and (5), and
environments, g, ['1, M2, with [o(this)=C, I'1(this)=B, and Ip(this)=A. At
the beginning of the body of m in (4), we have: P4, [ F this.i : bool [C[{ };
then, the re-classification is typed as P4, [o F this{B : B[ B[ { A}. Therefore
afterwards we use environment 1, with P4, 1 F this.j : bool | B | {A}El
In h we have P5, g F aD.f() : bool | A {A}, and therefore the next term,
this.m(true), is checked in environment I, where it is type incorrect.

The point from which effects modify the type of this is important. In method
calls, the argument may affect the receiver. In example (5), in method k the first
call of the method m is type correct, but the second is not. Namely, evaluation
of the argument, aD.f(), may re-classify objects of subclasses of A, and therefore

5 Here the effect ({ A}) is the root superclass of the type of this (B). In the general
case effects are sets of root classes, and need not contain the root superclass of this.
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might re-classify this. Thus, the effect of the argument must be taken into
account when looking-up the method. Because P5, [ F this : C| C|] {},
and P5, o F aD.f() : bool | A | {A}, we look-up the method m in class A;
none is found, and so this.m(aD.f()) is type incorrect in environment [Ig.

Typing Rules are given in Figure [ of the Appendix, using look-up functions.
The functions FD(P,c,f), MD(P,c,m) search for fields and methods only in
class c itself, while F(P,c,f), M(P,c,m) go through the class hierarchy.

We only discuss the rules for re-classification and for method call.

The re-classification thisl|lc is type correct if ¢, the target class, is a state
class, and if ¢ and the class of this before the re-classification(the class ['(this))
are subclasses of the same root class.

PFc Oy
R(P,c) = R(P,I(this))
P,I F thislc : c]c ] {R(P,c)}

Consider method calls, eg.m(e1). The evaluation of the argument e; may
modify the class of the object ey, as shown in example (5). This could happen
if a superclass of the original class of ey is among the effects of e;. (Existence
of such a class implies uniqueness, since effects are sets of root classes.) The
definition of m has to be found in the new class of the object ey. For this
purpose, we define the application of effects to classes:

¢ if R(P,c) =c¢ for somei€l,....n
{e1 e Y@pe = {c othe(rwiS()e.
For example, {Stack }@p_ NonEmptyStack = Stack, and { Stack }@p_Object =
Object.

For method call we lookup the definition of method m in the class obtained
by applying the effect of the argument to the class of the receiver (which in
general is not this):

P,T F e :clco] do

P,lthist <] F e1 : tf[c1 ] ¢
M(P,p1@pc,m) =tm(t1 x) ¢ { ... }
PHt] <t

P, - eo.m(el) ot I] ¢Qpcy I] U dog U @y

Well-Formed Programs A program is well formed (i.e. - P <) if all its classes
are well-formed (i.e. P - ¢ ©): Methods may override superclass methods only if
they have the same name, argument, and result type, and their effect is a subset
of that of the overridden method. Method bodies must be well formed, return a
value appropriate for the method signature, and their effect must be a subset of
that in the signature. See Figure B of the Appendix, where C(P,c) returns the
definition of class ¢ in program P.
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Soundness Figure B introduces agreement notions between programs, stores,
and values:

— P,o v < t means that value v agrees with type t in the context of program
P and store o;
— P, o< means that store o agrees with environment [ and program P.

PHt <O,
P,o F true < bool P,o F false < bool P,oFnull <t

o(e) = [[..01° PFe<t
Vf € Fs(P,c): P,oto()(f) < F(P,c,f)
PokFi<t

o(t)=I[.11° = P,obt<c, for all addresses ¢,
P,o  o(this) <t T'(this), P,oF o(x) <T(x)
P,TF oo

Fig. 2. Agreement between programs, stores, and values

The type system is sound in the sense that a converging well-typed expression
returns nullPntrExc, or a value which agrees with the expression’s type; but is
never stuck. The resulting state agrees with the program and the environment
(taking the effect into account):

Theorem 1 (Type Soundness) For well-formed program P, environment T,
expression e, and type t, such that

PTFe:t]c]o
if P, = o<, and e,0 converges then

— e o0~ v,0/, P,o’Fv<at, and P,T[thisi €F o' O,
or

— e,0 o nullPntrExc,o’, and P,[this ($Qpl(this))]F o' <.
Proof outline We introduce a notion of agreement requiring receivers to remain
the same, and re-classifications to be between subclasses of the effect:
P,oFo<c’ iff  eo(this) = ¢'(this), and

eo(t)=1I[.11° = o'(+)=1I[.101°, ¢Qpc = ¢pQpc.

We prove the following stronger theorem:
IfP,T e :t]c]¢, and P,T F o<, and e,0 converges, then
o e0 Vv,0, P,o'Fv<«t, P.oFo<d, P,lthis ¢ F o', or
e e,0~ nullPntrExc,o’, P,¢Fo<o’, P,[[thisi {9Q@p[(this))]F ¢’ <.
The proof is by induction on the derivations of the operational semantics. The
full proof can be found at http://www.di.unito.it/“damiani/papers/dor.html. O
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Remark 2. As far as divergent expressions go, the theorem does not say any-
thing. However, the operational semantics forces convergence for standard typ-
ing errors or access to members undefined for an object. Therefore, Theorem []
suffices to ensure that for a well-typed expression such errors will not occur.

Remark 3. The weaker guarantee of well-formedness for the resulting store ¢’ in
the second case of Theorem [ is due to the fact that the interruption of execu-
tion of e might prevent setting the type of this to c. For instance, for program
Py, state classes d’, d”, which are not subclasses of each other, and d their root
superclass, oo, Iy and ey with oo(this) = [[- - 71¢ and MNo(this) = d’, and
eg = null.f; this{ld”, typing produces:

Po,T F e : d”[|d”[{d},
whereas execution produces:

€0,00 ¥ nullPntrExc, og.

In o the receiver this is bound to an object of class d’. So,Pg, I[thisi -] /tog <.
However, {d }@p, o(this)=d, and Py F d’ C d. Thus,
Po, Mo[this—{d }@plo(this)] F oo < holds.

4 Related Work

The Foundational Perspective Most foundational work is based on func-
tional object-based languages. In [I] method overriding models field update
and delegation. In [I5] method extensions represent class inheritance, while
[7) 12] [26] [16], 27] enhance the above representation by introducing a limited
form of method subtyping. These calculi deal with questions of width-subtyping
over breadth-subtyping, the use of MyType, method extension and overriding,
and were primarily developed for modelling inheritance and delegation.

Object extension in these calculi can be seen as the promotion of an object
of class ¢ to an object of a subclass of c. In [16], [26, 12, [19] [7], unrestricted
subtyping followed by object expansion might cause messageNotUnderstood er-
rors, and so type soundness is recovered by imposing certain restrictions on the
use of subtyping, with the consequence that an object cannot be promoted to a
superclass and then to the original subclass.

For databases, [6] suggests multiple most specific classes, thus in a way allow-
ing multiple inheritance, while [T9] allows objects to accumulate different roles
in a functional setting. They model non-exclusive roles (e.g. female and profes-
sor), whereas we model objects changing mutually exclusive classes (e.g. opened
window versus iconified window).

Refinement types in functional languages distinguish cases through subtypes,
see [I7]. The main questions in [I7] are type inference, and establishing that
functions are well defined, that is they cover all possible cases. Side-effects are not
considered, therefore questions like aliasing that are central to our development
do not arise.
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The Practical Perspective Predicate classes [0, [I4], on an imperative set-
ting, suggest multi-method dispatch depending on predicates on the receiver
and arguments. Code is broken down per-function while Fickle follows the
mainstream, whereby code is broken down per-class. In [I0] the term “re-
classification” denotes changes in attribute values which imply changes in pred-
icates when calculated next. Thus, re-classification in [0, [I4] is implicit and
lazy, whereas in Fickle re-classification is explicit and eager. In [10] [I4] different
methods may dispatch depending on different predicates, e.g. insert depends
on priority vs. precedence lists, whereas print depends on empty vs. non-empty
lists. This is not possible in Fickle, unless perhaps, extended with multiple in-
heritance.

For single method dispatch, in [30] classes have “modes” representing differ-
ent states, e.g. opened vs. iconified window. Wide classes [29] are the nearest
to our approach, and allow an object to be temporarily “widened” or “shrunk”.
However they differ from Fickle, by dropping the requirement for a strong type
system, and requiring run-time tests for the presence of fields — not amazing,
since wide classes were primarily developed to exploit significant changes in ob-
jects’ structure to obtain a better memory usage.

Modula-3 [9] supports limited change of objects’ behaviour, by allowing ob-
jects” method suites to be determined at object creation time. Self [2] allows
dynamic inheritance among prototypes, thus making type inference difficult [3].
In BETA [23] nested patterns model dynamic state changes, but require dy-
namic type checking.

For concurrent objects [25] gives behavioural types that guarantee that every
message has a chance of being received if it requires a method that may be
enabled at some point in the future.

Fickle is the successor of our earlier proposal, Fickle-99 [13|, which addressed
the same requirement. Fickle improves Fickle-99 in at least two respects. Firstly,
in Fickle—99 we needed to prevent objects from mutating while executing a
method, and achieved this either through run-time locks or through an effect
system. Secondly, in Fickle—99 we had to distinguish three kinds of methods,
two kinds of objects and two kinds of types.

5 Design Alternatives

Our aim was to develop language features supporting re-classification of objects
in an imperative setting, allowing aliasing. Thus, we fixed the operational se-
mantics very early. However, the design of a safe type system was by no means
as straightforward. The main challenges were:

cl The type of this inside method bodies containing re-classifications; — c.f. Ex-
ample (4), Section [B:3.

c2 Re-classification of an aliased object may remove members, which the object
needs in another context— c.f. Example (3), Section 2.
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c3 Re-classification of an object while it executes a method which uses members
removed by a re-classification further down the call stack — ¢.f. Example (5),

Section B3

We have considered, and experimented with several ideas:

For c1 The type of this changes after re-classifications; we express that through
the second component of our typing scheme.
For c2 We considered several solutions, and have chosen (e):

(a)
(b)

()

Check the existence of members at run-time, as in [29]; but this is type-
unsafe.

An object should have all members for all possible state subclasses of
its root superclass, as in [14]. Although type safe, this does not allow
compact representations as required in [29], and does not express our
intention of exclusive cases.

Require all state subclasses of a root class to have exactly the same mem-
bers, and differ in the method bodies only. However, this requirement is
too strong, e.g. does not hold for empty and non-empty stacks.

In Fickle99, we avoid the aliasing introduced through line 2. in Example
(3). Types are either non-state, non-root classes, or sets of state classes.
Subtyping for such sets of state classes is only the identity. Accessing a
member of an expression with type a set of state classes is only legal if
all state classes define this member.

In Fickle, we forbid the use of state classes as types, except for the type
of this. Thus state classes may have different members, but all state
subclasses of the same root class offer the same interface to all their
clients.

For ¢3 We reconsidered the solutions c2(a)-c2(e), and chose (e).

(a)-(c)
(d)

(e)

With any of the approaches described in c2(a), c¢2(b), or c2(c), the
problem would not arise; but we have rejected these solutions in c2.

In Fickle-99 we “lock” an object of a state class when it starts executing
a method, and “unlock” when it finishes. Attempting to re-classify a
locked object throws an exception; e.g. Example (5) could throw such
an exception. This is too restrictive, and has the draw-back that it allows
run-time errors.

In Fickle the type system ensures against the problem; the effects from
any called methods are applied to the type of this; therefore, after a
call which may modify the receiver, the type of this will be the root
superclass, and so, access to state class members will be type incorrect.

6 Conclusions

Fickle is the outcome of several designs and successive improvements. In the
process, we also developed an interesting typing scheme, where typing an ex-
pression affects the environment in which the following or enclosing expressions
are typed.
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We are now satisfied that the suggested approach is useful and usable. Even
though Fickle requires methods to be annotated by their re-classification effects,
the burden on the programmer can be alleviated through conventions (e.g. ab-
sence of annotation indicates the empty effect, overriding methods need not
mention their effects since these have to be subsets of the effect of the overrid-
den method), or through type inference.

We have several examples, e.g. accounts, linked lists, adventure games, and
cases delineating the typing rules [22]. The most immediate limitation of Fickle
is perhaps its lack of direct support for threads, since effects calculated for in-
vocations spawning children threads may happen after the point when the type
of this has changed in the parent thread.

We are working on an implementation of Fickle through a preprocessor [5 [4].
Type correct Fickle programs are mapped into equivalent Java programs, where
root classes are represented by wrapper classes, containing a field value, which
points to an object of one of its state subclasses. Method calls are forwarded
from the wrapper object to its value field, and re-classifications are implemented
by overwriting the value field.

In a production compiler one can avoid the wrapper object and the indirection
in method dispatch, if one knows the maximal size of state subclasses of any
given rootclasd]. The constraint that the target and source of re-classification
have a common root superclass allows the standard, efficient implementation of
method call, where we lookup through an offset into the method dispatch table
of the receiver. The fact that sources and targets of re-classifications have the
same maximal size allows to implement re-classification through simple in-place
overwriting of the source object.

A direct implementation would manipulate the object tables, as available in
Java or Smalltalk implementations c.f. Chapter 30 in [20], and would avoid the
restriction on the maximal size of state subclasses.

Further work includes the incorporation of Fickle into a full language, the
refinement of the effect system e.g. through data-flow analysis techniques, the
incorporation of myType and multiple inheritance, the distinction of subclassing
from subtyping, and the modelling of irreversible re-classifications (e.g. pupa to
butterfly), the support a limited form of concurrency, and extensions allowing
parameters, result types, and fields to be of state classes.
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" Restrictions on possible subclasses can be found in several systems, e.g. in [L1].
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Appendix

More on Syntax A Fickle program is a sequence of class declarations, ac-
cording to Figure Non terminals appear as nonTerm, keywords appear as
keyword, literals appear as literal and identifiers appear as identifier. We omit
separators like ; or , where they are obvious. We use standard extended BNF,
where a [ - ] pair means optional, and A* means zero or more repetitions of A.
For simplicity, all methods have one parameter, called x.

More on Operational Semantics The operational semantics rewrites pairs
of expressions and stores into pairs of values, exception or errors, and stores - in
the context of a given program.

The store maps the parameter x to a value, this to an address, and addresses
to objects. Values are the source language values, sVal, i.e. true , false , and
null, or addresses. Addresses may point to objects, but not to other addresses,
primitive values, or null. Thus, in Fickle, as in Java, pointers are implicit, and
there are no pointers to pointers. The signature of the rewriting relation ~» is:

~ :  progr — expr X store — (wal U dev) X store
store ({this} — addr) U ({x} — wal) U ( addr — object )
val = sValU addr
dev = {nullPntrExc, stuckErr}
object = { [[f1:vy,...,fr v, ]1° | f1,...,f, are fields identifiers,
V1,...,Vy € val, and cis a class name }
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progr = class®
class == [ root | state] class c extends ¢ { field * meth” }
field == type f
meth = type m (type x ) eff {e }
type = bool | ¢
eff = {c"}
e u= if e then e else e| var:=c¢| e; e| sVal |
| var | eem(e) | newc| this | thislec.
var = x | e f
sVal == true | false | null
with the identifier conventions
cu=c|d |a|d]| .. for class names
foa=f | f | £ | for field names
mu=m | m | m | .. for method names

Fig. 3. Syntax of Fickle

We define some operations on objects and stores.

Definition 2 For object o = [[fy : vi...f; : vi...f, 1 v, 1€, store o, value v, address
L, identifier or address z, field identifier f, we define:

_ ~fw iff=A for somelel, ..,
field access o(f) as off) = Udf otherwise

— object update o[ft |, as  offt v = [[fy : vi..f v f, 0 v 4f fy =1 for
somelel, ... r,

— store update o[z ], as oz ¥(z) =v, oz ¥(Z)=0() ifZ #z.

Figure @ lists all the rewrite rules of Fickle except those discussed in Section [3.2]
and those for propagation of exceptions and errors.

More on Typing A first use of the information about the class of the receiver
appears in the rule for typing the composition e ; e’ of two expressions. The
second expression, €', is typed in the updated environment I'[thisi -6 where c
is the class of this after the evaluation of the first expression, e. So, the effect
of the composition is the union of the effects of the components.

With ¢ Upc’ we denote the least upper bound of ¢, ¢’ in P with respect
to C. This is used in the rule for typing if e then e; else e, to determine
a conservative approximation of the type of this after the evaluations of the
conditional. The two branches may cause two different re-classifications for this,
i.e. ¢1 and cy. So, after the evaluation we can only assert that this belongs to
the least upper bound of c¢; and cp. The other rules are either explained in
Section or are standard.
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e, 0 V', 0"
e, 0"~ v,0’

. /
O 3V, 0 €1; €2,0 % V,0

e,0+ true,o” e,0 ~ false,o”

e1,0" ~ v,0’ e, 0"~ v,0’
if e then e; else ey, 0~ v,0’

if e then e; else ey, 0 v,0’

e,0~ L,0
X,0 ~ 0(x),0 ef,o~ d'(1)(f),0
this, o v o(this), o

!

1
o~ L, 0

70_// ,\P,) V,O—”,
" (1)(F) # Udf

o
e,0 v,0 o' =c"u " ()1 ]
x:=e,0 ~ V,0'[x v e.f:

e’
o

e o~ v,0

Fs(P,c) ={f1,....f}

viel, ... r: v initial for F(P,c, f| )
e,0 ~ null, o’ tisnew in o
e.fi=¢',0 ~» nullPntrExc,o’ new c,o ~> (o —Bfy vy, ., frv 119
e.f,0 ~» nullPntrExc,o’
e.m(e;),o ~ nullPntrExc, o’

e,0 v,
o' (W)(F) = Udf

e.f,0 ~» stuckErr,o’

e,0 v,0
v # true and v # false

if e then e; else ey, 0 ~» stuckErr,o’
efi=¢',0 v stuckErr,o’ F ’

€0,0 ¥ L,00

€0,0 ¥ V,00 €1,00 % V1,01

v # null o1(¢) = [[..71°

oo(v) =Udf or v ¢ addr M(P,c,m) = Udf
eo.m(e1),0 ~» stuckErr, og ep.m(e1),0 ~» stuckErr, o

Fig. 4. Execution of expressions
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P,F = €y Cl]Col]qb()
P,[[this €] F e : ti | c | ¢
PFCOS M(P,qﬁl@pc,m) =t m(t1 X)¢{}
R(P,c) = R(P, [ (this)) Pt <t
P, + thislc : CHCH{R(P,C)} P, + eo.m(el) : tl](Z)@PC1 |] ¢ U do U d1
PHT O
PFT O Phco.
P, - true : bool | M(this) | { } P,lT F null : c| l(this) [ { }
P, + false : bool | I'(this) | { } P,T - new c : c| I'(this) [ { }
P,T F x : I'(x) ] M(this) | { }
P, + this : l(this) [ [(this) | { }
Pre:c|cd]|o¢ Pr-e:t]c]eo
F(P,c,f)=t P,[[thisi € F & : t' || ¢
Prref:t]c]¢ PTrFee :t]c]opug
PITre:cd[|d"|¢
PIrex:t]c]{} P,[[thisi €] - & : t]c| ¢
P,Fthist € F e : t' || ¢ F(P,¢'Qpc,f) =t
PHt <t PHt <t
PITF x=e:t|c]¢ P,IT - efi=e¢’ : t]c]ouUd
P,lT - e : bool]c]o
P,MMthisi €| F e1 : t1]ci | ¢
P,MMthisi € F e : t2 ] c2 | ¢2
Pt <tforiel,?2
P,IT I+ if e then e; elsee; : t]cilpcr | ¢pUp1 U2
F PO,
C(P,c) =[root | state |class c extends ¢’ {...}
vf: FD(P,c,f)=tg = PFtg Out and F(P,c,f) =udf
Vm: MD(P,c,m)=tm(tix) ¢ {e} =
Pt Oyt PEt: Out
Pko < P, {ti x,cthis} F e : t' [ | ¢
Pt <t ¢ Cé

MP, ' m)=Udf or (M(P,d;m)=tm(t1x)¢”" {..} and ¢C¢")
PFc<

Ve: C(P,o)#AUdf = PrFco
FPo

Fig. 5. Typing rules for expressions and well-formed classes and programs
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Abstract. We introduce the design of Mondrian, a functional script-
ing language for glueing together components on the .NET platform.
Mondrian is monadic statement centric with pure expressions and non-
strict evaluation and explores the melding of the OO and the purely lazy
functional paradigms.

1 Introduction

This paper introduces Mondrian, a functional scripting language designed espe-
cially for the new Microsoft .NET platform. Mondrian is aimed at two different
audiences. One is existing functional programmers who would like to be able
to inter-work more closely with other languages that target the .NET Common
Language Runtime (CLR), the other is existing OO programmers who would like
to explore being able to write and access objects written in functional languages.

Mondrian inherits “just-in-time” (lazy) evaluation, higher order functions and
monadic commands from Haskell, and classes, threads, and exceptions from the
CLR (although influenced by Massey Hope+C [15] and Haskell [16]). The syntax
of Mondrian is a melding of C¥ [2] and Haskell.

The formal semantics and type rules of Mondrian are yet to be defined precisely,
and indeed as an experimental language are in a state of flux. Ultimately, Mon-
drian’s type system will depend on the availability of generics in the CLR [9].
Therefore this paper only presents a semi-formal description of the language.

The current implementation of Mondrian is highly experimental, its main goal
is to explore interoperability in the .NET space, often at the expense of raw
execution speed. We do however use the underlying CLR features where possible,
and “encode” only features such currying and lazy evaluation that the CLR does
not directly support.

J. Lindskov Knudsen (Ed.): ECOOP 2001, LNCS 2072, pp. 150-[I64], 2001.
© Springer-Verlag Berlin Heidelberg 2001
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2 Mondrian

The semantics of Mondrian are based of those of lazy functional programming
with monadic I/O, with modifications and additions to suit an OO environment
and to inter-work well with other languages that target the CLR. We describe
Mondrian by highlighting the differences between it and a traditional functional
language.

2.1 History and Context

We started to explore the possibility of a pure functional scripting language for
glueing together software components [5] in the original Mondrian paper [13].
Along the way however, we had to encountered several other interesting research
problems such as foreign function interfaces [12) 10} 14}, [4, [3, 8] and type system
issues [I8] [II] that needed to be solved before we could continue the actual
implementation on Mondrian. In the mean time, Microsoft announced its new
.NET platform, which made it much easier to build our experimental compiler as
we could leverage on the high-level services of the Common Language Runtime
(CLR) such as garbage collection, threading, language interoperability, etc.

The name Mondrian honors the Dutch painter Piet Mondrian (1872-1944) and
reflects the purity, minimalism, orthogonality and simplicity of the language
design.

The Mondrian compiler is available for download at the Mondrian web site
http://www.mondrian-script.org. The compiler also accepts GHC’s “Core”
intermediate language as input, hence it can serve as a portable back end for
Haskell as well.

2.2 Functions and Expressions

As a functional language, functions and pure expressions are central to the se-
mantics of Mondrian, in contrast to object oriented languages where objects and
methods are fundamental. Within Mondrian functions and expressions have a
pure and lazy semantics. When viewed from another language executing on the
.NET platform a Mondrian function appears as an object with a specific method
Apply as its entry point, which conforms to the object-oriented view of the world
(section []).

Expression evaluation in Mondrian is lazy. Functions are defined using lambda
notation and to simplify the language no pattern matching on arguments is
provided. Function application is curried. Unusually the typical “\” used to
denote the start of a lambda expression is also omitted. Top level names are
bound by simple assignment syntax. For example, the addition function is defined
by:

add = a -> b -> a + b;
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Apart from the built-in operators, overloading (ad-hoc polymorphism) is not
supported.

2.3 Types

Mondrian provides the same primitive types as the .NET platform; such as
integers, floats and characters. Strings are also directly supported.

Parametric polymorphism is provided in the usual functional language manner.
For example a function to evaluate the length of a list (see below) is typed as:

length : forall a. List<a> -> Integer

The CLR (and C*) do not yet provide generics or parametric polymorphism
and function types [9]. Therefore when viewed from C* a polymorphic Mondrian
function appears as a function over Object (ie all type variables are erased and
replaced by Object), hence the signature of the function length appears in C*
as:

Integer length(List as);

This mapping clearly involves some static type information loss; while there can
be many distinct type variables in Mondrian there is only one Object in .NET.
Further work is required in this area to determine the most appropriate mapping
and division between static and dynamic type checking.

Functional languages typically provide type products, disjoint unions and para-
metric polymorphism. Object-oriented languages usually are based around type
products and subtype polymorphism. To bridge this gap Mondrian’s type system
provides products, subtypes, and parametric polymorphism.

Uses of disjoint unions in traditional functional languages are replaced by the
use of classes and subclasses in Mondrian. For example, the standard list type:

data List a = Nil | Cons a (List a)

is defined in Mondrian by defining an abstract base class List and two subclasses
Nil and Cons:

abstract class List<a> {};
class Nil<a> extends List<a> {};
class Cons<a> extends List<a> {
head : a;
tail : List<a>;
};

To construct an instance of a List you call either new Nil {} to obtain an
empty list, or new Cons{ head = a; tail = as; } to cons an element a on
an existing list as. For convenience both the use of new and the empty field list
{} are optional.
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2.4 Multi-choice Selection and Pattern Matching

For multi-choice selection and pattern matching a switch expression is provided.
The syntax is reminiscent of C# while the semantics comes from Haskell.

For primitive types, such as integers and characters, selection is based on the
value of the predicate. For class types the selection is based on the subtype of
the predicate and equates to the use is in C¥.

The following example, which implements the standard list map function, illus-
trates the switch expression on subtypes:

map : forall a,b . (a -> b) -> List<a> -> List<b>;
map = f -> as -> switch (as) {
case Nil :
Nil;
case Cons { a = head; as = tail; } :
Cons { head = f(a); tail = map(f) (as); };

};

2.5 Namespaces

Mondrian currently inherits the concept namespaces (and the syntax) of Ct,
however, the notion of namespace does not really exist in the CLR, which instead
is based on the notion of modules and assemblies. We are currently considering
changing Mondrian to reflect this more directly.

2.6 Commands

Mondrian inherits monadic I/O from Haskell [21], the syntax follows Haskell
except the do keyword is omitted in keeping with the minimal approach of Mon-
drian.

For example, a simple “hello world” program in Mondrian may be written as:

main : I0<()>;

main = {
Console.WriteLine("Please enter you name: ");
name <- Console.ReadLine();
Console.WriteLine("Hello " + name);

}

Note: Strings in Mondrian have type String rather than the list of characters as
in Haskell. The operator “+” is also overloaded to represent string concatenation
as in C¥.
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Commands are first class citizens in Mondrian, that means you can pass them as
arguments to and return them from functions, put them in list, etc. In combina-
tion with lazy evaluation, this allows you to define your own control structures.

For instance, the function forEver executes a command forever. You can easily
define forEver using the standard functions repeat : a -> List<a> that takes
an element a and generates an infinite list of copies of a, and the function
sequence_ : List<IO<a>> -> I0<()> that takes a list of commands and runs
them in sequence:

forEver : I0<a> -> I0<()>;
forEver = ma -> sequence_ (repeat (ma));

sequence_ : List<I0<a>> -> I0<()>;
sequence_ = mas -> switch (mas) {
case Nil:

{ return Nil; };
case Cons{ ma = head; mas = tail; }:
{ ma; sequence_ mas; I};

repeat : a —-> List<a>;
repeat = a -> new Cons{ head = a; tail= repeat a; };

3 Exceptions

The execution of I/O statements within the monadic system of Mondrian has
a well defined temporal order, in common with similar mechanisms in Hope+C
[15] and Haskell [19]. This execution model also has direct parallels with that of
the exception mechanism provided by the CLR.

3.1 Handling Exceptions
In the CLR, all exceptions are treated uniformly by replacing the current exe-
cution with the execution of an exception handler. We adopt this same model
within the Mondrian monadic I/O system, and borrow most of the syntax from
C* by adding a monadic “try/catch/finally” construct to Mondrian’s commands:
try{
} catch(e : Exception) {
} finally {

}
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For programmatically generated exceptions we also adopt the CLR model adding
a keyword throw of type:

throw : forall a. Exception -> a

By adopting the same exception model as .NET we also gain inter-language
exceptions. If .NET code invoked from Mondrian throws an exception then it
can be caught by Mondrian code, and vice-versa.

3.2 Example

The function readLinesFromURL attempts to open a URL and returns the re-
sponse as a list of Strings using the helper function readLines : Stream ->
I0<List<String>>. Any failure to do this is caught in a try-catch block, which
then returns an empty list of strings.

readlLinesFromURL :: String -> IO<List<String>>;
readLinesFromURL = host -> {
try {
url <- WebRequest.Create(host);
resp <- HttpWebRequest.GetResponse() url;
str <- HttpWebRequest.GetResponseStream() resp;
readLines str;
} catch (e : Exception) {
result Nil;
s
s

4 Concurrency

Mondrian supports concurrent programming using threads. So it can inter-work
closely with other .NET languages it builds directly on the threads and synchro-
nization primitives of these environments. In particular:

— A Mondrian thread is a (subclass of a) .NET thread. This not only pro-
vides an obvious implementation solution but also trivially supports a mix
of Mondrian and .NET threads inter-working with each other.

— Mondrian monadic commands can be enclosed within a monitor (synchro-
nized block), and have access to the same synchronization primitives (wait,
notify /pulse).

— Mondrian has access to the same IPC mechanisms as other .NET languages.
This includes monitors as above and also standard classes for pipes, object
streams, etc. Using these mechanisms IPC works seamlessly between Mon-
drian threads or between a Mondrian thread and one written in another
NET language.
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The first two points are supported by additions to Mondrian, the last is already
provided through the Mondrian to foreign language calling interface.

4.1 Threads in Mondrian

Mondrian provides its own MondrianThread class which parallels the one pro-
vided by the CLR. To match the function orientation of Mondrian the Thread
class provides a number of functions whose names and purpose follow those of
the CLR, but which take a MondrianThread object as argument:

CreateThread : forall a. I0<a> -> I0O<MondrianThread<a>>

This creates a thread which executes the given Mondrian command and returns
a Mondrian thread object. The returned object is a subtype of the .NET Thread
and contains all the standard methods.

As in .NET once created a thread must be started using the function:
Start : Thread<a> -> I0<a>

Note this function takes a Thread and not a MondrianThread, so it can start
either a Mondrian or foreign language thread. Standard methods on threads such
as join and suspend are similarly provided.

The following simple example creates two threads that write an infinite stream
of "a" respectively "b"’s on the screen, and then runs them in parallel:

main = {
as <- CreateThread { forEver(Console.Write("a")); };
bs <- CreateThread { forEver(Console.Write("b")); };
Start(as); Start(bs);

}

4.2 Inter-thread Synchronization and Communication

Mondrian provides a direct equivalent to C¥’s synchronized blocks:
synchronized (e){ ...statements... }

with type:
forall a, b. Lock -> I0<b> -> I0<b>

and the associated functions:

getLock : IO<Lock>

wait : Lock -> IO<()>
notify : Lock -> I0<()>
notifyAll : Lock -> I0O<()>
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To preserve Mondrian’s functional semantics, we cannot lock on an arbitrary
object, but have to obtain a lock explicitly via the monadic call getLock. The
execution of a synchronized statement first evaluates the expression e to WHNF
to obtain the object to lock and the statements are executed. On completion the
lock on the object is released. The semantics of the functions wait, notify and
notifyAll directly mirror their .NET counterparts.

4.3 Other IPC Methods

Mondrian also provides a library of constructs ranging from the low-level sema-
phore through typed channels constructed over .NET pipes so that distributed
systems can easily be constructed. Even Haskell’s MVars [[] are provided. We
stress though that all these are simple constructions provided as a library and
involve no extensions to the Mondrian language or its primitive operations.

5 Implementation

Implementing a functional language such as Mondrian on the .NET platform
requires a number of issues to be tackled, the main ones being:

— How are values and parametric polymorphism represented?
How are functions are represented?

— How is partial function application (currying) handled?

— How are “just in time” computations (thunks) represented?

All these issues are well understood and methods have been developed for ef-
ficient implementation on standard machine architectures. However the CLR
differs from traditional machines in a number of ways, including:

— It is a typed machine. The type system for any language implemented on
.NET has to map to the .NET type system.

— It is object-oriented, the key building blocks are objects with methods. Mon-
drian is function-oriented, it’s key building blocks are functions. Currently,
the CLR does not yet natively support closures.

We choose to implement Mondrian by using features of the .NET platform wher-
ever possible and resorting to well-known techniques for implementing func-
tional languages, the Spineless Tagless G-Machine (STG)[6] or the so-called
PUSH/ENTER model, in case there is no direct support for a semantic fea-
ture in the CLR.
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5.1 The Representation of Values and Functions

All values in Mondrian are first class and exist as long as required (referenced).
The standard method of implementing such values in any language is to use
a garbage collected heap. The object system of .NET is heap based and auto-
matically managed by the system. The obvious mapping is therefore taken, a
Mondrian value is represented as a .NET object.

Mondrian, in common with other functional languages, is built around functions.
Functions can be defined statically in the program; functions are first class val-
ues and can be passed as arguments, returned as results, and stored in data
structures; and functions can be created at runtime based on other dynamic
values.

In .NET an object possess all the properties of a function in Mondrian. We
therefore map a Mondrian function to a .NET object that implement the Code
interface that contains a method ENTER that is used to evaluate the function by
the Mondrian runtime:

interface Code {
public Object ENTERQ);
}

For example, given the Mondrian function definition:
Foo = x => ...

is represented by the following .NET class] Foo that implements the Code inter-
face:

class Foo : Code {
public Object ENTER() {
. code for body of Foo ...
}
}

To handle nested functions, we simply create an object with private fields to store
any values that are needed to construct the function (a closure), and compile
code for the method which performs the computation using these values. A
closure also implements the Code interface and can be used just like a compile-
time defined function.

The design space of representing function closures in an object oriented frame-
work is a surprisingly large, and we describe only a tiny slice of that here, in
particular we will not discuss the duel EVAL/APPLY method that has been in-
vestigated by other functional languages that target the CLR such as ML.NET
[1]. We also are looking in representing closures using delegates.

1 We show our target code in C* for readability
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5.2 Function Arguments and Partial Applications

A powerful feature of Mondrian, in common with many functional languages, is
the ability to “partially apply” (or curry) a function, that is call a function with
fewer arguments than it is defined to accept. If fewer arguments are supplied
the result is a partially applied function, which is just a dynamically generated
function with some argument values already wired in. These partial applications
can therefore be represented just like any other function.

However a method is needed to actually pass the arguments to a function in the
first place. As .NET is strongly typed simply missing out some of the arguments
and then calling the function will not work. In other words, the CLR does not
directly support curried functions, and hence we have to implement this semantic
feature ourselves. One possible solution is to create a separate stack object to
pass function arguments. A function call then becomes: place arguments on stack
using Mondrian.PUSH, call the ENTER method of the function’s object passing no
arguments (an obvious optimization is to have several overloaded ENTER methods
that serve as fast entry points when a known function is called with a known
number of arguments).

For example, adding more detail to the Foo function given above its definition
becomes:

class Foo : Code {
public Object ENTER() {
Object arg = Mondrian.POP();
. rest of body of Foo ...

}
A call to this function will be compiled to C* code which is equivalent to:

Foo f = new Foo();
Mondrian.PUSH(<argument>) ;
result = £.ENTERQ);

5.3 “Just in Time” Computations

Mondrian is a lazy language and does not actually perform a computation until
its result is needed, it does computation “just in time”. This means any value
may in fact be either a real value or a computation which when performed will
produce the real value (a so called thunk). The essence of lazy evaluation is to
update thunks with their values after they have been evaluated for the first time.
Like currying, lazy evaluation is not a semantic feature that is directly supported
by the CLR, so we have to implement it explicitly.

Again, the design space for implementation thunks is surprisingly big. We have
experimented with various implementations, and have not yet decided which one
is best. The one sketched below using exceptions in an interesting way.
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The standard STG implementation method solves this problem by wrapping
JIT computations using a helper function which pushes a special value on a
“mark stack” which encodes the current stack depth and a reference to the
thunk object being evaluated. Now on every entry to a function a check is made
on the number of arguments available and the value on top of the mark stack.
When either the argument stack is empty (computation complete), or there are
insufficient arguments (JIT computation has produced a partial application), the
value on the mark stack can be removed, the thunk updated to hold its value,
and then the process repeated on the new top of the mark stack.

All this may sound a bit complicated and indeed it is! However using the facilities
of .NET we developed a simple solution for lazy evaluation. Rather than wrap
a JIT computation in a small function which pushes a value onto a mark stack,
we use one which does a function call and starts up a new trampoline, thereby
effectively using the runtime stack instead of maintaining an explicit marker
stack. A trampoline is a small iterative loop, that makes repeated calls to a
function until the value returned indicates the computation has completed.

As explained the mark stack method iterates down the mark stack updating as
many thunks as needed and handles the case of partial applications. If it did
not then the trampoline would have to distinguish between three possible return
types; a simple value, a continuing computation, and a partial computation. This
is where we can now use the features of .NET to simplify the implementation. We
wrap the trampoline in an exception (try/catch) block and then on function entry
throw an exception, carrying a partial application value, if there are insufficient
arguments. The trampoline/exception block catches this and updates the JIT
object. The exception is then re-thrown, which has the same effect as the iterative
compare/update/pop cycle of the mark stack method.

The resultant code is a lot simpler than the mark stack method, and does not
require a special stack and the overhead of maintaining it.

A sketch of this code in C! is as follows, if a function does not find enough
arguments on the argument stack, it throws and partial application exception:

class Foo : Code {
public Object ENTER()
{ if('Mondrian.AVAILABLE(1)) throw PAP_Exception(this);
Object a = Mondrian.POP(Q);
<body of Foo>

}

And the JIT trampoline follows the following schema:

try {
// Trampoline loop
while(f is Code) { f = f.ENTERQ); }
} catch(PAP_exception e) { /
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. update thunk with ...
. partial application f ...
throw e;

}

Thunks and Exceptions It is possible for the execution of I/O to cause the
evaluation of a thunk. If an exception occurs during the evaluation of the thunk
then the thunk must be left in a suitable state. This issue can be a thorny one
to deal with [I7], however due to Mondrian being based on the CLR model
which does not support asynchronous exceptions the problem is easily handled.
Within the thunk evaluation code we catch any exception, update the thunk
with a closure which throws the same exception value, and then re-throw the
exception.

Thunks and Threads Once multiple evaluation threads are running there is
the possibility that two, or more, threads may attempt to evaluate a thunk. As
the evaluation of a thunk can take an arbitrarily large amount of time it is best
to avoid multiple evaluation. To handle this we make the evaluation method for a
thunk a synchronised one. The first thread to attempt to evaluate the thunk will
acquire the lock and undertake the work. Any subsequent threads will block until
the lock is released and then find the work done and use the already computed
result.

6 Interop

6.1 Calling C! from Mondrian

C¥, or any other .NET language, are invoked from Mondrian through the I/0
system to preserve Mondrian’s purely functional semantics. To call a constructor
the create construct is used which returns a monadic function closure which
when executed invokes the foreign language constructor to create an object.

To enable the calling of a foreign method, the invoke (and invokeStatic)
construct is provided. This returns a monadic function closure which takes an
object along with any method arguments and calls the foreign method. This
style of method calling where the object is passed explicitly differs from the C#
model but is reminiscent of the Ada 95 OO model [20].

The function closures returned by create and invoke evaluate any argument
values to WHNF before invoking the foreign constructor/method. This is done
to bridge the gap between the lazy world of Mondrian and the strict world of
.NET. However should a structured value need to be passed then either it must be
fully evaluated before the inter-language call (using Mondrian’s strict function,
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see below), or the foreign function must call back to Mondrian to evaluate any
suspensions it finds.

The following simple example demonstrates create and invoke:

main = {
gen <- create System.Random();
n <- invoke System.Random.Next(Int32) 10 gen;
putStrLn ("Random 1..10: " + show n);

}

Note that create and invoke take both the foreign constructor/method and
it’s argument type(s), if any. The Mondrian type system does not support over-
loading so these constructs use the argument types to uniquely identify the
constructor /method to be called.

Accessing the fields and properties of a foreign object is provided by the get and
set constructs in a similar manner as for constructors and methods.

6.2 Calling Mondrian from C! and Other .NET Languages

Programmers calling Mondrian from other .NET languages should not need to
know how Mondrian works under the hood. In particular, partial application is
not normally used by other .NET languages and when they need to call Mondrian
code to perform some algorithm, they will usually therefore supply a full set of
arguments to the Mondrian function. To handle this common scenario, we simply
add a Apply method with the full number of arguments to the function object,
which is then used by other .NET languages as the function’s entry point.

For example, our function Foo, with the method added for calling from other
.NET languages it now looks something like:

class Foo : Code {
// used by Mondrian runtime
public Object ENTER() {
. as before ...

}

// used when called externally .NET languages
public Object Apply(Object x) {
Code f = this;
...evaluate f in Mondrian specific way...
return f;
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And a call from C* becomes something like:

Foo foo = new Foo();
result = foo.Apply(4);

Note that Apply is not a static method on Foo as evaluating foo.Apply(3) may
trigger thunk updates. Indeed calling foo a subsequent time might return its
result faster than calling foo the first time.
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Abstract. Type inclusion tests consist in determining whether a type
is a subtype of another. An efficient implementation of type inclusion is
an important feature of object oriented programming languages.

A well-known method to achieve these tests is to associate to each type
a subset of a set S = {1,...,k} such that type inclusion coincides with
subset inclusion. Such an embedding of types into 2° (the lattice of
all subsets of S) is called a bit-vector encoding of the type hierarchy.
These encodings are known for several interesting features. Bit-vector
encodings are perfectly appropriate for hierarchies with single subtyping
as well as hierarchies with multiple subtyping. Subset inclusion tests can
be performed very efficiently.

Several works have studied bit-vector encodings from a theoretical point
of view (6 [7, @0l (14} [16, [18, 19]) and from a practical point of view
([3L 8, @] [I7]), in particular in order to minimize the size of the encoding,
i.e. the size of S.

In this article, we present a new algorithm which computes bit-vector
encodings for single subtyping hierarchies, also called tree hierarchies.
Our algorithm is simple, it computes the bit-vector encoding very quickly
and gives good results for the size of the encoding. In particular, we have
significantly improved the best bounds known for the encoding sizes of
some benchmarks presented in [9].

1 Introduction

Performances of object-oriented programs in a run time environment are strongly
linked with the techniques which are used to solve the problem of dispatch-
ing methods. When invoked, a generic function executes its most appropriate
method based on the class of its arguments. Determining such a method usually
requires to execute some subtype tests [T} 12]. For instance, such tests occur
in C4++ where dynamic casting is allowed, or in the execution with JAVA or
SMALLTALK languages.

J. Lindskov Knudsen (Ed.): ECOOP 2001, LNCS 2072, pp. 165-[I80, 2001.
© Springer-Verlag Berlin Heidelberg 2001
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The type inclusion relation (or subtype relation) is a transitive, reflexive
anti-symmetric relation, thus it is a partial order on the types of the program,
also called the hierarchy of types. In order to check the inclusion of types, many
techniques called hierarchical encodings have been developed [, [3 4, [5, &1 [9].
Figure [Tl represents such an encoding for the Petra hierarchy. Petra is a generic
application for the modelisation of telephone networks. The usual requirements
for these encodings are the runtime efficiency, so that type tests should be fast,
and the minimization of the space used to store the encoding.
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Fig. 1. Type hierarchy of Petra relations

A classical way to encode a hierarchy of N types is to index these types with
integers from 1 to N and store the subtype relation in a binary matrix M of
size N x N where Mz, y] = 1 if the type indexed by y is a subtype on the one
indexed by z, and M|z, y] = 0 otherwise. With this method, type inclusion tests
can be performed in constant time. But the main drawback is the quadratic
space needed to store the matrix.
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Another method consists in associating with each type the list of its direct
subtypes (a direct subtype of A is a subtype B of A such that there is no other
type between A and B for the subtype relation). This method which saves space
is however slow for checking whether a type is a subtype of another.

More generally it is difficult to optimize both speed and space, and it is
necessary to choose an encoding with a good compromise, depending of the
needs (see for instance [17] for an evaluation of several kinds of encodings).

In this article, we will study a well-known kind of hierarchical encoding, called
bit-vector encoding. The idea is to associate with each type a subset of a fixed
set S = {1,...,k} such that type inclusion coincides with subset inclusion. More
formally, we denote by P = (X, <) the type hierarchy where X is the set of the
types and z < y if and only if y is a subtype of z. A bit-vector encoding of P
is an application ¢ from X into 2° (the lattice of all the subsets of S) such that:
x <y if and only if ¢(z) C ¢(y). The size of the encoding ¢ is the cardinal of
S. The elements of S are sometimes called colors or genes ([3]).

In order to describe the hierarchies, we also introduce the next definitions.
Let x be a type in the hierarchy P = (X, <), Anc(z) ={y € X |y # z, y < z}
is the set of the ancestors of x and Desc(x) = {y € X |y # x, © < y} is the set
of the descendants of x. A direct subtype y of the type x is called a child of x
and x is a parent of y. A chain is a sequence xg, x1, ... ,xp of types such that
o < x1 < ... < xp, the height of this chain is h. The height of the hierarchy
P is the maximal height of all the chains of P, it is denoted by height(P). The
degree of a type x is the number of direct subtypes of z, it is denoted by deg(z).

A single subtyping hierarchy is a hierarchy where each type has at most
one parent. The other hierarchies are called multiple subtyping hierarchies.
Conventionally the hierarchies will be drawn in a top-down fashion. The edges
represent the direct subtype relation with the subtypes below their parent types.
Figure [2 shows three different representations of a unique bit-vector encoding ¢
of size |S| = 6 for a given hierarchy P. The first one associates to each type x its
code ¢(x) which is a subset of S = {1,2,3,4,5,6}. The second one associates with
each type z its reduced code ¢ (x) defined by ¢,(z) = ¢(2)\ U, e anc(z) ¢(¥)-
The last one associates to each type x a vector of |S| bits where bit i is equal
to 1if i € ¢(x) and equal to 0 otherwise. This is a way to implement bit-vector
encodings and it uses |S| bits per type. These three representations are perfectly
equivalent. The complete code is obtained from the reduced code by propagating
the colors of the types to their descendants. The encoding of Figure [Il represents
a bit-vector encoding of the Petra hierarchy.

Several known encoding methods compute bit-vector encodings [3, [, T3] [T9].
We enumerate below the strong points of bit-vector encodings:

1. Appropriate for single subtype hierarchies and multiple subtype hierarchies.

2. Economical with space (good compression compared to the binary matrix
encoding).

3. Fast type inclusion tests (constant time for bit-vectors of bounded size)
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Fig. 2. The three different representations of a bit-vector encoding

For a given hierarchy, the smallest bit-vector encodings are very compact
encodings with sizes usually closer to log, (V) bits rather than N bits (where N
is the number of types in the hierarchy). It represents a very important saving
of space in comparison with the binary matrix storage which requires IV bits per
type. Unfortunately finding the minimum size of a bit-vector encoding for a given
hierarchy (a parameter which is also called the 2-dimension of the hierarchy
[2] [16]) is known to be a NP-hard problem [15] and recently it has been shown
that approximating the 2-dimension is equivalent to approximating the optimal
coloration of a graph [13]. A consequence of this result is that there does not
exist an algorithm which approximates the 2-dimension up to a constant factor
unless P=NP. Fortunately, it is possible to propose heuristics that produce very
compact bit-vector encodings for practical cases. It is actually the aim of this
article.

Concerning the speed of the type inclusion tests, checking whether z < y is
equivalent to check whether ¢(z) OR ¢(y) = ¢(y). These are elementary boolean
operations and if we consider that the size of the bit-vectors is bounded (for in-
stance if we known that it can be stored on two machine words), it is a constant
time test (for a discussion about “constant time” tests, see [I7] where several
techniques of tests are presented with their implementation using RISC instruc-
tions).

In this article, we present a new algorithm to compute a near optimal bit-
vector encoding for single subtyping hierarchies. Without loss of generality, we
only consider tree hierarchies which are single subtyping hierarchies with a
root type (a top element). The types with no subtype are called leaves. Such
hierarchies of types often occur in object oriented languages, even in the ones
that allow multiple subtyping. The motivation of this study is to improve the
size bounds for people using the framework of bit-vector encodings. We show
how to take into account the tree structure in order to minimize the encoding
size.

In Section 2l we give a short overview of the previous works dealing with tree
hierarchies. We present bit-vector encoding algorithms as well as other encoding
algorithms for comparison. Our algorithm is described in Section Bl This is a
simple greedy algorithm with no preprocessing step and no setting of parameters
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for optimization. The Section[ evaluates the performances of this algorithm. We
show that we have obtained the optimal balancing strategy for trees. Finding
this optimal balancing was conjectured to be feasible for trees in [0]. As a result,
we have significantly improved the encoding sizes of some benchmarks coming
from [9]. This section contains a comparison of the encoding sizes of known
algorithms on these benchmarks and on generic tree hierarchies (complete trees
and comb trees). We conclude this article in Section [5.

2 Previous Works

Many techniques are known to achieve type inclusion tests for tree hierarchies.
First we must present a well-known encoding called Schubert’s numbering or
Relative Numbering which is optimal in time and space. This algorithm finds
a good numbering of the types. For each type x of the hierarchy, a couple of
integers (I(x),r(x)) are computed as follows: traverse the tree with a Depth
First Search and for each new type increment a counter ¢. When a type x is
first encountered, store ¢ in {(z). When the traversal leaves the type store the
current value of ¢ in r(x). Then a type x is a subtype of a type y if and only if
I(y) <l(z) and r(z) < r(y). In order to store an encoding of N types, we can say
that this encoding uses 2[log,(NN)] bits per type and a type inclusion test just
requires two integer comparisons (constant time comparisons). Figure[3 shows a
example of such an encoding.

8,8) 9,9) (10,10

(3.3) (44) (5.5) (1.1

Fig. 3. Schubert’s numbering (also called Relative Numbering).

Among the studies about tree hierarchies, we also can mention the Cohen’s
algorithm [I1] which proposes constant type tests and uses a matrix N x H of
integers where H is the height of the hierarchy. It represents H x log,(N) bits
per type, it is usually better than the binary matrix method but it still may be
costly in space, especially compared to bit-vector encodings.

Relative Numbering which is used in programming languages such as
MODULA-3, is clearly an optimal encoding for time and space when we deal with
single subtyping hierarchies. However we decided to focuss on bit-vector encod-
ings for this class of hierarchies. Such a study aims at increasing our knowledge
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about bit-vector encodings and developing new heuristics for single subtyping
hierarchies that could be extended later to encode multiple subtyping hierarchies.

One naive method to compute a bit-vector encoding associates with each
type a different index and consider this single color as the reduced bit-vector
encoding. The corresponding encoding after propagation of the colors has size
N where N is the number of types. It needs the same space as the binary matrix
method. The space cost is extremely expensive compared to the near optimal
bit-vector encodings as we will see.

Caseau is the first to have studied bit-vector encodings in the special case
of tree hierarchies [B]. He focussed on a particular class of bit-vector encodings:
those whose reduced encoding have at most one color per type. His method
computes a conflict graph from the hierarchy then colors the graph and finally
computes a bit-vector encoding with the colors used for the graph. His encoding
makes a interesting reuse of colors and he was able to precise the size of its
encoding for tree hierarchies. Let C be a chain xg, 1, ... ,z, of a tree hierarchy
T, he defines the weight of this chain by weight(C) = 3 <<, deg(z;). The size
of Caseau’s encoding of T" is the maximum weight for all the chains of T'. Figure
shows an example of the reduced encoding produced by this method (the chain
of maximum weight is in bold).

In their article [9], Vitek, Krall and Horspool have revisited this approach.
They also construct a conflict graph and compute a bit-vector encoding from a
coloration of this graph. The reduced encoding also has at most one color for each
type, but they start by modifying the initial hierarchy in order to get smaller
bit-vector encodings. They have better results thanks to this preprocessing, but
their algorithm still depends on the performance of coloring algorithms which
determines the size of the encoding. They included the idea of “balancing” the
hierarchy during preprocessing, we will come back to this point in Section [

N

{1.2} {13} {1.4} {2.3} {24} {34}

Fig. 4. The optimal bit-vector encoding for a type and its 6 children

In [19], Caseau, Habib, Nourine and Raynaud went back to the conflict
graph method in order to encode any hierarchy but they proposed to use a
special algorithm if the input appends to be a tree hierarchy. They present an
algorithm especially designed for tree hierarchy. In order to give the size of
their encoding, we have to define a function e¢min(n) which is the minimum
number of colors needed to encode a type with n direct subtypes. It is known
that emin(n) = min{k | 02/2 > n} and it is approximately [logs(n)] (for all
n < 40000, [loga(n)] < emin(n) < [loga(n)]+2) . For instance cmin(6) = 4
as it is shown on Figure @l We redefine a weight function for a chain C by
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weight(C) = 3y <;<, cmin(deg(z;)). The size of their encoding of 7' is the max-
imum of the weight function taken over all the chains of T'. Figure [B] shows such
an encoding. This algorithm is clearly a amelioration of Caseau’s algorithm in
the case of tree hierarchies.

{4,5}

{6} {7} (8} (4,7} {5,6} {5,7}

{1y {2} 3 {13 {1 {2y 3y {1y
Caseau encoding CHNR encoding

Fig. 5. Encodings generated by Caseau’s method and CHNR’s method

The next section presents our algorithm, it is based on two ideas that were
already raised in [3] and [9]: splitting and balancing.

3 The Encoding Algorithm

We present here a new algorithm for computing a very compact bit-vector en-
coding of tree hierarchies. First in order to formalise the “splitting and bal-
ancing” strategies, we introduce a particular class of bit-vector encodings: the
dichotomic encodings. Then we describe our algorithm which compute a com-
pact dichotomic encoding. As we will see in Section Bl it produces the smallest
dichotomic encoding for the input tree hierarchy.

3.1 Dichotomic Encodings

The idea consists in splitting in two parts the initial tree and giving a different
color to the codes of each subtree. By repeating this operation on each part
recursively until each subtree is empty, we are able to produce what we call a
dichotomic encoding.

Let T be a hierarchy with a bit-vector encoding, let z be a color of this
encoding, we will call T}, the set of the elements of 7" which contain z in their
code. We give a recursive definition of a dichotomic encoding .

Definition 1. Let T be a hierarchy, we will say that an encoding of T is di-
chotomic if there exist two elements x and y such that:

— FEvery element of T, with a non empty code, contains either x or y in its
code.
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— The codes of T, minus x form a dichotomic encoding of Ty..
— The codes of T, minus y form a dichotomic encoding of T .

— If T is composed by an unique verter, the empty code is considered as a
dichotomic encoding.

Let us first remark that a dichotomic encoding is equivalent to an embedding
of the hierarchy into a binary tree. We call this technique dichotomic because
we split the tree in two differents parts which can be encoded independently.
Secondly note that there exist many dichotomic encodings for a unique tree. We
will show that our algorithm produces the most compact one.

3.2 The Algorithm

This is a bottom-up greedy algorithm which basically constructs a binary tree
from the input hierarchy T by introducing intermediate nodes (symbolising
“splitting” operations) and it carries weights on the nodes in order to “balance”
this binary tree. The weight of a node s denoted by weight(s) corresponds to
the number of colors necessary to encode the subtree composed of s and its
descendants (this subtree is denoted by T'(s)). The computation of the weights
follows a bottom-up topological order of the hierarchy: we need to calculate the
weights of the children before that of the parent.

At the beginning, only the leaves carry a weight equal to zero. Then, assuming
that all the children of a node s are carrying a weight, three cases can occur.

1. If s has only one child v, the subtree T'(s) needs weight(v) + 1 colors to
be encoded. One color to encode the vertex v and weight(v) to encode the
subtree T'(v).

2. If s has exactly two children u and v such that weight(u) < weight(v), we
encode T'(u) with colors dedicated to T'(v) and we encode vertices u and v
with two news colors. This encoding of T'(s) will use weight(v) + 2 colors.

3. If s has more than two children, to ensure that our method produces the
most compact dichotomic encoding, we will merge the two subtrees T'(u)
and T'(v) whose weights are minimal. We introduce a new node w having
u and v as children. This node w replaces u and v in the list of the chil-
dren of s and with the same method as above we can encode T'(w) with
max(weight(u), weight(v)) + 2 colors.

The algorithm [Mfollows this strategy. It computes a binary tree T’ where the
input tree T is embedded. At the end every node s of T” (the nodes of T and
the new intermediate nodes) has a unique color stored in ¢(s), it corresponds
to the reduced encoding of our bit-vector encoding and the last step consists in
propagating these colors through the hierarchy to obtain the final encoding.
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Algorithm 1: Dichotomic encoding generation for a given tree T'
Data : A tree T
Result: A dichotomic encoding of T'.
begin
Each leaf v is given a weight: weight(v) « 0;
Other vertices are not given any weight;
while There exist a node s without weight such that all his children
have a weight do
if s has a unique child v then
Give to v the color : ¢(v) «— weight(v) + 1;
| Give to s the weight : weight(s) < weight(v) + 1;

if s has exactly 2 children u and v then

Give to u the color : ¢(u) « max(weight(u), weight(v)) + 1;
Give to v the color : ¢(v) «— max(weight(u), weight(v)) + 2;
Give to s the weight :

| weight(s) « max(weight(u), weight(v)) + 2;

if s has more than 3 children then

Choose u and v two children whose weights are minimal;
Introduce a new node w whose children are u and v, and which
is the child of s;

Give to u the color: ¢(u) «— max(weight(u), weight(v)) + 1;
Give to v the color : ¢(v) « max(weight(u), weight(v)) + 2;
Give to w the weight :

weight(w) + max(weight(u), weight(v)) + 2;

1 Let 7" be the tree generated from T, associate to each node s of T'
the following encoding : code(s) = {c(s)|s’ € T' and s’ <7 s};

end

Figure [flshows an execution of Algorithm [I] which generates the tree 7" from
T. Intermediate nodes are in white, the color ¢(s) of a node s is given by an
integer, the integer given between parenthesis corresponds to the weight carried
by the node. The last drawing represents the initial tree with its final bit-vector
encoding (after step

Computing the weight of a node from the weight of its k£ children can be done
in O(k * logak) time by sorting the weights of the children. Algorithm [ can be
implemented in a bottom-up way running in O(nx*logsA) time with O(n) space,
where n is the number of nodes of the tree and A is the maximum degree of a
node of the tree.
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Fig. 6. Initial tree T, the binary tree T” and the final dichotomic encoding com-
puted by algorithm[I]

4 Results

First we will develop in this section the theorical aspects of our results. We
will discuss about optimality and give some bounds for the size of the encoding
computed by our algorithm. We will also study the case of two special shapes
of tree hierarchies. Secondly we will sum up some pratical tests carried out on
class hierarchies of oriented objects languages like Visualworks2 or Digitalk3.

4.1 Theoretical Results

Optimality result. The next theorem garanties that in the framework of “split-
ting and balancing” strategies, our algorithm provides a bit-vector encoding of
optimal size. Vitek and al. conjectured it was feasible in [9].
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Theorem 1. Algorithm [ produces a dichotomic encoding of minimal size.

Proof. Producing a dichotomic encoding of a tree T' is equivalent to embedding
T into a binary tree T”. Then the size of the dichotomic encoding is equal to the
maximal weight of a chain in the binary tree in the sense of Caseau (the weight
of a chain is the sum of the degrees of the nodes of this chain). Moreover we can
associate with each node s of T” a weight which is the maximal weight of a chain
starting from s. This is equivalent to the number of colors encoding the subtree
rooted at s in the dichotomic encoding.

To prove that our algorithm computes the smallest size for a dichotomic
encoding, we just have to prove locally that it makes the best construction for
a level, namely a node with its weighted children.

Suppose that all the children of a node s carry a weight. We are going to
prove that our construction minimizes the weight that will be propagated to the
node s.

1. Consider an embedding of this level into a binary tree BT. We associate
with each node z its height h(x) in BT and each leaf x of BT carries a
weight w(z). The weight of BT, denoted by weight(BT) is the maximum of
w(z) + 2 x h(x) for all the leaves of BT.

2. Suppose that two leaves  and # of BT with the smallest weights w(«)
and w(B) are not “married” (the children of the same node). Then we can
construct another binary tree BT’ embedding the level such that o and 3
are married and weight(BT") < weight(BT). Figure [[ describes this initial
situation. The nodes « and (3 have a first common ancestor which is s’, the
weight a is “married” with the node v and (3 is “married” with the node 4.
The height of the parent of & and ~y (resp. 5 and ¢) from s’ is denoted by h.,
(resp. hs). Now suppose that h, < hs, by inverting ¢ and « we have a new
binary tree BT” such that weight(BT") < weight(BT) (if we had hy > hs,
we would have inverted v and ().

3. Suppose now that we suppress two “married” leaves of BT with weights «
and § and we associate with the new leaf (their common parent) the weight
max(w(a), w(B)) + 2. Then it is clear that this new binary tree BT verifies
weight(BT') = weight(BT).

Given a level with weights on the leaves, consider an embedding BT of min-
imum weight weight(BT). By alternatively using the transformations 2 and 3,
we transform BT into another binary tree BT’ with the same optimal weight
and which is an embedding that can be constructed by Algorithm[I] (and all the
embeddings that can be constructed by Algorithm Mhave the same weight). O

Remark 1. the algorithm does not provide the optimal size of all the bit-vector
encoding (as it will be seen on the generic examples of the next paragraph or
in figure @)). As far as we know, finding polynomially this minimum size remains
an open problem.
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Fig. 7. Transformation of the embedding when h, < hs.

Evaluation for two particular instances of tree hierarchies. Our interest
focusses on two generic examples illustrated by Figure[§ and Figure @ A com-
plete d-tree is a tree hierarchy such that all the nodes have a degree equal to d
and all the chains from the root to the leaves have the same height (see Figure[g]).
A comb d-tree is a tree hierarchy such that all the nodes have a degree equal to
d and the leaves are the children of a unique chain (see Figure[d)). These generic
examples give a good idea of the behaviour of known encoding algorithms. In
Table[T] the encoding sizes of three algorithms are compared: Caseau’s encoding
[B], CHNR’s encoding [T9] (these two methods were mentionned in Section )
and the encoding of algorithm [l The method described in [9] does not appear in
this table because it is not possible to predict the output size. We also give the
number of nodes. In CHNR’s column, the exact value is in fact obtained by re-
placing [log,(d)] by emin(d) but we leave [log,(d)] because it is approximately
the real value. The parameter h is the height of the hierarchy.

|Instance |Number 0fn0des| Caseau’s meth0d| CHNR’s method| Dichotomy |
Complete d-tree|[(d" ™' —1)/(d—1) hxd h x [logad] 2% h * [log2d] |
Comb d- tree (h*xd)+1) hx*d hx [logad]  R(h—1+[log2d])]

Table 1. Comparison of different bit-vector methods (the number of bits per
type in the encoding)

Some bounds on the encoding size. If we look at the examples of the table[I]
our algorithm provides encodings with a size close to log,(IN) bits (where N is
the number of nodes), especially when the height h is smaller than log,(N).
For these cases, the space cost is close to the encoding schemes which minimize
the space storage and are not bit-vector encodings (such as the one presented
in Section [2). The next proposition bounds the encoding size of our algorithm
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Fig. 8. Complete d-tree of height h with d =4 and h = 3.

with usual paramaters of hierarchies. Let T" be a tree hierarchy, the height of T
is denoted by h and the maximal degree of a node of T is denoted by A. The
number of nodes of T is N.

Proposition 1. Let size(T) be the size of the bit-vector encoding generated by
Algorithm [ for T. Then:

max(h, [logy(N)]) < size(T) < 2% h * [logy(A)]

On practical examples, we can expect the size to be far from the upper
bound. We have experimented our algorithm on a set of benchmarks in the next
subsection.

4.2 Practical Results

In order to evaluate the performance of Algorithm [I, it has been applied to
a collection of benchmarks. These benchmarks have been used by Vitek, Krall
and Horspool in [9] and [I7] for the analysis of several hierarchical encoding
algorithms.

The benchmarks that we have used are four examples of hierarchies from
object oriented languages like Smalltalk or C++. These class libraries contain
from 311 to 1956 classes and have a tree structure.

Table[ recapitulates the encoding size that were obtained for each of the four
hierarchies: Visualworks3 (Smalltalk-80), Digitalk3 (Smalltalk-80), NeXTStep
(Objective-C), ET++ (C++). The second column indicates the number of classes
in the hierarchy. The next two columns have been picked up from the article [9].
The “Caseau” column gives the size of a bit-vector encoding obtained with the
method described in [3] for tree hierarchies. The “KVH” column gives the best
results obtained by the heuristics of Vitek and al. [9]. Their heuristics can use
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Fig.9. Comb d-tree of height h with d =4 and h = 8.

different preprocessing steps and different optimization routines. The results pre-
sented here correspond to the best choices in their strategy. We recall that their
heuristics also apply to multiple subtyping hierarchies. The “CHNR” column
presents the improvement of Caseau’s method which was described in [19]. And
the last column gives the size of our bit-vector encoding. Drawings of these hi-
erarchies can be found in the Appendix, with some complements concerning the
format of the benchmarks and our implementation.

|Benchmark |Classes| Caseau’s method|KVH’s method|CHNR ’s method|Dichotomy|

Visualworks2| 1956 420 50 58 32
Digitalk3 1357 325 36 52 29
NeXTStep 311 177 23 28 20
ET++ 371 181 30 41 20

Table 2. Encoding sizes for benchmarks

5 Conclusion

If several types are added to a tree hierarchy deleting its tree structure, then
computing a bit-vector encoding of the new hierarchy from a dichotomic encod-
ing of the old one is a difficult problem when we want to keep minimizing the
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size of the encoding. More generally, dealing with incrementality for bit-vector
encodings remains a difficult problem as far as we know.

However we intend to apply the main routine used in Algorithm [ to encode
multiple subtyping hierarchies: by decomposing the hierarchy into modules, the
algorithm used to compute the weight of a node from the weights of its children
could be used to compute an encoding size of the whole hierarchy from encoding
sizes of its modules, not all the time but for special cases of decomposition. This
could be one application of the dichotomic encoding algorithm.
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Abstract. The effectiveness of garbage collectors and leak detectors in identi-
fying dead objects depends on the “accuracy” of their reachability traversal. Ac-
curacy has two orthogonal dimensions: (i) whether the reachability traversal can
distinguish between pointers and non-pointers (type accuracy), and (ii) whether
the reachability traversal can identify memory locations that will be dereferenced
in the future (liveness accuracy). While prior work has investigated the impor-
tance of type accuracy, there has been little work investigating the importance of
liveness accuracy for garbage collection or leak detection. This paper presents an
experimental study of the importance of liveness on the accuracy of the reacha-
bility traversal. We show that while liveness can significantly improve the effec-
tiveness of a garbage collector or leak detector, the simpler liveness schemes are
largely ineffective. One must analyze globals using an interprocedural analysis to
get significant benefit ]

1 Introduction

Garbage collection (GC), or automatic storage reclamation, has many well-known soft-
ware engineering benefits [29]. First, it eliminates memory management bugs, such as
dangling pointers. Second, unlike explicit deallocation, GC does not compromise mod-
ularity since modules do not need to know the memory management philosophies of
the modules that they use. It is therefore no surprise that even though C and C++ do not
mandate GC as part of the language definition, many C and C++ programmers are now
using it either for reclaiming memory or for leak detection. It is also no surprise that
many newer programming languages (e.g., Java [[14], Modula-3 [21]], SML [20])) require
garbage collection. This increased popularity of garbage collection makes it more im-
portant than ever to fully understand the tradeoffs between different garbage collection
alternatives.

O This work was supported by NSF ITR grant CCR-0085792. Any opinions, findings and con-
clusions or recommendations expressed in this material are the authors’ and do not necessarily
reflect those of the sponsors.

J. Lindskov Knudsen (Ed.): ECOOP 2001, LNCS 2072, pp. 181-206] 2001.
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An ideal garbage collector or leak detector identifies all heap-allocated obj ectd]] that
are not dynamically live. A dynamically-live heap object is one that will be used in the
future of the computation. More operationally, a dynamically-live heap object is one
that can be reached by following pointers that will be dereferenced in the future of
the computation (dynamically-live pointers). In order to retain only dynamically-live
objects, the ideal garbage collector must be able to exactly identify what memory loca-
tions contain dynamically-live pointers. Unfortunately, a real garbage collector or leak
detector has no way of knowing what pointers will be dereferenced in the future; thus
it may use compiler support to identify an approximation to dynamically-live pointers.
The precision of the garbage collector or leak detector in identifying dynamically-live
objects depends on the accuracy of the compiler support.

There are two dimensions to accuracy: the extent to which the compiler information
is able to distinguish pointers from non-pointers (type accuracy) and the extent to which
the compiler information identifies live pointers (liveness accuracy). Prior work [17]
has mostly focused only on type accuracy and liveness accuracy has received only a
little attention in the literature [1]]. In this paper we investigate the effect of different
levels of liveness accuracy; in prior work we investigated the effect of different levels
of type accuracy [[17]. Our approach is to modify a garbage collector (particularly the
Boehm-Demers-Weiser collector [7, O]) to accept and use different combinations of
type and liveness accuracy information.

One way to conduct this study is to implement a large number of accuracy schemes
in a compiler and garbage collector and to compare their performance. However, ac-
curacy schemes are difficult to implement and thus the above mentioned approach
would be infeasible. We therefore take a different approach: we implement the accuracy
schemes as a upper-bound approximation in a highly parameterized run-time analysis.
This approach is easier since at run time we have perfect alias and control-flow infor-
mation. However, our approach is limited in that it gives us only an upper bound on the
usefulness of accuracy schemes and also requires two identical runs of each program.
We do not intend our approach to be used directly for leak detection or garbage collec-
tion: the goal of our approach is to collect experimental results that will help to drive
subsequent work in leak detection and garbage collection.

To increase the applicability of this study, some of our benchmarks use explicit
deallocation while others use garbage collection. Benchmarks in the former group in-
clude many C programs from the SPECInt95 benchmark suite. Benchmarks in the latter
group include Eiffel programs and some C programs that were designed to be used with
a customized or conservative garbage collector.

Our results demonstrate that liveness accuracy significantly improves a garbage col-
lector or leak detector’s ability to identify dead objects. However we also find that sim-
ple liveness analyses (e.g., intraprocedural analysis of local variables [[1]) are largely
ineffective for our benchmark programs. In order to get a significant benefit one must
use a more aggressive liveness analysis that is interprocedural and can analyze global
variables. We also show that our most aggressive liveness analysis is able to identify
small leaks in several of our benchmark programs.

! We use the term object to include any kind of contiguously allocated data record, such as C
structs and arrays as well as objects in the sense of object-oriented programming.
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The remainder of the paper is organized as follows. Section [2| defines terminology
for use in the remainder of the paper. Section [B] further motivates this work. Section
reviews prior work in the area. Section [ describes our experimental methodology and
particularly our liveness analysis. Section[f] presents the experimental results. Section
[7] discusses the usefulness of our approach in debugging garbage collectors and leak
detectors. Section [§] suggests directions for future work and Section [ concludes.

2 Background

A garbage collector or leak detector identifies unreachable objects using a reachabil-
ity traversal starting from local and global variables of the programE All objects not
reached in the reachability traversal are dead and can be freed. In order to identify the
greatest number of dead objects, only live pointers, that is, pointers that will be deref-
erenced in the future, must be traversed. Unfortunately, without prior knowledge of the
future of the computation it is impossible to precisely identify live pointers. Thus, reach-
ability traversals use conservative approximations to the set of live pointers. In other
words, a realistic reachability traversal may treat a non-pointer or a non-live pointer as
a live pointer, and may therefore fail to find all the dead objects. The accuracy of a
reachability traversal refers to its ability to precisely identify live pointers.

There are two dimensions to accuracy: type accuracy and liveness accuracy. Type
accuracy determines whether or not the reachability traversal can distinguish point-
ers from non-pointers. Liveness accuracy determines whether or not the reachability
traversal can identify variables whose value will be dereferenced in the future. Both
dimensions require compiler support.

Figure [1] gives an example of the usefulness of type accuracy. Let’s suppose the
variables hash and ptr hold the same value (bit pattern) at program point ps even though
one is a pointer and the other is an integer. If a reachability traversal is not type accurate
it will find that the object allocated at p, is reachable at point ps since hash “points
to” it. If, instead, the traversal was type accurate, it would not treat hash as a pointer
and could reclaim the object allocated at ps (garbage collection) or report a leak to the
programmer (leak detection).

p1: int hash = hashValue(. . .);
pe: int prr = (int) (malloc(. . .));
p3: (code using xptr)

pa: ptr = null;

Psi ...

Fig. 1. Type accuracy example

% For simplicity, we do not discuss generational collectors which may also do a reachability
traversal starting from selected regions of the heap.
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Figure [J gives an example of the usefulness of liveness accuracy. Let’s suppose
parse returns an abstract syntax tree and that after pg ast holds the only pointer to
the tree. Let’s suppose that the variable ast is not dereferenced at or after program
point pg (in other words, it is dead). A reachability traversal that does not use liveness
information will not detect that the object returned by parse is garbage at program
point pg. On the other hand a reachability traversal that uses liveness information will
find that ast is dead at program point pg and will reclaim the tree returned by parse
(garbage collection) or report it as a leak to the programmer (leak detection).

pe: Tree xast = parse();
p7: CFG xcfg = translate(ast);
ps: (code that does not use ast)

Fig.2. Liveness accuracy example

A major hindrance to both type or liveness accuracy is that they require significant
compiler support. In the case of type accuracy the compiler must preserve type infor-
mation through all the compiler passes and communicate it to the reachability traversal
[12]. In the case of liveness accuracy the compiler must conduct a liveness analysis and
communicate the liveness information to the reachability traversal. Unlike type infor-
mation, a compiler does not need to preserve liveness information through its passes if
the liveness analysis is the last pass before code generation.

3 Motivation

Prior work has focused almost exclusively on one aspect of accuracy — the ability to
distinguish pointers from non-pointers — and has considered liveness only as an af-
terthought. By separating the two aspects of accuracy, we can identify accuracy strate-
gies that are different from any that have been proposed before and are worth explor-
ing. For example, consider the problem of garbage collecting C programs. Prior work
has simply noted that C is unsafe and thus the garbage collector must be conservative
(type-inaccurate). While this is true with respect to the pointer/non-pointer dimension
of accuracy, it is not true with respect to the liveness dimension. A collector for C
and C++ programs which considers all variables with appropriate values to be pointers
would improve (both in efficiency and effectiveness) if it knew which variables were
live; variables that are not live need not be considered as pointers at GC time even if
they appear to be pointers from their value (see example in Figure ).

Table[Tlenumerates a few of the possible variations in each of the two dimensions of
accuracy. If prior work has proposed a particular combination of accuracy, the table also
references some of the relevant prior work. Many papers have proposed the no liveness
information/full type accuracy scheme and so we cite only a few of the relevant papers
in the table.

Even in this incomplete table, five out of nine combinations are unexplored in the lit-
erature. Several of the unexplored combinations have significant potential for advancing
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Table 1. Some variations in the two dimensions of garbage collector accuracy

Level of type accuracy
Level of liveness accuracy None|Partial| Full
None 16] (L0 (31118 28]
Intraprocedural for local vars [T, 20 121271
Interprocedural for local and global vars|| (a) | (b) (©)

the state of the art in leak detection and garbage collection. For example, consider the
combination of interprocedural liveness for local and global variables with the three
possibilities for pointer information (marked (a), (b), and (c) in table). Possibility (a)
will be useful for unsafe languages, such as C, since it will allow even a type-inaccurate
reachability traversal to ignore certain pointers and thus improve both its precision and
efficiency. Possibility (c) will improve over the best type-accurate schemes used for
type-safe languages such as Java and Modula-3 [1,112, 27] since it incorporates liveness
of globals which we expect to be much more useful than liveness for local variables.
Finally, possibility (b) may be useful for either safe or unsafe languages (with some
programmer support).

This paper explores a significant part of the accuracy space in order to better under-
stand the different possibilities for liveness and their usefulness in leak detectors and
garbage collectors.

4 Related Work

In this section we review prior work on comparing different garbage collection alterna-
tives, type and liveness accuracy for compiled languages, and leak detection.

Shaham et al. [23] and Hirzel and Diwan [17] present work that is most relevant to
this paper. Shaham et al. evaluate a conservative garbage collector using a limit study:
They find that the conservative garbage collector is not effective in reclaiming objects
in a timely fashion. However, unlike our work, they do not experimentally determine
how much of this is due to type inaccuracy versus liveness inaccuracy, or which level
of accuracy would make their underlying garbage collector more effective. Hirzel and
Diwan [17] present an investigation of different levels of type accuracy using an ear-
lier version of our framework. They demonstrate that the usefulness of type accuracy
in reclaiming objects depends on the architecture. In particular, type accuracy is more
important for 32-bit architectures than for 64-bit architectures. Hirzel and Diwan in-
vestigate only one dimension of accuracy, namely type accuracy, and ignore liveness
accuracy in their study.

Bartlett [4], Zorn [32], Smith and Morrisett [24], and Agesen et al. [1]] compare dif-
ferent garbage collection alternatives with respect to memory consumption. Bartlett [4]
describes versions of his mostly-copying garbage collector that differ in stack accuracy.
Zorn [132]] compares the Boehm-Demers-Weiser collector to a number of explicit mem-
ory management implementations. Smith and Morrisett [24]] describe a new mostly-
copying garbage collector and compare it to the Boehm-Demers-Weiser collector. All
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these studies focus on the total heap size. Measuring the total heap size is useful for
comparing collectors with the same accuracy, but makes it difficult to tease apart the
effects of fragmentation, allocator data structures, and accuracy. Since we are counting
bytes in reachable objects instead of total heap size, we are able to look at the effects of
garbage collector accuracy in isolation from the other effects. Agesen et al. investigate
the effect of intraprocedural local variable liveness on the number of reachable bytes
after an accurate garbage collection. Besides intraprocedural local-variable liveness we
also consider many other kinds of liveness.

Zorn [32], Smith and Morrisett [24]], and Hicks et al. [16] compare different mem-
ory management schemes with respect to their efficiency. Zorn [31]] looks at the cache
performance of different garbage collectors. We do not look at run-time efficiency but
instead concentrate on the effectiveness of garbage collectors in reclaiming objects.

Boehm and Shao [8]] describe a technique for obtaining type accuracy for heap
objects without compiler support which requires a moderate amount of programmer
support. Boehm and Shao do not report any results for the effectiveness of their scheme.

Diwan et al. [12], Agesen et al. [1], and Stichnoth et al. [25] consider how to per-
form accurate garbage collection in compiled type-safe languages. Diwan et al. [12] de-
scribe how the compiler and run-time system of Modula-3 can support accurate garbage
collection. Agesen et al. [1]] and Stichnoth et al. [25] extend Diwan et al.’s work by in-
corporating liveness into accuracy and allowing garbage collection at all points and not
just safe points. Even though these papers assume type-safe languages, type accuracy
is still difficult to implement especially in the presence of compiler optimizations. Our
work identifies what kinds of accuracy are useful for reclaiming objects, which is im-
portant for deciding what kinds of accuracy to obtain by compiler analysis. Also, our
approach can be used in its current form for identifying leaks in both type-safe and
unsafe languages.

Hastings and Joyce [I15], Dion and Monier [11]], and GreatCircle [13] describe
leak detectors based on the Boehm-Demers-Weiser collector [9]. The Boehm-Demers-
Weiser collector can also be used as a leak detector [7]. Our scheme uses more accurate
information than these detectors and is thus capable of finding more leaks in programs.

S Methodology

One approach to this study is to implement several different levels of accuracy in a com-
piler and communicate this information to a reachability traversal. However, because we
wanted to experiment with many different levels of accuracy the implementation effort
would have been prohibitive since implementing even a single accuracy scheme is a
challenging undertaking [12]. We therefore chose a different tactic.

Our basic approach (Figure[) is to analyze a running program to determine different
levels of type and liveness information. This approach is easier than actually building
several levels of accuracy since at run time we have perfect aliasing and control flow
information. Moreover, at run time we do not have to worry about preserving any in-
formation through later optimization passes. An additional advantage is that we can do
a direct, detailed, and meaningful comparison between the different memory manage-
ment schemes. Section[5.1] describes our methodology for collecting type information,
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and section[5.2]describes our methodology for collecting different levels of liveness in-
formation. Section [5.3 introduces the different accuracy levels that we consider in this
paper. Section [5.4] shows how we compare the effectiveness of reachability traversals
with different levels of accuracy information. Section discusses the limitations of
our approach. Section [5.6] describes and gives relevant statistics about our benchmark
programs.

Type—analysis
library
C Program + _T_ra_cs [ leeness
Library routines Instrumentor Link Run-1 dndlysls

Strength
selection

1
* Type information

I
L ' ------
<
Liveness information
Stubs +
BDW gc

Fig. 3. Framework

5.1 Approach for Type Accuracy

We use the same infrastructure for type accuracy as our previous study on type accuracy
[17] so we describe it only briefly here. We convert our C source programs into the
SUIF representation [26,|30]], instrument the SUIF representation to make calls to a run-
time type-analysis library, link and run the program (Run-1). The type-analysis library
precisely tracks the flow of pointers at run time and determines which locations contain
pointers. At the end of Run-1, the instrumentation outputs type information in the form
of tables that describe which memory locations contain pointers. This information is
similar to compiler output in a real garbage collection system for a type-safe language.

Then, we link the same instrumented program with empty stubs instead of the type
analysis library and with the Boehm-Demers-Weiser (BDW) garbage collector [7]]. We
have modified BDW so that it can use the type information during Run-2. Since memory
addresses of objects may be different in the second run, Run-1 assigns unique identi-
fiers to each heap-allocated object and global variable and uses these identifiers to refer
to objects. Run-1 communicates type-accurate information to Run-2 using location de-
scriptors, which take one of the following forms:

— (global_id, offset): the global variable identified by global_id contains a pointer at
offset.

— (heap-id, offset): the heap allocated object identified by heap_id contains a pointer
at offset.
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— (proc_name, offset): activation records for the procedure identified by proc_name
contain a pointer at offset.

We output the above information for every call and allocation point. We do not
output any information about pointers in registers since we force all variables to live in
memory; registers serve only as scratch space and never contain pointers to objects that
are not also reachable from pointers in memory.

The set-up for type accuracy differs slightly from our earlier work on type accuracy
[17] in a few aspects. We exclude the activation records of the BDW garbage collector
itself from the root set of the reachability traversal. We found and fixed a leak in the
BDW collector. Finally, we force the heap to start at a slightly higher address in Run-2
to minimize interference with the data structures needed by our infrastructure.

5.2 Approach for Liveness

Besides generating type information, Run-1 also outputs a trace of events. We analyze
this trace to obtain liveness information. In addition to type information, Run-2 can also
use the liveness information to improve the precision of its reachability traversals.

Our analysis of the trace mirrors the actions of a traditional backward-flow liveness
analysis in a compiler. Like a traditional data-flow liveness analysis, there are two main
events in our run-time analysis: uses and definitions. Uses, such as pointer dereferences,
make a memory location live at points immediately before the use. Definitions, such as
assignments, make the defined memory location dead just before the definition. The
run-time analysis is parametrized so that it can realistically simulate a range of static
analyses.

Format of the Trace. The trace consists of a sequence of events that are recorded as
the program executes. Table Rldescribes the kinds of events in a trace. The events in the
trace are designed to enable different flavors of liveness analysis.

Some events (such as “assign”) refer to memory locations. The trace represents the
memory locations using location descriptor instances instead of location descriptors as
described in Section[3.1] because we need to distinguish between multiple instances of
a local variable. Each global location descriptor has only one instance but local location
descriptors have multiple instances, one for each invocation of the local variable’s en-
closing procedure. Each local location descriptor instance, besides identifying its loca-
tion descriptor, has an attribute, Home, which identifies the activation record for which
the instance was created. Section 5.2] demonstrates how maintaining location descriptor
instances avoids imprecision in analyzing recursive calls.

Basic Algorithm. To obtain liveness information, we perform an analysis on the event
trace. In a nutshell, we read the sequence of events in reverse order and keep track of
which locations are live at any point during program execution. This approach reflects
the fact that liveness of pointers depends on the future, not the past, of the computation.

Our algorithm maintains two data structures: currentlyLive and resultingLiveness.
For each location descriptor instance ¢, currentlyLive(() indicates whether it is live at
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Table 2. Trace events

|Event |Example |Descripti0n |

assign(lhs,rhsi, ..., rhsy)|x =y + z |Assignment to location Ilhs from the locations
rhsi ...rhsy,. Used to represent normal assignments,
parameter passing, and assignment of return value of a
call.

use(rhs) ...*x ... |Use of location rhs. A pointer dereference is a use.
Also passing a parameter to an external function is a
use of the parameter.

call() ~f(...) |Callto a procedure.

return() —f(...) |Return from a procedure. (For a longjmp, we generate
several return-events.)

allocation(p) malloc(. . .)|Allocation of heap object number p (numbered con-
secutively since program startup).

the current point in the analysis. In other words, as the analysis processes the trace
events in reverse order, it keeps track of what is live at any given point of the original
execution of the benchmark. The resultingLiveness data structure maintains liveness
information that will be output at the end of the program. When the liveness analysis

finishes, for a stack location descriptor s, resultingLiveness(s) = {cs1,...,csp} is the
set of call sites where s is live, and for a global location descriptor g, resultingLive-
ness(g) = {p1,...,pm} is the set of dynamic calls to malloc where g is live (these

include the points where we do reachability traversals in Run-2). We use stack location
descriptors rather than stack location descriptor instances in resultingLiveness to keep
the output of the analysis manageable. Note that we output more precise information for
globals than for stack variables since maintaining such detailed information for stack
locations was infeasible.

As the liveness analysis is processing the trace, it also also tracks the call point at
which each active procedure is stopped. For instance, if procedure p calls ¢, within the
body of ¢ the stopping point for the activation record of p will be the call to ¢ within
p. Given location description instance x, HomeCS(z) gives the stopping point of the
Home activation record of .

Our analysis never directly reads the currentlyLive flags, but instead uses the func-
tion isLive, which defaults to

proc isLive({) { return currentlyLive(?); }

In Section[3.2], we describe how isLive helps to obtain selective liveness.

Table (3 gives the actions that the liveness analysis performs on each event. The
actions for assign and use are similar to the corresponding transfer functions that a
compile-time liveness analysis would use. The actions for call are, however, more com-
plex, and we motivate and describe them in Section[5.2]

Our algorithm works by keeping the currentlyLive flags up-to-date for all locations
£. The intuition here is that £ must be live prior to any potential dereference of the value
it contains; i.e., a use, assign to another live location, or call of an external function that
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sees /. When the analysis has completed, it outputs each location descriptor along with
its resultingLiveness.

Table 3. Liveness analysis

|Event |Action |

assign(lhs, rhsi, ... ,rhsy)|If isLive(lhs) = true, then make currentlyLive(rhsi),...,
currentlyLive(rhsy ) true. If none of the rhs; is the same as the lhs,
make currentlyLive false for lhs.

use(rhs) Make currentlyLive true for the location descriptor instance rhs.
call() If this is an external call, for each externally visible location ¢,
make currentlyLive({) true. Then, for each stack location descrip-
tor instance s with isLive(s) = true, add HomeCS(s) to the result-
ingLiveness of s’s location descriptor.

return() Initialize data structures (such as ones that record the stopping
points).
allocation(p) For each global location ¢ with isLive({) = true, add the dynamic

program point p to the resultingLiveness of £.

Analyzing Call Events. To understand the reason for the complexity in analyzing calls,
consider the a run of the code segment in Figure[d where f calls itself recursively just
once. Consider the most recent invocation of f (which must be in the else branch, since
in this example, f recurses just once). The expression *xb dereferences the variable ¢
but from the previous call to f. Thus, ¢ from the previous invocation of f is live at the
recursive call to f. However, even though xxb dereferences c, it does not dereference
the most recent instance of ¢ and thus, c is not live at the call to g. Calls are the most
complex to analyze since that’s where we handle such situations precisely.

int a;
int xxb;
void f(){
int xc; /* uninitialized */
if(. . ){
b=&c;
f0O;
else{
*b = &a;
90); /* call site cg */
Lookkb L

Fig.4. Recursive call example
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The intuition for how we handle calls is as follows. The liveness analysis maintains
the currentlyLive flags for all location descriptor instances based on the actions in Table
Bl When the liveness analysis encounters a call event, it updates the resultingLiveness
of all stack instances that are live at that call. To update the resultingLiveness for a live
instance x, it adds HomeCS(x) to resultingLiveness(x). In other words, call events are
the points where we summarize the information in isLive into resultingLiveness.

Let’s consider what happens when we apply our method to the execution of the code
in Figure[dl As before, consider a run of the code in where f calls itself recursively just
once. Table B]shows an event trace (in reverse order) of the above program along with
the actions our liveness analysis will take. For some events (such as returns) we do not
list any actions since these events serve to simply initialize auxiliary data structures.
During the trace generation we create two instances of the location descriptor for local
variable c: ¢y for the first call to f and cs for the second call to f. Note however that
our algorithm adds to the resultingLiveness of c on behalf of ¢; and not on behalf of cs.
This is correct and precise since cs is not dereferenced (or assigned to a variable that is
dereferenced) in this run.

Table 4. Processing a trace of the example program

|Event |Comment [|Analysis action
11: return() |outer f returns
10: return() inner f returns to outer f
9: use(b) deref of b currentlyLive(b) < true
8: use(c1) deref of *b = ¢; currentlyLive(c1) < true
7: return() g returns to inner f
6: call() inner f calls g add HomeCS(c1) to resultingLiveness(c)
5: use(b) deref of b currentlyLive(b) < true
4: assign(cy) assignto xb = ¢1  ||currentlyLive(cq) < false
else-part in inner f
call() outer f calls inner f no locals live, nothing happens!
2: assign(b) assign to b currentlyLive(b) < false
then-part in outer f
1: call() call to outer f

Selective Liveness. We consider three dimensions that determine the precision of live-
ness: (i) the region of memory for which we have liveness information (stack, heap, and
globals), (ii) whether we compute liveness only for scalar variables or also for record
fields and array elements (i.e., aggregates), and (iii) whether we compute liveness infor-
mation intraprocedurally or interprocedurally. We now describe how we vary the above
dimensions in the algorithm from Section[5.2]

By changing the implementation of isLive we can select the precision level of the
first two dimensions. For example, suppose we wish to compute liveness information
for scalars in the stack, then we use the implementation of isLive in Figure Bl In other
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words, for those regions of memory and kinds of variables where we do not want live-
ness information, we assume they are always live.

proc isLive(¢){
if(¢ € Stack and ¢ € ScalarVars)
then return currentlyLive({);
else return true;

}

Fig.5. isLive when computing liveness for scalars in stack

By changing what calls are to external routines we can select the precision of the
third dimension. For example, if we wish to mimic intraprocedural analysis then we
consider all calls as being to external routines. The action for the call()-event in Table[3]
will therefore make all externally visible locations (heap locations, global locations, or
stack locations whose address gets taken) live at all calls. For interprocedural analysis
all calls are to non-external routines. We handle library routines by providing stubs that
mimic their behavior.

5.3 Accuracy Levels in This Paper

Table 5. Schemes evaluated

Area of memory
Stack  |Stack+Globals
No type accuracy
None (N,N) |(N,N)
Intraprocedural scalars|(N, i594) [(N, i icga'ar)
Intraprocedural all (N, (N, )
Interprocedural scalars|(N, IS4 (N, T scal5‘”)
Interprocedural all  |(N, I*1)  [(N, 1)
With type accuracy
None (T,N) (T,N)
Intraprocedural scalars| (7T, bL“1‘“) (T, ;‘;I"r)
Intraprocedural all (T, (T, ;‘g)
Interprocedural scalars|(T", I3 (T, [;;"1‘“)
Interprocedural all (T, 1 (1, 1%

Table [l gives the schemes that we evaluate in this paper along with abbreviations
for the schemes. The first part of the table lists schemes that do not include type accu-
racy but may include liveness accuracy. The second part of the table lists schemes that
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include type accuracy and may also include liveness. The entries in the table are pairs,
the first element of which gives the level of type accuracy ((N,-) are schemes with
no type accuracy and (7', -) are schemes with type accuracy) and the second element
gives the level of liveness accuracy. The “intraprocedural” configurations (-, ;) assume
the worst case for all externally visible variables (globals and locals whose address
has been taken) while the “interprocedural” configurations (-, I") analyze across proce-
dure boundaries for externally visible variables. The “scalars” (-, -*43") configurations
compute liveness information only for scalar variables whereas the “all” (-, -2") configu-
rations compute it for all scalar variables, record fields, and array elements. The “stack”
configurations (-, -;) compute liveness information only for stack variables whereas the
“stack and globals” (-, -;,) configurations compute it for locations on the stack and for
statically allocated variables. While the abbreviations from Table [3] identify accuracy
levels, we will sometimes use them to mean the number of bytes occupied by reachable
objects when using that accuracy level.

ideal

(T, L)
(N,I%)

(N, 15 )

explicit

none

Fig. 6. Memory Management Schemes. Each node in this graph is a memory manage-
ment scheme. An edge indicates that the scheme with the lower vertical position is
strictly weaker than the scheme with the higher vertical position.

Figure[6 presents accuracy schemes organized as a lattice. The order is by strength,
with the strongest scheme at the top and the weakest scheme at the bottom.

Note that we decided not to look at liveness for the heap. To see why, let us first
imagine what it would mean in our context. Let (heap_id, offset) be a heap location. If
we had heap-accurate liveness for aggregates, we might for example know that even
though the heap object heap_id contains a pointer at offset, that pointer will not be used
in the future. But getting this information poses at least two challenges. First, in order to
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compute heap liveness we need a precise pointer analysis which is often prohibitively
expensive. Second, how to communicate the heap liveness information to the garbage
collector? A precise pointer analysis may create many instances of each allocation site
and the information may therefore get to be very large. With our trace-based approach,
we could of course have obtained heap liveness information, but given the difficulty of
obtaining it at compile time, our results would have been a very loose upper bound.
Thus, we omitted a study of heap liveness for this paper.

5.4 Measurement Methodology

To collect our numbers, we execute Run-2 multiple times for each benchmark, once for
each liveness scheme. To facilitate comparison of the different accuracy schemes, we
trigger the reachability traversal at the same time for each level of accuracy. For this
study we trigger a reachability traversal every A/n bytes of allocation where A is the
total allocation throughout the benchmark run and n = 50. Thus for each program and
accuracy scheme we end up with a vector of approximately 50 numbers representing the
reachable bytes found at each traversal. To compare two liveness schemes, we simply
subtract their vectors to determine how they compare at each traversal. The numbers we
present in Section [6]are typically averages computed over the difference vectors.

Here is an example for our metric, where for simplicity we assume n = 3. Let
the conservative garbage collector (N, N') encounter (100, 200,200) bytes in reach-
able heap objects after its three collections. Let our strongest liveness scheme (N, I §2)
encounter (100,180, 160) bytes in reachable heap objects after its three collections.

_ all _ all _ all
We write avggL(N’N) (NoTe0) 1o mean L [ Y=V Ligh +...+ W N)n = (NoTog)m )">

b}

(N,N) n (N,N)y (N,N),
which is % (10%0100 + 2002601 80 4 20026(}60) = 10% in our concrete example. In other
words, with strong liveness accuracy, the heap would on average be 10% smaller after
garbage collections.

An alternative metric is to measure the heap size (including fragmentation and GC
data structures) or the process footprint instead of bytes in reachable heap objects. These
are useful metrics but unfortunately not ones we can measure easily in our infrastruc-
ture since our instrumentation and extensions to the Boehm-Demers-Weiser collector

increase the memory requirements of the host program.

5.5 Limitations

The two main limitations of our approach are: (i) it is a limit study and thus not guar-
anteed to expose the realizable potential of liveness, and (ii) our instrumentation may
perturb program behavior and thus, we could suffer from Heisenberg’s uncertainty prin-
ciple.

Our results are an upper bound on the usefulness of liveness information because
our analysis has perfect alias information, and because a location may not be live in a
particular run, even though there exists a run where it is live. To reduce the possibility
of having large errors of this sort, we ran a selection of our benchmarks on multiple
inputs and compared the results across the inputs. Section [6.3] presents these results.
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Also, we spent significant time manually inspecting the output of our liveness analysis
when it yielded a significant benefit. While our manual inspection was not exhaustive
(or anywhere close), we found no situations where our liveness analysis’ results were
specific only to a particular run.

The methodology that we use to obtain our data influences the results itself because
we force all local variables to live on the stack, even when they could otherwise have
been allocated in registers. Register allocation in a conventional compiler may use its
own liveness analysis and may reuse the register assigned to a variable if that variable is
dead. Thus, at garbage collection time the dead pointer is not around anymore. In other
words, the compiler is passing liveness information to the garbage collector implicitly
by modifying the code rather than explicitly. Since register allocators typically use only
intraprocedural liveness analysis of scalars, this effect is likely to be strictly weaker than
our intraprocedural liveness scheme for scalars on the stack.

5.6 Benchmarks

We used three criteria to select our benchmark programs. First, we picked benchmarks
that performed significant heap allocation. Second, we picked benchmarks that we
thought would demonstrate the difference between accurate and inaccurate garbage col-
lection. For example, we picked anagram since it uses bit vectors which may end up
looking like pointers to a conservative garbage collector. Third, we included a number
of object-oriented benchmarks.

Table[@ describes our benchmark programs. Lang. gives the source language of the
benchmark programs. Lines gives the number of lines in the source code of the program
(including comments and blank lines). Total alloc. gives the number of bytes allocated
throughout the execution of the program. Two of our benchmarks, gctest and gctest3,
are designed to test garbage collectors [4, 5]]. These benchmarks both allocate and cre-
ate garbage at a rapid rate. The original version of these programs contained explicit
calls to the garbage collector. We removed these calls to allow garbage collection to
be automatically invoked. The benchmarks bshift, erbt, ebignum, and gegrep are Eiffel
programs that we translated into C with the GNU Eiffel compiler SmallEiffel. We used
the option -no_gc and linked the generated C code up with our collector. Likewise, we
disabled the garbage collector included in the Lisp interpreter /i from the SPECInt95
benchmark suite to use our collector instead. The remaining programs use standard C
allocation and deallocation to manage memory. We conducted all our experiments on a
AMD Athlon workstation.

Due to the prohibitive cost of our analyses,E] we had to pick relatively short runs
for most of the programs. However, for those programs where we were able to do both
shorter and longer runs, we found little difference between the two runs as far as our
results are concerned.

? Some of these benchmarks take over 24 hours on a 850 MHz Athlon with 512MB of memory
to run all the configurations.
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Table 6. Benchmarks

|Na1ne ||Lang,| Lines|Tota1 alloc.|Main data structures |Work10ad

Programs written with gc in mind:

getest3 ||C 85| 2200004 |lists and arrays loop to 20,000

getest  ||C 196 1123 180|lists and trees only repeat 5 in listtest2

bshift ||Eiffel| 350 28 700|dlists scales 2 through 7

erbt Eiffel| 927| 222 300|red-black trees 50 trees with 500 nodes each
ebignum||(Eiffel| 3137 109 548|arrays twice the included test-stub

li C 7597 9030 872|cons cells nqueens.lsp,n=7

gegrep ||Eiffel |17 185 106 392|DFAs ' [A-Za-z]+\-[A-Za-z]+' t

Programs with explicit deallocation:

anagram ||C 647| 259 512|lists and bitfields words < input.in

ks C 782 7920|D-arrays and lists  |KL-2.in

ft C 2156| 166 832|graphs 1000 2000

yacr2 C 3979 41 380|arrays and structures|input4 . in

bc C 7308|12 382 400 |abstract syntax trees |find primes smaller 500

gzip C 8163 14 180|{Huffman trees -d texinfo.tex.gz

ijpeg C 31211 148 664|various image repn. |testinput.ppm -GO
6 Results

We now present experimental results to answer the following questions about the use-
fulness of liveness for garbage collection and leak detection:

. Does liveness enable us to identify more garbage objects?

. How does liveness accuracy compare to type accuracy in reclaiming objects?

. How powerful should a liveness analysis be before it is useful?

. Do our more powerful liveness schemes allow us to find more memory leaks in our
benchmarks?

B W=

Sections[6.1] [6.2] [6.3] and[A.4] present results to answer the above questions. Section
[6.3] validates our methodology. Section 6.6 discusses the implications of our results for
garbage collectors and leak detectors. Finally, Section [6.7 summarizes our results.

6.1 Usefulness of Liveness

In this section we consider whether liveness enables the reachability traversal to de-
tect more of the dead objects as compared to a reachability traversal that does not use
liveness information. Table [Zl compares our strongest liveness scheme, (N, Igg), to no
liveness, (IV, N). To make this and other tables in this paper easier to read, we leave all
zero entries blank. Note that there are still some “0” entries in the table: these entries
represent values that are less than 1% but not zero.

The first column of Table[]] gives the benchmark program. The second column gives
the additional unreachable bytes that (NN, I2)) identifies over (N, N) as a percent of
the bytes that (IV, N) identifies as reachable. The data in this column is an average



On the Usefulness of Liveness for Garbage Collection and Leak Detection 197

over the data collected at each of the reachability traversals. A non-empty cell in this

column means that (N, I2)) identified more unreachable bytes than (N, N'). An empty

cell in this column means that (N, N') performed as well as (N, I%}). The third column

gives an indication of the increased memory requirement of (N, N) over (N, I21): it
compares the maximum number of bytes that are reachable with the two schemes as a
percent of the maximum number of bytes that are reachable with (N, V). The fourth
column gives the percent of reachability traversals after which (V, I;‘g) retained fewer
objects than (N, N). Recall that we trigger reachability traversals approximately 50
times for each benchmark run (Section 3.4). A non-empty cell in this column means

that at some traversals (N, %)) identified more unreachable bytes than (N, N).

Table 7. Usefulness of liveness

Benchmarklavg 220 (A0 | X B 5 el diffepen
getest3 0 0 79
gctest

bshift 42 23 04
erbt 19 6 98
ebignum 13 18 87
li 0 3
gegrep 59 43 08
anagram

ks

ft

yacr2 21 15 )
be 2 0 98
gzip 11 17 50
ijpeg 1 20

From Table [7l we see that (N, I ;‘2) benefits 10 out of our 14 benchmark programs.
For two of the programs (gctest3 and /i) the improvement due to liveness is small. For
six of the programs (bshift, erbt, ebignum, gegrep, yacr2, and gzip) liveness reduces the
maximum number of reachable bytes by up to 43%. From the fourth column we see that
several of the programs leak memory for most of the execution (i.e., the leaks, on aver-
age, are not short lived). Thus from these numbers we conclude that liveness (at least in
its most aggressive form) has the potential to significantly improve the effectiveness of
garbage collectors and leak detectors.

6.2 Liveness versus Type Accuracy

In this section we investigate the individual and cumulative benefits of type and liveness
accuracy. Table [8l compares reachability traversals using type accuracy only ((T', N)),

liveness accuracy only ((NV, I gg)), and both type accuracy and the best liveness accuracy
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(i jg)) The columns of this table present the difference between the bytes retained
by (N, N) and the bytes retained by (7, N), (N, I%}), and (T, I%)) as a percent of the
bytes retained by (N, N). As with Table [7] the data in Table [8] is an average across
all the reachability traversals in a program run. Column 3 of this table is the same as

Column 2 of Table[7l

Table 8. Liveness and type accuracy. All benchmarks that see no benefit from liveness

or type accuracy are omitted.

Benchmark|avg (N’](\[K,’_]\(g’m %|avg (N’N()N_’(]\,A;’Iglgl) % |avg 7(]\]’]\[()1\,_’%’]32) %
gctest3 0 0
bshift 42 42
erbt 19 19
ebignum 0 13 13
li 0 0
gegrep 59 59
yacr2 21 21
be 2 2
gzip 1 11 12
ijpeg 1 1 1

From Table [§] we see that just adding type information to a reachability traversal
yields relatively modest improvements for these benchmark runs (though type accuracy
may yield greater benefits on other architectures [[17]). In comparison there is a signifi-
cant benefit to using liveness information in a reachability traversal. From Column 4 we
see that there is little benefit to adding type information to liveness for identifying dead
objects. In other words, the information that the aggressive liveness analysis computes
is sufficient for identifying live pointers. There may, however, be performance benefits
to type information since a type-accurate collector can compact reachable memory and
thus affect its memory system behavior.

6.3 Strength of Liveness Analysis

In this section we investigate the usefulness of different levels of liveness. Since more
precise liveness information is more difficult to implement and expensive to compute, it
is important to determine the point of diminishing return for liveness. Table Q] gives the
impact of the precision of liveness information on the reachability traversal’s ability to
identify dead objects. Table[@ is divided into two parts: Stack liveness presents the data
when we compute liveness only for variables on the stack and Stack and global live-
ness presents the data when we compute liveness for variables on the stack and global
variables. Each part has three columns. The first column of each part is the baseline:
it shows the benefit of computing simple liveness (i.e., only for scalar variables and
using an intraprocedural analysis). We compute the first column of each section in the
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same manner as the columns of Table [8] The second and third columns of each section
indicate how the value in the first column would increase if we used interprocedural
liveness and computed liveness for elements of aggregate variables (i.e., record fields
and array elements). There was no benefit to analyzing aggregates in an intraprocedural
analysis of stack or global variables and thus we omitted those columns from the table.

Table 9. Varying the strength of the liveness analysis. Columns 2 and 5 (baseline)
give the benefit of intraprocedural liveness of scalars for stack and globals. Columns
3,4, 6, and 7 give the additional benefit of interprocedural analysis and analysis of
aggregates over their corresponding baselines. All benchmarks that see benefit from
neither liveness nor type accuracy are omitted.

Program Stack liveness Stack and global liveness
avg%%?cmr)% +1P|4+1P+aggr avg%% +1P|+IP+aggr
gctest3 0 0
bshift 0 0| 3 42
erbt 1 19
ebignum 13| 0 0 13 0 0
li 0 0
gegrep o 9 9 0| 23 58
yacr2 0 11 20 20
bc 0 0] 1 2
gzip 11 11 11 11
ijpeg 1 1

From Table Q] we see that there is little or no benefit from adding intraprocedural
stack liveness for our benchmarks. This is consistent with behavior observed by Agesen
et al. [1]]. Indeed, until we do an interprocedural analysis we get almost no benefit
from stack liveness. Note that once we have added interprocedural liveness, analyzing
aggregates helps only slightly. Thus, if one is implementing only a stack analysis, then
the best bet is to implement an interprocedural liveness analysis and not bother with
analyzing non-scalars.

The majority of the benefit of liveness analysis comes from analyzing global vari-
ables (see second set of columns in Table B)). The relative importance of local and global
variable liveness is not too surprising: unlike local variables, global variables are around
for the entire lifetime of the program and thus a dead pointer in a global variable will
have a much bigger impact on reachability traversal than a dead pointer in a (relatively
short lived) local variable. However, even for global variables, liveness analysis yields
little benefit unless the liveness analysis is interprocedural. The cumulative impact of
adding aggregate and interprocedural analysis is greater than the sum of the parts. For
example, in benchmark bshift the benefit of interprocedural analysis is 3% and the ben-
efit of analyzing aggregates is 0%, but the benefit of adding both is 42%.
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Figure[Zlillustrates how the combined effect of analyzing aggregates and interproce-
dural analysis is greater than the sum of their parts. In this example s is a global record.
Assume for this example that the fields of s are used consistently with their types. If
we analyze procedure f using an interprocedural analysis without aggregates then we
would have to conclude that the two fields of s may contain pointers at the call to g
since the analysis is conservative about record fields. If we analyze procedure f using
an intraprocedural liveness analysis that analyzes aggregates then once again we would
have to conclude that the fields of s may contain live pointers at the call to g since the
intraprocedural analysis assumes the worst case for calls. Only when we analyze proce-
dure f using an interprocedural liveness analysis that analyzes aggregates are we able
to determine that the fields of s do not contain pointers.

var s : record ¢ : ref int; j : ref int; end
proc f()

call g()

Fig. 7. Example of the synergy between analyzing aggregates and doing interprocedural
analysis

To summarize, Figure [§] shows both the theoretical (Figure[8(a)) and experimental
(Figure [8(b)) relationship between the different liveness analyses. Figure [8(a) is the
segment of Figure [f] that contains the liveness accurate memory management schemes.
Figure[8[b) is the same graph, but with a different interpretation of vertical position. For
each scheme S in (b), the vertical position corresponds to the metric avg%%,
which is explained in Section[5.4] The horizontal lines in FigureB(b) connect accuracy
schemes that differ in strength only theoretically but not in our experiments.

6.4 Effectiveness in Finding Leaks

The previous sections shed light on the impact of different kinds of liveness informa-
tion on garbage reclamation or leak detection. In this section we discuss whether or not
liveness was able to identify leaks in any of our benchmark programs. We define a leak
as an object that is never deallocated by the original program but could have been deal-
located before the program ended. This is a rather weak notion of leaks, however, since
it does not incorporate timeliness of deallocation. For example, if an object becomes
useless early in the program and is not explicitly deallocated till much later it would not
qualify as a leak under our definition.

Of our seven benchmarks that use explicit deallocation (anagram, ks, ft, yacr2, bc,
gzip, and ijpeg) (N, I ;‘2) found leaks in yacr2, bc, and ijpeg. Of these, the leaks in bc
and ijpeg are an insignificant percentage of total allocation (less than 1%). The leak in
yacr2 however is significant and accounts for 60% of total allocation (i.e., 60% of of the
space is leakage). Since yacr2 does only a modest amount of total allocation in our run,
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a leak of 60% is not as critical as it sounds. However, it is important to keep in mind
that most of the benchmarks we used (particularly the C codes) are well-established
and well-studied programs; thus it would have been surprising to find significant leaks
in them.

A (N,N)-S (N [au)
13 | v v , Isg
NETN N P

12 (N’I2g) (N,l?;l,rl (N’Igga]ar)

11 ‘
N’I;m]ar )
10 |
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N, I;cular )
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Fig. 8. Theoretical (a) and experimental (b) liveness strength.
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6.5 Validation of Our Methodology

Our approach extracts liveness information from a single run of the program and thus
it is possible that the liveness information is specific only to that run. In this section we
consider how the liveness information varies across runs. A high variation means that
our methodology is computing loose upper bounds and thus is severely limited in its
usefulness.

To investigate the variation across runs, we ran three benchmarks with a different
input and compared the results to our previous runs. If a stack or global location had a
different liveness at any point in the two runs we counted that location as “different”.
Table[I0lgives the stack and global locations that are different as a percent of total stack
and global locations when using (IV, I;‘g) The results for other levels of accuracy are
similar or better. As with our other tables, we leave the “0” entries blank; 0.0 in this
table means that the value is smaller than 0.1% but not 0.

Table 10. Number of stack and global locations that are different as a percent of total
static stack and global locations

Stack Global
Benchmark Count|% different Count|% different
gegrep 30484 0.7(48717 0.0
yacr2 586 27| 384
gzip 2075 1.3(84158 2.2

From Table [[0]we see that there is little difference between the liveness information
for our two runs. We also measured the effectiveness of different levels of accuracy in
identifying dead objects (similarly to Table[7). We found that the results were identical
for the two runs in terms of the relative usefulness of the different accuracy schemes.
The number of bytes that each liveness scheme was able to identify as dead was of
course different between the two runs. Thus, it is likely that our run-time methodology
is computing a tight upper bound.

6.6 Implications for Leak Detection and GC

Our results demonstrate that a liveness-accurate reachability traversal will find many
more dead bytes than one that is not liveness accurate even if it is type accurate. Par-
ticularly, even garbage collectors and leak detectors written for unsafe programs can be
much more effective with strong liveness information.

A significant advantage of liveness accuracy over type accuracy is that it is more
widely applicable since it does not require a compiler to propagate liveness informa-
tion across its optimization passes and also it does not require type-safe languages. One
could even imagine using it to null out pointers in the source code instead of commu-
nicating it to the garbage collector in form of tables. Yet the benefits (in reclaiming
objects) of liveness information are even greater than the benefits of type information.
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Thus, we believe that a liveness analysis deserves to become an integral part of garbage
collectors and leak detectors.

6.7 Summary of Results

Our results demonstrate that while liveness accuracy significantly improves a reacha-
bility traversal’s ability to identify dead objects, the simpler liveness analyses are rarely
useful. For liveness accuracy to have a significant impact, the liveness analysis must
analyze both local and global variables and use an interprocedural analysis. Adding
analysis of aggregate variables further improves interprocedural liveness of local and
global variables but has no impact on intraprocedural liveness.

7 Experiences

Besides demonstrating that certain kinds of liveness can be valuable in identifying dead
objects, our experiments also had an unexpected side effect: they enabled us to identify
leaks in the BDW collector [[7]. The BDW collector is a mature and extremely useful
tool that has been used heavily by a large user community for over 10 years and there
are even commercial leak detection products that are based on this collector [[L1]. Thus
we were surprised to find any leaks in this collector. Our experience leads us to believe
that experiments such as ours may be valuable to implementors of garbage collectors
and leak detectors in fine tuning their systems.

Broadly speaking there are two kinds of bugs in a garbage collector or leak detector:
(i) it can incorrectly identify a live object as dead and (ii) it can fail to identify a dead
object. The existence of a bug of the first kind, particularly in a garbage collector, will
probably be exposed quickly since freeing a live object will cause the program to exhibit
unexpected behavior or to crash. The existence of a bug of the second kind is much
harder to detect since it does not cause the program to crash: it just causes the program
to use more memory. Since most programmers treat a garbage collector as a black box,
they will not realize if the leak is due to a bug in the garbage collector or if it is due to
an unfortunate pointer in their own code. All bugs we found in the BDW collector were
of the second kind.

How did our experiments help us in finding leaks in the BDW collector? We ex-
perimented with a wide range of variations in the BDW collector, some of which minor
(such as intraprocedural liveness of local scalar variables) and some of which significant
(such as ones involving interprocedural analysis). We discovered the leaks when we saw
behavior in one of our variations that did not make sense. For instance, in one case we
found that incorporating intraprocedural liveness of global and local variables found
many more dead objects than intraprocedural liveness for just local variables. When we
tried to imagine how such a situation could happen we ended up with contrived exam-
ples which seemed unlikely to appear in real programs. Thus, we investigated further
and found the source of the problem: the BDW collector was mistakenly using some of
its own global variables as roots. When we provided liveness information for globals
to the BDW collector it circumvented BDW’s mechanism for finding roots in global
variables and thus avoided this problem.
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To summarize, garbage collectors and leak detectors are notoriously hard to write
and debug. Our experimental methodology provides implementors of these tools with
an additional mechanism for identifying potential performance problems.

8 Future Work

Our work demonstrates that while liveness is useful for both garbage collection and
leak detection our method is not practical for real-world applications since it requires
two identical runs. To remedy this we are working on a compiler support for computing
liveness information that obviates the need for two runs at the loss of some precision.
We expect that this will not only result in a reachability traversal that users can use
for leak detection or garbage collection but it will also allow us to run much larger
experiments with liveness. The results in this paper will guide us in determining what
kinds of compiler analyses to build in order to improve the effectiveness of reachability
traversals.

A limitation of our current infrastructure is that it can handle only C programs or
programs that can be converted into C. Given that Java is the current mainstream lan-
guage that uses garbage collection it would be worthwhile to repeat a similar set of
experiments for Java programs. Java programs may behave quite differently from C or
Eiffel programs and thus the results may be different for Java programs. We tried using
Toba [22] to translate Java programs to C and then use them as benchmarks for this
study. Unfortunately the C code that Toba generates even for tiny applications is too
large for our infrastructure (since it includes not just the user program but also the Java
standard libraries). We are now moving our analysis infrastructure to the Jalapefio JVM
[2] which will allow us to experiment with Java programs.

9 Conclusions

We describe a detailed investigation of the impact of liveness and type accuracy on the
effectiveness of garbage collectors and leak detectors. By separating the two dimensions
of accuracy—type accuracy and liveness accuracy—we are able to identify interesting
new accuracy schemes that have not been investigated in the literature. We use a novel
methodology that uses a trace-based analysis to enable us to easily experiment with a
wide range of liveness schemes.

Our experiments reveal that liveness can have a significant impact on the ability
of a garbage collector or leak detector in identifying dead objects. However, we show
that the simple liveness schemes are largely ineffective: we need to use an aggressive
liveness scheme that incorporates interprocedural analysis of global variables before we
see a significant benefit. Our aggressive liveness schemes are also able to find memory
leaks in our suite of well-studied benchmarks.
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Abstract. Automatic storage reclamation via reference counting has important
advantages, but has always suffered from a major weakness due to its inability to
reclaim cyclic data structures.

We describe a novel cycle collection algorithm that is both concurrent — it is
capable of collecting garbage even in the presence of simultaneous mutation —
and localized — it never needs to perform a global search of the entire data space.
We describe our algorithm in detail and present a proof of correctness.

We have implemented our algorithm in the Jalapefio Java virtual machine as part
of the Recycler, a concurrent multiprocessor reference counting garbage collector
that achieves maximum mutator pause times of only 6 milliseconds. We present
measurements of the behavior of the cycle collection algorithm over a set of eight
benchmarks that demonstrate the effectiveness of the algorithm at finding garbage
cycles, handling concurrent mutation, and eliminating global tracing.

1 Introduction

Forty years ago, two methods of automatic storage reclamation were introduced: ref-
erence counting [7]] and tracing [23]. Since that time tracing collectors and their vari-
ants (mark-and-sweep, semispace copying, mark-and-compact) have been much more
widely used due to perceived deficiencies in reference counting.

Changes in the relative costs of memory and processing power, and the adoption
of garbage collected languages in mainstream programming (particularly Java) have
changed the landscape. We believe it is time to take a fresh look at reference counting,
particularly as processor clock speeds increase while RAM becomes plentiful but not
significantly faster. In this environment the locality properties of reference counting
are appealing, while the purported extra processing power required is likely to be less
relevant.

At the same time, Java’s incorporation of garbage collection has thrust the problem
into the mainstream, and large, mission critical systems are being built in Java, stressing
the flexibility and scalability of the underlying garbage collection implementations. As
a result, the supposed advantages of tracing collectors — simplicity and low overhead
— are being eroded as they are being made ever more complex in an attempt to address
the real-world requirements of large and varied programs.

Furthermore, the fundamental assumption behind tracing collectors, namely that it
is acceptable to periodically trace all of the live objects in the heap, will not necessarily
scale to the very large main memories that are becoming increasingly common.
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There are three primary problems with reference counting, namely:

1. storage overhead associated with keeping a count for each object;

2. run-time overhead of incrementing and decrementing the reference count each time
a pointer is copied; and

3. inability to detect cycles and consequent necessity of including a second garbage
collection technique to deal with cyclic garbage.

The inability to collect cycles is generally considered to be the greatest weakness
of reference counting collectors. It either places the burden on the programmer to break
cycles explicitly, or requires special programming idioms, or requires a tracing collector
to collect the cycles.

In this paper, we present first a synchronous and then a concurrent algorithm for the
collection of cyclic garbage in a reference counted system. The concurrent algorithm is
a variant of the synchronous algorithm with additional tests to maintain safety properties
that could be undermined by concurrent mutation of the data structures.

Like algorithms based on tracing (mark-and-sweep, semispace copying, and mark-
and-compact) our algorithms are linear in the size of the graph traced. However, our
algorithms are able to perform this tracing locally rather than globally, and often trace
a smaller subgraph.

These algorithms have been implemented in a new reference counting collector,
the Recycler, which is part of the Jalapefio Java VM [1] implemented at the IBM T.J.
Watson Research Center. Jalapefio is itself written in Java.

In concurrently published work [3] we describe the Recycler as a whole, and provide
measurements showing that our concurrent reference counting system achieves maxi-
mum measured mutator pause times of only 6 milliseconds. End-to-end execution times
are usually comparable to those of a parallel (but non-concurrent) mark-and-sweep col-
lector, although there is occasionally significant variation (in both directions).

In this paper we concentrate on describing the cycle collection algorithm in suffi-
cient detail that it can be implemented by others, and give a proof of correctness which
gives further insight into how and why the concurrent algorithm works. We also provide
measurements of the performance of the cycle collection algorithms for a suite of eight
Java benchmarks.

The rest of the paper is organized as follows: Section 2| describes previous ap-
proaches to cycle collection; Section 3] describes our synchronous algorithm for col-
lection of cyclic garbage; Section [4] then presents our concurrent cycle collection al-
gorithm. Section [3] contains proofs of correctness for the concurrent cycle collection
algorithms. Section (@ presents our measurements of the effectiveness of the algorithms.
Section[7 describes related work on concurrent garbage collection. Finally, we present
our conclusions.

Subsections[3.1] and 4.4 contain detailed pseudocode of the algorithms and can be
skipped on a first reading of the paper.

2 Previous Work on Cycle Collection

Previous work on solving the cycle collection problem in reference counted collectors
has fallen into three categories:



Concurrent Cycle Collection in Reference Counted Systems 209

— special programming idioms, like Bobrow’s groups [3], or certain functional pro-
gramming styles;

— use of an infrequently invoked tracing collector to collect cyclic garbage [8]; or

— searching for garbage cycles by removing internal reference counts [6, 22].

An excellent summary of the techniques and algorithms is in chapter 3 (“Reference
Counting”) of the book by Jones and Lins [[17]. The first algorithm for cycle collection
in a reference counted system was devised by Christopher [6]. Our synchronous cycle
collection algorithm is based on the work of Martinez et al [22] as extended by Lins
[20], which is very clearly explained in the chapter of the book just mentioned.

There are two observations that are fundamental to these algorithms. The first obser-
vation is that garbage cycles can only be created when a reference count is decremented
to a non-zero value — if the reference count is incremented, no garbage is being created,
and if it is decremented to zero, the garbage has already been found. Furthermore, since
reference counts of one tend to predominate, decrements to zero should be common.

The second observation is that in a garbage cycle, all the reference counts are in-
ternal; therefore, if those internal counts can be subtracted, the garbage cycle will be
discovered.

As a result, when a reference count is decremented and does not reach zero, it is
considered as a candidate root of a garbage cycle, and a local search is performed. This
is a depth-first search which subtracts out counts due to internal pointers. If the result is
a collection of objects with zero reference counts, then a garbage cycle has been found
and is collected; if not, then another depth-first-search is performed and the counts are
restored.

Lins [20] extended the original algorithm to perform the search lazily by buffering
candidate roots instead of exploring them immediately. This has two advantages. Firstly,
after a time, the reference count of a candidate root may reach zero due to other edge
deletions, in which case the node can simply be collected, or the reference count may
be re-incremented due to edge additions, in which case it may be ignored as a candidate
root. Secondly, it will often prevent re-traversal of the same node.

Unfortunately, in the worst case Lins’ algorithm is quadratic in the size of the graph,
as for example in the cycle shown in Figure[ll. His algorithm considers the roots one at
a time, performing the reference count subtraction and restoration passes for that root
before moving on.

Therefore, Lins’ algorithm will perform a complete scan from each of the candidate
roots until it arrives at the final root, at which point the entire compound cycle will be
collected.

3 Synchronous Cycle Collection

In this section we describe our synchronous cycle collection algorithm, which ap-
plies the same principles as those of Martinez et al and Lins, but which only requires
O(N + E) worst-case time for collection (where N is the number of nodes and E is the
number of edges in the object graph), and is therefore competitive with tracing garbage
collectors.
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Fig. 1. Example of compound cycle that causes Lins’ algorithm to exhibit quadratic
complexity.
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We also improve the practicality of the algorithm by allowing resizing of collected
objects, and show how significant constant-time improvements can be achieved by rul-
ing out inherently acyclic data structures.

Our synchronous algorithm is similar to Lins’ algorithm: when reference counts
are decremented, we place potential roots of cyclic garbage into a buffer called Roots.
Periodically, we process this buffer and look for cycles by subtracting internal reference
counts.

There are two major changes that make the algorithm linear time: first of all, we add
a buffered flag to every object, which is used to prevent the same object being added to
the root buffer more than once per cycle collection. This in turn places a linear bound
on the size of the buffer.

Secondly, we analyze the entire transitive closure of Root s as a single graph, rather
than as a set of graphs. This means that the complexity of the algorithm is limited by
the size of that transitive closure, which in turn is limited by N + F (since Roots is
bounded by IV by the use of the buffered flag). Of course, in practice we hope that the
transitive closure will be significantly smaller.

In practice we found that the first change (the use of the buffered flag) made al-
most no difference in the running time of the algorithm; however, the second change
(analyzing the entire graph at once) made an enormous difference in run-time. When
we applied Lins’ algorithm unmodified to large programs, garbage collection delays
extended into minutes.

3.1 Pseudocode and Explanation

We now present detailed pseudocode and an explanation of the operation of each pro-
cedure in the synchronous cycle collection algorithm.

In addition to the buffered flag, each object contains a color and a reference count.
For an object T these fields are denoted buf fered (T), color (T),and RC(T). In
the implementation, these quantities together occupy a single word in each object.
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Color Meaning

Black In use or free

Gray Possible member of cycle

White Member of garbage cycle

Purple Possible root of cycle

Green Acyclic

Red  Candidate cycle undergoing 3'-computation
Orange Candidate cycle awaiting epoch boundary

Table 1. Object Colorings for Cycle Collection. Orange and red are only used by the
concurrent cycle collector and are described in Section Al

All objects start out black. A summary of the colors used by the collector is shown
in Table [l The use of green (acyclic) objects will be discussed below.

The algorithm is shown in Figure[2l The procedures are explained in detail below.
Increment and Decrement are invoked externally as pointers are added, removed,
or overwritten. CollectCycles is invoked either when the root buffer overflows,
storage is exhausted, or when the collector decides for some other reason to free cyclic
garbage. The rest of the procedures are internal to the cycle collector. Note that the
procedures MarkGray, Scan, and ScanBlack are the same as for Lins’ algorithm.

Increment (S) When a reference to a node S is created, the reference count of T
is incremented and it is colored black, since any object whose reference count was
just incremented can not be garbage.

Decrement (S) When a reference to a node S is deleted, the reference count is
decremented. If the reference count reaches zero, the procedure Release is in-
voked to free the garbage node. If the reference count does not reach zero, the node
is considered as a possible root of a cycle.

Release (S) When the reference count of a node reaches zero, the contained point-
ers are deleted, the object is colored black, and unless it has been buffered, it is
freed. If it has been buffered, it is in the Root s buffer and will be freed later (in
the procedure MarkRoots).

PossibleRoot (S) When the reference count of S is decremented but does not
reach zero, it is considered as a possible root of a garbage cycle. If its color is
already purple, then it is already a candidate root; if not, its color is set to purple.
Then the buffered flag is checked to see if it has been purple since we last performed
a cycle collection. If it is not buffered, it is added to the buffer of possible roots.

CollectCycles () When the root buffer is full, or when some other condition,
such as low memory occurs, the actual cycle collection operation is invoked. This
operation has three phases: MarkRoot s, which removes internal reference counts;
ScanRoots, which restores reference counts when they are non-zero; and finally
CollectRoots, which actually collects the cyclic garbage.

MarkRoots () The marking phase looks at all the nodes S whose pointers have
been stored in the Roots buffer since the last cycle collection. If the color of
the node is purple (indicating a possible root of a garbage cycle) and the reference
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Increment (S)
RC(S) = RC(S) + 1
color (S) = black

Decrement (S)

RC(S) = RC(S) - 1
if (RC(S) == 0)
Release (S)

else
PossibleRoot (S)

Release (S)
for T in children(S)
Decrement (T)
color (S) = black
if (! buffered(s))
Free (S)

PossibleRoot (S)
if (color(S) != purple)
color (S) = purple
if (! buffered(s))
buffered(S) = true
append S to Roots

CollectCycles()
MarkRoots ()
ScanRoots ()
CollectRoots ()

MarkRoots ()
for S in Roots
if (color(S) == purple)
and RC(S) > 0
MarkGray (S)

else
buffered(s) = false
remove S from Roots
if (RC(S) == 0)
Free (S)

ScanRoots ()
for S in Roots
Scan (S)

ScanRoots ()
for S in Roots
Scan (S)

CollectRoots ()
for S in Roots
remove S from Roots
buffered(s) = false
CollectWhite (S)

MarkGray (S)
if (color(S) != gray)
color(S) = gray
for T in children(S)
RC(T) = RC(T) - 1
MarkGray (T)

Scan (S)
if (color(S) == gray)
if (RC(S) > 0)
ScanBlack (S)

else
color (S) = white
for T in children(S)
Scan (T)

ScanBlack (S)
color(S) = black
for T in children(S)
RC(T) = RC(T) + 1
if (color(T) != black)
ScanBlack (T)

CollectWhite (S)

if (color(S) == white
and ! buffered(S))
color(S) = black

for T in children(S)
CollectWhite (T)
Free (S)

Fig. 2. Synchronous Cycle Collection
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count has not become zero, then MarkGray (S) is invoked to perform a depth-first
search in which the reached nodes are colored gray and internal reference counts are
subtracted. Otherwise, the node is removed from the Root s buffer, the buf fered
flag is cleared, and if the reference count is zero the object is freed.

ScanRoots () For each node S that was considered by MarkGray (S), this proce-
dure invokes Scan (S) to either color the garbage subgraph white or re-color the
live subgraph black.

CollectRoots () After the ScanRoots phase of the CollectCycles proce-
dure, any remaining white nodes will be cyclic garbage and will be reachable from
the Root s buffer. This procedure invokes CollectWhite for each node in the
Roots buffer to collect the garbage; all nodes in the root buffer are removed and
their buf fered flag is cleared.

MarkGray (S) This procedure performs a simple depth-first traversal of the graph
beginning at S, marking visited nodes gray and removing internal reference counts
as it goes.

Scan (S) If this procedure finds a gray object whose reference count is greater than
one, then that object and everything reachable from it are live data; it will therefore
call ScanBlack (S) in order to re-color the reachable subgraph and restore the
reference counts subtracted by MarkGray. However, if the color of an object is
gray and its reference count is zero, then it is colored white, and Scan is invoked
upon its children. Note that an object may be colored white and then re-colored
black if it is reachable from some subsequently discovered live node.

ScanBlack (S) This procedure performs the inverse operation of MarkGray, vis-
iting the nodes, changing the color of objects back to black, and restoring their
reference counts.

CollectWhite (S) This procedure recursively frees all white objects, re-coloring
them black as it goes. If a white object is buffered, it is not freed; it will be freed
later when it is found in the Root s buffer.

3.2 Acyclic Data Types

A significant constant-factor improvement can be obtained for cycle collection by ob-
serving that some objects are inherently acyclic. We speculate that they will comprise
the majority of objects in many applications. Therefore, if we can avoid cycle collec-
tion for inherently acyclic objects, we will significantly reduce the overhead of cycle
collection as a whole.

In Java, dynamic class loading complicates the determination of inherently acyclic
data structures. We have implemented a very simple scheme as part of the class loader.
Acyclic classes may contain:

— scalars;
— references to classes that are both acyclic and final; and
— arrays of either of the above.

Our implementation marks objects whose class is acyclic with the special color
green. Green objects are ignored by the cycle collection algorithm, except that when



214 David F. Bacon and V.T. Rajan

( Purple D::po

dec>0
<
£
; Orange
v,
(’7’4 /’ \
Q/ ]
N )
(.lo/' \2 !
/ \ !

Fig. 3. State transition graph for cycle collection.

a dead cycle refers to green objects, they are collected along with the dead cycle. For
simplicity of the presentation, we have not included consideration of green objects in
the algorithms in this paper; the modifications are straightforward.

While our determination of acyclic classes is very simple, it is also very effective,
usually reducing the objects considered as roots of cycles by an order of magnitude, as
will be shown in Section[6] In a static compiler, a more sophisticated program analysis
could be applied to increase the percentage of green objects.

4 Concurrent Cycle Collection

We now describe a concurrent cycle collection algorithm based on the principles of our
synchronous algorithm of the previous section.

For the purposes of understanding the cycle collection algorithm, the multiproces-
sor reference counting system can be viewed very abstractly as follows: as mutators
create and destroy references to objects (either on the stack or in the heap), correspond-
ing increment and decrement operations are enqueued into a local buffer, called the
mutation buffer. Periodically, the mutators send these mutation buffers to the collector,
which applies the reference count updates, frees objects whose counts drop to zero, and
periodically also performs cycle collection.

Time is divided into epochs, and each mutator must transfer its mutation buffer to
the collector exactly once per epoch. However, aside from this requirement, in normal
operation no synchronization is required between mutators and the collector.

When all mutation buffers for an epoch have been transferred to the collector, the
increments for the just-completed epoch are applied; however, the decrements are not
applied until the next epoch boundary. This prevents freeing of live data which might
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otherwise occur due to race conditions between the mutators. The advantage of this
approach is that it is never necessary to halt all the mutators simultaneously.

In its implementation, the Recycler only tracks pointer updates to the heap, and
snapshots pointers in the stack at epoch boundaries. Our algorithm is similar to Deutsch-
Bobrow deferred reference counting [9], but is superior in a number of important re-
spects. Our implementation of concurrent reference counting is most similar to the
reference counting collector of DeTreville [8]. The Recycler is described in detail by
Bacon et al [3].

4.1 Two Phase Cycle Collection

Now that we have abstracted the concurrent system to a collection of mutators emit-
ting streams of increment and decrement operations, and a reference counting collector
which merges and applies these operations, we can describe in overview how the algo-
rithm operates.

The concurrent cycle collection algorithm is more complex than the synchronous
algorithm. As with other concurrent garbage collection algorithms, we must contend
with the fact that the object graph may be modified simultaneously with the collector
scanning it; but in addition the reference counts may be as much as a two epochs out of
date (because decrements are deferred by an epoch).

Our algorithm relies on the same basic premise as the synchronous algorithm:
namely, that given a subset of nodes, if deleting the internal edges between the nodes
in this subset reduces the reference count of every node in the subset to zero, then the
whole subset of nodes is cyclic garbage. (The subset may represent more than one in-
dependent cycles, but they are all garbage cycles.)

However, since the graph may be modified, we run into three basic difficulties.
Firstly, since we can not rely on being able to retrace the same graph, the repeated
traversal of the graph does not define the same set of nodes. Secondly, the deletion
of edges can disconnect portions of the graph, thus making the global test by graph
traversal difficult. Thirdly, reference counts may be out of date.

Our algorithm proceeds in two phases. In the first phase, we use a variant of the syn-
chronous algorithm as described in Section[3]to obtain a candidate set of garbage nodes.
We then wait until an epoch boundary and then perform the second phase in which we
test these to ensure that the candidates do indeed satisfy the criteria for garbage cycles.

The two phases can be viewed as enforcing a “liveness” and a “safety” property. The
first phase enforces liveness by ensuring that potential garbage cycles are considered for
collection. The second phase ensures safety by preventing the collection of false cycles
induced by concurrent mutator activity.

4.2 Liveness: Finding Cycles to Collect

Essentially, we use the synchronous algorithm to find candidate cycles. However, due to
concurrent mutator activity, the graph may be changing and the algorithm may produce
incorrect results.
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To perform the concurrent cycle collection, we need a second reference count for
each object, denoted CRC (S) . This is a hypothetical reference count which may be-
come incorrect due to concurrent mutator activity. In the implementation, we are able
to fit both reference counts, the color, and the buffered flag into a single header word by
using a hash table to hold count overflows, which occur very rarely.

The liveness phase of the concurrent algorithm proceeds in a similar manner to the
synchronous cycle collection algorithm, except that when an object is marked gray its
cyclic reference count (CRC) is initialized to its true reference count — the “true” ref-
erence count (RC) is not changed. Henceforward, the mark, scan, and collect phases
operate upon the cyclic reference count instead of the true reference count. In the
CollectWhite procedure, instead of collecting the white nodes as garbage, we color
them orange and add them to a set of possible garbage.

By using the cyclic reference count we ensure that in the event of concurrent mutator
activity, the information about the true reference count of the objects is never lost.

In absence of mutator activity, the liveness phase will yield the set of garbage nodes,
and the safety phase will certify that this indeed is a set of garbage of nodes and we can
collect them.

However, the presence of concurrent mutator activity can cause live nodes to en-
ter the list in three different ways. Firstly, the mutator can add an edge, thus causing
the MarkGray procedure to incorrectly infer that there are no external edges to a live
object. Secondly, the mutator can delete an edge, thus causing scan procedure to in-
correctly infer a live object to be garbage. Thirdly, the deletion of edges concurrent to
running of the MarkGray and scan procedure can create gray and white nodes with
various values of cyclic reference counts. While eventually the reporting of the mutator
activity will cause these nodes to be detected and re-colored, if these nodes are encoun-
tered before they are re-colored they can mislead the runs of the above procedures into
inferring that they are garbage.

The output of phase one is a set of nodes believed to be garbage in the Cycle-
Buf fer data structure. The CycleBuffer is divided into discrete connected com-
ponents, each of which forms a potential garbage cycle. Due to mutator activity, the
contents of the CycleBuf fer can be a superset of the actual set of garbage nodes and
can contain some nodes that fail tests in the safety phase (this is discussed in detail in
Section[3).

4.3 Safety: Collecting Cycles Concurrently

The second (“safety”) phase of the algorithm takes as input a set of nodes and deter-
mines whether they form a garbage cycle. These nodes are marked with a special color,
orange, which is used to identify a candidate set in the concurrent cycle collector.

The safety phase of the algorithm consists of two tests we call the Y'-test and the
A-test. If a subset of nodes of the object graph passes both the 3-test and the A-test,
then we can be assured that the nodes in the subset are all garbage. Thus, correctness
of the safety phase of our algorithm is not determined by any property of the output of
the liveness phase which selects the subgraphs. This property of the safety phase of the
algorithm considerably simplifies the proof of correctness as well as modularizing the
code.
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In theory, it would be possible to build a cycle collector which simply passed ran-
dom sets of nodes to the safety phase, which would then either accept them as garbage
or reject them as live. However, such a collector would not be practical: if we indeed
pick a random subset of nodes from the object graph, the chances that they form a
complete garbage subgraph is very small. The job of the liveness phase can be seen as
finding likely sets of candidates for garbage cycles. If the mutator activity is small in a
given epoch, this would indeed be very likely to be true.

The X -test consists of two parts: a preparation and an actual fest. In the preparation
part, which is performed immediately after the candidate cycles have been found, we it-
erate over the subset and initialize the cyclic reference count of every node in the subset
to the reference count of the node. Then we iterate over every node in the subset again
and decrement the cyclic reference count of any children of the node that are also in the
subset. At the end of the preparation computation, the cyclic reference count of each
node in the subset represents the number of references to the node from nodes external
to the subset. In the actual test, which is performed after the next epoch boundary, we
iterate over every node in the subset and test if its cyclic reference count is zero.

If it is zero for every member of the set, then we know that there exists no reference
to this subset from any other node. Therefore, any candidate set that passes the X-
test is garbage, unless the reference count used during the running of the preparation
procedure is outdated due to an increment to one of the nodes in the subset.

This is ascertained by the A-test. We wait until the next epoch boundary, at which
point increment processing re-colors all non-black nodes and their reachable subgraphs
black. Then we scan the nodes in the candidate set and test whether their color is still
orange. If they are all orange, we know that there has been no increment to the reference
count during the running of the preparation procedure and we say that the candidate set
passed the A-test.

Any subset of garbage nodes that does not have any external pointers to it will pass
both the tests. Note that we do not have to worry about concurrent decrements to the
members of the subset, since it is not possible for the reference count of any node to
drop below zero.

However, it is possible for a set of garbage to have pointers to it from other garbage
cycles. For example in Figure[T], only the candidate set consisting of the last node forms
isolated garbage cycle. The other cycles have pointers to them from the cycle to their
right.

We know that the garbage cycles in the cycle buffer cannot have any forward point-
ers to other garbage cycles (if they did, we would have followed them and included
them in a previous garbage cycle). Hence, we process the candidate cycles in the cycle
buffer in the reverse of the order in which we found them. This reasoning is described
more formally in Lemma[B]in Section[3]

When a candidate set passes both tests, and hence is determined to be garbage, then
we free the nodes in the cycle, which causes the reference counts of other nodes outside
of the cycle to be decremented. By the stability property of garbage, we can decrement
such reference counts without concern for concurrent mutation.

When we decrement a reference count to an orange node, we also decrement its
cyclic reference count (CRC). Therefore, when the next candidate cycle is considered
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(the previous cycle in the buffer), if it is garbage the X '-test will succeed because we
have augmented the computation performed by the preparation procedure.

Hence when we reach a candidate set, the cyclic reference count does not include
the count of any pointers from a known garbage node. This ensures that all the nodes in
Figure[I] would be collected.

A formalism for understanding the structure of the graph in the presence of concur-
rent mutation, and a proof of correctness of the algorithm is presented in Section[3

4.4 Pseudocode and Explanation

We now present the pseudocode with explanations for each procedure in the concurrent
cycle collection algorithm. The pseudocode is shown in Figures@land[8l The operation
of CollectCycles and its subsidiary procedures is very similar to the operation of
the synchronous algorithm of Figure 2] so for those procedures we will only focus on
the differences in the concurrent versions of the procedures.

Increment (S) The true reference count is incremented. Since the reference count
is being incremented, the node must be live, so any non-black objects reachable
from it are colored black by invoking ScanBlack. This has the effect of re-
blackening live nodes that were left gray or white when concurrent mutation in-
terrupted a previous cycle collection.

Decrement (S) At the high level, decrementing looks the same as with the syn-
chronous algorithm: if the count becomes zero, the object is released, otherwise it
is considered as a possible root.

PossibleRoot (S) For a possible root, we first perform ScanBlack. As with
Increment, this has the effect of re-blackening leftover gray or white nodes; it
may also change the color of some purple nodes reachable from S to black, but this
is not a problem since they will be considered when the cycle collector considers
S. The rest of PossibleRoot is the same as for the synchronous algorithm.

ProcessCycles () Invoked once per epoch after increment and decrement pro-
cessing due to the mutation buffers from the mutator threads has been completed.
First, FreeCycles attempts to free candidate cycles discovered during the pre-
vious epoch. Then CollectCycles collects new candidate cycles and Sigma-
Preparation prepares for the X/-test to be run in the next epoch.

CollectCycles () As in the synchronous algorithm, three phases are invoked on
the candidate roots: marking, scanning, and collection.

MarkRoots () This procedure is the same as in the synchronous algorithm.

ScanRoots () This procedure is the same as in the synchronous algorithm.

CollectRoots () For each remaining root, if it is white a candidate cycle has been
discovered starting at that root. The Current Cycle is initialized to be empty, and
the CollectWhite procedure is invoked to gather the members of the cycle into
the CurrentCycle and color them orange. The collected cycle is then appended
to the CycleBuffer. If the root is not white, a candidate cycle was not found
from this root or it was already included in some previously collected candidate,
and the buffered flag is set to false. In either case, the root is removed from the
Roots buffer, so that at the end of this procedure the Root s buffer is empty.
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Increment (S)
RC(S) = RC(S) + 1
ScanBlack (S)

Decrement (S)

RC(S) = RC(S) - 1
if (RC(S) == 0)
Release (S)

else
PossibleRoot (S)

Release (S)
for T in children(S)
Decrement (T)
color(S) = black
if (! buffered(Ss))
Free (S)

PossibleRoot (S)
ScanBlack (S)
color (S) = purple
if (! buffered(Ss))
buffered(S) = true
append S to Roots

ProcessCycles ()
FreeCycles()
CollectCycles ()
SigmaPreparation ()

CollectCycles ()
MarkRoots ()
ScanRoots ()
CollectRoots ()

MarkRoots ()
for S in Roots
if (color(S) == purple
and RC(S) > 0)
MarkGray (S)
else
remove S from Roots
buffered(S) = false
if (RC(S) == 0)
Free (S)

ScanRoots ()
for S in Roots
Scan(S)

CollectRoots ()
for S in Roots

if (color(S) == white)
CurrentCycle = empty
CollectWhite (S)
append CurrentCycle

to CycleBuffer

else
buffered(S) = false

remove S from Roots

MarkGray (S)

if (color(S) != gray)
color(S) = gray
CRC(S) = RC(S)

for T in children(S)
MarkGray (T)
else if (CRC(S) > 0)
CRC(S) = CRC(S) - 1

Scan (S)
if (color(S) == gray
and CRC(S) == 0)
color(S) = white
for T in children(S)
Scan (T)
else
ScanBlack (S)

ScanBlack (S)
if (color(S) != black)
color(S) = black
for T in children(S)
ScanBlack (T)

CollectWhite (S)
if (color(S) == white)
color (S) = orange
buffered(S) = true
append S to CurrentCycle
for T in children(S)
CollectWhite (T)

Fig. 4. Concurrent Cycle Collection Algorithm (Part 1)
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SigmaPreparation ()
for C in CycleBuffer
for N in C
color (N) = red
CRC(N) = RC(N)
for N in C
for M in children (N)
if (color (M) == red
and CRC(M) > 0)
CRC(M) = CRC(M)-1
for N in C
color (N) = orange

FreeCycles ()
last = |CycleBuffer|-1
for i = last to 0 by -1
C = CycleBuffer[i]
if (DeltaTest (C)
and SigmaTest (C))
FreeCycle (C)
else
Refurbish (C)
clear CycleBuffer

DeltaTest (C)
for N in C
if (color(N) != orange)
return false
return true

SigmaTest (C)
externRC = 0
for N in C

externRC = externRC+CRC (N)
return (externRC == 0)

Refurbish (C)

first = true
for N in C
if ((first and

color (N) ==orange)

color (N) ==purple)
color (N) = purple
append N to Roots

else
color (N) = black
buffered(N) = false
first = false

FreeCycle (C)

for N in C
color (N) = red

for N in C

for M in children (N)
CyclicDecrement (M)

for N in C
Free (N)

CyclicDecrement (M)
if (color (M) != red)
if (color (M)
RC(M) = RC(M) -
CRC (M) = CRC (M)
else
Decrement (M)

Fig. 5. Concurrent Cycle Collection Algorithm (Part 2)

1

== orange)

1

or

MarkGray (S) This is similar to the synchronous version of the procedure, with
adaptations to use the cyclic reference count (CRC) instead of the true reference
count (RC). If the color is not gray, it is set to gray and the CRC is copied from
the RC, and then MarkGray is invoked recursively on the children. If the color is
already gray, and if the CRC is not already zero, the CRC is decremented (the check
for non-zero is necessary because concurrent mutation could otherwise cause the

CRC to underflow).

Scan (S) As with MarkGray, simply an adaptation of the synchronous procedure
that uses the CRC. Nodes with zero CRC are colored white; non-black nodes with
CRC greater than zero are recursively re-colored black.
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ScanBlack (S) Like the synchronous version of the procedure, but it does not need
to re-increment the true reference count because all reference count computations
were carried out on the CRC.

CollectWhite (S) This procedure recursively gathers white nodes identified as
members of a candidate garbage cycle into the CurrentCycle and colors them
orange as it goes. The buf fered flag is also set true since a reference to the node
will be stored in the CycleBuffer when CurrentCycle is appended to it.

SigmaPreparation () After the candidate cycles have been collected into the
CycleBuffer, this procedure prepares for the execution of the X'-test in the next
epoch. It operates individually on each candidate cycle C. First, each node S in C
has its CRC initialized to its RC and its color set to red. After this only the nodes of
C are red. Then for any pointer from one node in C to another node in C, the CRC
of the target node is decremented. Finally, the nodes in C are re-colored orange. At
the end of SigmaPreparation, the CRC field of each node S contains a count
of the number of references to S from outside of C.

FreeCycles () This procedure iterates over the candidate cycles in the reverse order
in which they were collected. It applies the safety tests (the X'-test and the A-
test) to each cycle and if it passes both tests then the cycle is freed; otherwise it is
refurbished, meaning that it may be reconsidered for collection in the next epoch.

DeltaTest (C) This procedure returns true if the color of all nodes in the cycle are
orange, which indicates that their have been no increments to any of the nodes in
the cycle.

SigmaTest (C) This procedure calculates the total number of external references
to nodes in the cycle, using the CRC fields computed by the SigmaPrepara-
tion procedure. It returns true if the number of external references is zero, false
otherwise.

Refurbish (C) If the candidate cycle has not been collected due to failing a safety
test, this procedure re-colors the nodes. If the first node in the candidate cycle
(which was the purple node from which the candidate was found) is still orange, or
if any node has become purple, then those nodes are colored purple and placed in
the Root s buffer. All other nodes are colored black and their buf fered flags are
cleared.

FreeCycle (C) This procedure actually frees the members of a candidate cycle that
has passed the safety tests. First, the members of C are colored red; after this, only
the nodes in C are red. Then for each node S in C, CyclicDecrement decre-
ments reference counts in non-red nodes pointed to by S.

CyclicDecrement (M) If a node is not red, then it either belongs to some other
candidate cycle or not. If it belongs to some other candidate cycle, then it is orange,
in which case both the RC and the CRC fields are decremented (the CRC field
is decremented to update the computation performed previously by the Sigma-
Preparation procedure to take the deletion of the cycle pointing to M into ac-
count). If it does not belong to some other candidate cycle, it will not be orange and
anormal Decrement operation is performed.

For ease of presentation, we have presented the pseudocode in a way that maximizes
readability. However, this means that as presented the code makes more passes over the
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nodes than is strictly necessary. For instance, the first pass by SigmaPreparation
can be merged with CollectWhite, and the passes performed by DeltaTest and
SigmaTest can be combined. In the implementation, the passes are combined to min-
imize constant-factor overheads.

5 Proofs

In this section we prove the correctness of the concurrent cycle collection algorithm
presented in Section [4

5.1 The Abstract Graph

For the purpose of the proof of correctness of the above tests for garbage it is useful
to define an abstract graph G; for the ' epoch of the garbage collector. At beginning
of each epoch the collector thread gets a set of increments and decrements from each
of the mutator threads. If the increment refers to a new node, it implies the creation of
that node. In addition, each increment implies addition of a directed edge between two
nodes and each decrement implies deletion of an edge. The increments and decrements
do not provide the source of the edges, so in practice we cannot build this graph, nor do
we need to build it for the purpose of the algorithm. But for the purposes of the proof it
is useful to conceptualize this graph. The graph G; denotes the graph that is generated
by adding nodes for each reference to a new node, and inserting and deleting edges to
G_1 corresponding to the increments and decrements at the beginning of i** epoch. In
addition, when a node is determined to be garbage and is freed, it is deleted from G;.
At the beginning of the first epoch we start with an empty graph Gj.

We can similarly define an abstract set of roots I?; for each epoch 7. The roots are
either in the mutator stacks or in global (class static) variables. The roots in the mutator
stacks are named by the increments collected from the stack snapshots of each mutator
for the epoch. The roots from the global variables are the sources in edges implied by
increment and decrement operations whose source is a global variable instead of a heap
variable. R; is simply the union of these two types of roots.

Given G; and R;, we can then define the set of garbage objects in G;, which we
denote I3, as

I;=G;,— R}

that is, the set difference G; minus the transitive closure of the roots R;.

5.2 Safety: Proof of Correctness

A garbage collector is safe if every object collected is indeed garbage. In this section
we prove the safety of our algorithm.

At the end of epoch i + 1, the procedure ProcessCycles invokes FreeCycles
to collect the cycles identified as potential garbage during epoch .

Let the set B; denote the contents of the CycleBuf fer generated during the cycle
collection in epoch 7. This is the collection of orange nodes generated by the concurrent
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variant of the synchronous cycle detection algorithm, which used the set of purple nodes
(denoted F;) as roots to search for cyclic garbage.
B; is partitioned into the disjoint sets B;; ... B;,. Each B;j is a candidate garbage
cycle computed by the cycle collection algorithm from a particular purple node in F;.
Due to concurrent mutation, B; may contain nodes from G; U G;41.

Lemma 1. Any set By, containing nodes that do not exist in G; (that is, By, — G; # ()
will fail the A-test.

Proof. The only way for new nodes to be added to G; in G is by increment oper-
ations. However, all concurrent increment operations will have been processed before
we apply the A-test. Processing an increment operation invokes ScanBlack, so that
if the node in question is in By, then that node (at least) will be re-colored from orange
to black. The presence of that black node in By, will cause the A-test to fail. O

Therefore, for a given epoch ¢ with G;, R;, and I3, let

£2; denote the set containing the sets B;; € B; that passed the A-test. The sets
in §2; are denoted £2;;. Since all £2;; have passed the A-test, all £2;; C G;.

C denote one of the sets {2;;, namely a set of nodes believed to be a garbage
cycle that has passed the A-test.

S denote a specific node in that collection (S € C).

RC(S) denote the reference count at a node S in the i*" epoch. By definition
RC(S) is the reference count of node S in graph G;.

RC(S,C) denote the number of references to .S from nodes within C'.

RC*(S,C) denote the number of references to S from nodes within C' as
determined by the 3 -test.

CRC(S) denote the hypothetical reference count for S € C as computed by
the X/ -test.

C denote G; — C, the complement of C in G;.

Theorem 1. If C passes the X-test, that is if we have computed the values of C RC(.S)
foreach S € C as described in the procedure SigmaPreparation in Sectionld and

> CRC(S)=0
SeC

then C' is a set of garbage nodes (C C I ).
Proof. From the above definitions, for every S € C,
RC(S) = RC(S,C) + RC(S,0C)

Since we delay the processing of the decrements by one epoch, this ensures that the
following properties are true:
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RC(S) is non-negative and if it is zero, then S is a garbage node.

RC(S,C) is non-negative and if it is zero for every node S in C' then C is a
collection of garbage nodes.

During the X-test, we determine the number of references to node .S’ from nodes
within C. Therefore by definition,

CRC(S) = RC(S) — RC¥(S,C).

The RC* (S, C') may differ from the RC(S, C') because there may be new refer-
ences to S from nodes within C that were added to GG;, thereby increasing RC' = (S,C);
or because there may be references to .S from nodes in C' that were deleted from G,
thereby decreasing RC* (S, C). If the collection passes the A-test, then no references
were added to .S at any time during the last epoch.

Therefore,

RC(S,C) > RC*(S,0)
and
CRC(S) = RO(S) — RC*(S,C)
> RC(S)— RC(S,C) = RC(S,C)

If CRC(S) is zero from the Y-test, since RC(S, (') is non-negative, it follows that
RC(S, C) has to be zero too. Further, if RC'(S, C') = 0 for every node in the collection
C, then the whole collection C' is garbage. ad

Lemma[I] and Theorem[I]show that the A-test and the X -test are sufficient to ensure
that any set C' of nodes that passes both tests is garbage. The following theorem shows
that both the tests are necessary to ensure this as well.

Theorem 2. Both A-test and X-test are necessary to ensure that a candidate set B;;
contains only garbage nodes.

Proof. We will prove by example. Consider the graph of nodes shown in Figure[d] (a).
The cycle was detected from the purple node a, which is the starting point from which
cycle collection is run. If the edge between nodes c and d is cut between the MarkGray
and the Scan routines, then the nodes a and b will be collected by the CollectWhite
routine and form a set B;;. These nodes are not garbage. However, since there have been
no increments to the reference counts of either of these nodes, this set will pass A-test.

The decrements will be processed an epoch later, at epoch ¢ + 2, so the decrement
to node d will not have an effect on the nodes a and b in the FreeCycles operation
performed in epoch ¢ + 1. Even waiting for an additional epoch does not guarantee that
the fact that nodes a and b will be detected by A-test, since during epoch i 4 1 the edge
from d to e could be cut. Indeed, by making the chain of nodes {c, d, e} arbitrarily long
and having a malicious mutator cut edges at just the right moment, we can have the
non-garbage set of nodes B;; pass the A-test for arbitrarily many epochs. Hence the
A-test alone cannot detect all live nodes in B;.

Now consider the graph of nodes shown in Figure[d (b). The cycle is detected start-
ing with the purple node f, from which cycle collection is run. If a new edge is added
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(a) (b)

Fig. 6. Race conditions uniquely detected (a) by the X'-test, and (b) by the A-test. The
purple nodes from which cycle collection started were a and f. Inside of each node is
shown the reference count, or RC (top) and the cyclic reference count, or CRC (bottom).

from node h to node g before the MarkGray routine is run (shown as the dashed line
in the figure), the reference count of the node g will be out of date. If the cycle col-
lector observes the newly added edge, the sum of the reference counts in { f, g, h} will
equal the sum of the edges. Hence the set of nodes {f, g, h} will be collected by the
CollectWhite routine and form the set B;. If the increments are not processed be-
fore the X-test is done, then B;j, will pass the Y/-test. Hence X'-test alone cannot detect
all live nodes in B;. O

Notice that we are not claiming that the two race conditions shown in Figure [6] are
an exhaustive list of all possible race conditions that our algorithm will face. But these
two are sufficient to show the necessity of both the tests. Thus the two tests are both
necessary and sufficient to ensure the safety of the algorithm.

Finally we prove here the following Lemma that will be used in the next section,
since the proof uses the notation from the present section. We define a complete set of
nodes as one which is closed under transitive closure in the transpose graph; that is, a
complete set of nodes includes all of its parents.

Lemma 2. If C' C I is a complete set of nodes, then C will pass both the X -test and
the A-test.

Proof. By the stability property of garbage, there can be no changes to the reference
counts of the nodes S € C, since S € [;. Therefore, C passes the A-test.
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Live
. Data

Bij. B,

Fig. 7. Concurrent mutation of the nodes in D can cause candidate sets B; ;1 and B; ;
to become undiscovered garbage.

By the same reasoning,
RC(S,C) = RC*(S,C).
Since C'is a complete set,

RC(S) = RC(S,C).

Therefore,
CRC(S) = RC(S) — RC*(S,C)
= RC(S) — RC(S,C)
=0
Hence, C' will pass the >-test. O

5.3 Liveness: Proof of Correctness

A garbage collector is live if it eventually collects all unreachable objects. Our concur-
rent algorithm is subject to some extremely rare race conditions, which may prevent the
collection of some garbage. Therefore, we prove a weak liveness condition which holds
provided that the race condition does not occur in every epoch.

We can only demonstrate weak liveness because it is possible that a candidate cycle
C € (2; contains a subset which is a complete garbage cycle, and some nodes in that
subset point to other nodes in C' which are live (see Figure[7). This is a result of our run-
ning a variant of the synchronous cycle collection algorithm while mutation continues,
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thus allowing race conditions such as the ones shown in Figure[6lto cause Collect -
Cycles to occasionally place live nodes in a candidate set B;j. The resulting candidate
set By will fail either the Y '-test or the A-test for that epoch. If this occurs, the cycle
will be reconsidered in the following epoch. Therefore, unless the race condition occurs
indefinitely, the garbage will eventually be collected.

Any garbage nodes that are not collected in epoch 7 are called the undiscovered
garbage of epoch 1.

In practice, we have been unable to induce the race condition that leads to undis-
covered garbage, even with adversary programs. However, this remains a theoretical
limitation of our approach.

We have solutions to this problem (for instance, breaking up a set that fails either of
the two tests into strongly connected components), but have not included them because
they complicate the algorithm and are not required in practice. We are also investigat-
ing another alternative, in which the entire cycle collection is based on performing a
strongly-connected component algorithm [4]; this alternative is also promising in that
the number of passes over the object graph is substantially reduced.

In this section we will prove that if a set of garbage nodes is free from the race
condition leading to undiscovered garbage, it will be collected in the epoch 7; otherwise
it will be considered again in the epoch ¢ + 1.

We previously defined P; as the set of purple nodes in epoch i, that is the set of
nodes from which the cycle detection algorithm begins searching for cyclic garbage in
CollectCycles.

Theorem 3. The purple set is maintained correctly by the concurrent cycle collection
algorithm: every garbage node is reachable from some purple node. That is,

I C Pr.

Proof. The Decrement procedure ensures that the only garbage in the set G; is cyclic
garbage. In addition, Decrement adds all nodes having decrement to non-zero to the
purple set. Thus we know that any cyclic garbage generated during the processing of
increments and decrements in epoch ¢ is reachable from the purple set. What remains
to be proved is that the purple set contains roots to any uncollected cyclic garbage from
the previous epochs.

We know this to be trivially true for epoch 1. We assume that it is true for epoch ¢
and prove that, after running the CollectCycles routine, it is true for epoch 7 + 1.
The result then follows by induction.

Let P be a member of the purple set in epoch ¢ that is the root of a garbage cycle.
The CollectRoots routine ensures that the root of each cycle generated by it is
stored in the first position in the buffer and takes all white nodes that are reachable from
it and unless it has been collected before (therefore reachable from another root node)
puts it in the current cycle. Since CollectCycles is a version of the synchronous
garbage collection algorithm, and there can be no concurrent mutation to a subgraph
of garbage nodes, all such garbage nodes will be in the current cycle. In addition, any
other uncollected purple node reachable from P and the cycle associated with will be
added to the current cycle. If this latter purple node is garbage, then it will continue to
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be reachable from P and hence proper handling of P will ensure proper handling of
this node and its children.

The Refurbish routine will put this first node back into the purple root set unless:
a) the current cycle is determined to be garbage, in which case the entire cycle is freed
or b) the first node is determined to be live, in which case it is not the root of a garbage
cycle.

Hence the purple set P;; will contain the roots of all the garbage cycles that survive
the cycle collect in epoch i. a

Corollary 1. The cycle buffer generated in the i*" epoch contains all the garbage nodes
present in G;. That is,
I C B, C P

Proof. By Theorem[3] the root of every garbage cycle is contained in P;. The procedure
CollectCyclesis a version of the synchronous garbage collection algorithm. There
can be no concurrent mutation to a subgraph of garbage nodes. Therefore, all garbage
nodes will be in put into the cycle buffer B;. a

Unfortunately, due to concurrent mutation 3; may contain some live nodes too. Let
B;; € B; denote a set of nodes that were collected starting from a root node P, € F;.
If all the nodes in B;; are live, then it will fail one of the two tests (A-test or X-test)
and its root will be identified as a live node and discarded.

It is however possible that B;; contains a set of garbage nodes as well as a set
of live nodes as shown in Figure[7l There are three purple nodes P; p—1, P; i, P; k1.
CollectWhite processes F; 1 first and creates the candidate set I3; ;1 which con-
tains the nodes in A. Then CollectWhite processes P and creates the candidate
set BB; ; which contains the nodes in B, C, and D. This includes both the garbage nodes
in C reachable from another purple node not yet considered (F; ;+1) and live nodes in
D.

In this case B;; will fail one of the two safety tests and the algorithm will fail to
detect that it contained some garbage nodes. Furthermore, the algorithm will fail to
detect any other garbage nodes that are pointed to by this garbage, such as B; ;_1 in
the figure. The roots P; 1 and P, will be put into P41, so the garbage cycles will
be considered again in (i + 1)*¢ epoch, and unless a malicious mutator is able to fool
CollectCycles again, it will be collected in that epoch. But the fact remains that it
will not be collected during the current epoch.

Let U; be the set of nodes undiscovered garbage in epoch ¢. That is, every member
of U; either has a live node in its cycle set or its cycle set is pointed to by a member of
U;. We will show that all the other garbage nodes (i.e. the set I; — U;) will be collected
in epoch 7.

Lemma 3. There are no edges from garbage nodes in By, to By where k < 1.

Proof. The CollectRoots routine takes all white nodes that are reachable from the
root of the current cycle, colors them orange, and places them in a set B;;. Any nodes
that it reaches that were previously colored orange are not included in the set because
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they have already been included in some previous set B;. Thus all nodes that are reach-
able from the current root exist in the current cycle or in a cycle collected previously.
Since the nodes in B;; were collected before the nodes in B;; there can be no for-
ward pointers from the first to the second set, unless some edges were added after the
running of the CollectRoots routine. However, since there can be no mutation in-
volving garbage nodes, this is not possible. a

Let K; be the set of all nodes collected by the procedure FreeCycles.

Theorem 4. All the garbage that is not undiscovered due to race conditions will be
collected in the it" epoch. That is,

Ki=1TI;,—U,.

Proof. From Corollary[llabove, we know that every node in [ is contained in B;.

If a cycle B;; fails the A-test, then we know that it has a live node. In that case, a
node in this cycle is either live, in which case it does not belong to [, or it is a garbage
node that is undiscovered garbage, hence it belongs to U;. Thus none of these nodes
belong to I'; — U;.

If a cycle B;; fails the X-test, it means that there is some undeleted edge from
outside the set of nodes in B;;. By Lemmal[3] it cannot be from a garbage node that
comes earlier in the cycle buffer. If this is from a live node or from a garbage node
that is undiscovered garbage, then garbage nodes in this cycle, if any, belong to the set
U;. If it is not from an undiscovered garbage node, then that garbage node belongs to a
discovered garbage set later in the cycle buffer.

But in the FreeCycles routine we process the cycles in the reverse of the order
in which they were collected. As we free garbage cycles, we delete all edges from
the nodes in it. By Lemmal[3] the last discovered garbage set cannot have any external
pointers to it. Therefore it will pass the 3'-test also. In addition, when we delete all
edges from this set, the next discovered garbage set will pass the X'-test. Hence, every
discovered garbage cycle set B;; will pass both the tests. a

Corollary 2. In the absence of the race condition leading to undiscovered garbage,
namely a mixture of live and garbage nodes in some set B;y, all garbage will be col-
lected. That is,

K, =1;.

Proof. In this case, there are no live nodes in any B;;; that contains garbage and hence
U; is a null set. The result follows from Theorem H. O

6 Measurements

We now present measurements of the effectiveness of our concurrent cycle collection
algorithm within the Recycler, a reference counting garbage collector implemented as
part of, Jalapefio, a Java virtual machine written in Java at the IBM T.J. Watson Research
Center.
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Program Description Applic. |Threads| Objects |Percent

Size Allocated|Acyclic
201_compress|Compression 18KB| 1 02M| 73%
202_jess Java expert system 11 KB 1 174 M| 19%
209_db Database 10KB| 1 6.6 M| 10%
227 _mtrt Multithreaded raytracer 571 KB| 2 142M| 87%
228 _jack Parser generator 131 KB 1 16.8 M| 78%
portbob Business Object Benchmark| 138 KB| 3 T9M| 61%
jalapefio Jalapefio compiler 1378 KB 1 192 M 7%
ggauss Cyclic torture test (synth.) 8 KB 1 325M| <1%

Table 2. Benchmarks and their overall characteristics.

The measurements in this section concentrate on the operation of the reference
counting system within the Recycler. In concurrently published work [3] we present
detailed measurements of the system as a whole, including a comprehensive perfor-
mance evaluation which shows that with sufficient resources, the Recycler achieves a
maximum 6 millisecond pause time without appreciably slowing down the applications.

6.1 Benchmarks

Table[2 summarizes the benchmarks we used. Our benchmarks consist of a mixture of
SPEC benchmarks and other programs: portbob is an early version of the benchmark
recently accepted by SPEC under the name jbb; jalapefiois the Jalapefio optimizing
compiler compiling itself; and ggauss is a synthetic benchmark designed as a “torture
test” for the cycle collector: it does nothing but create cyclic garbage, using a Gaussian
distribution of neighbors to create a smooth distribution of random graphs.

Since we did no have source code for all benchmarks, application size is given as
the total class file size in kilobytes.

SPEC benchmarks were run with “size 100” for exactly two iterations, and the entire
run, including JIT time, was counted.

We ran the benchmarks with one more CPU than there are threads; the extra CPU
ran the concurrent collector.

The largest benchmark is jalapefio, the Jalapefio optimizing compiler compil-
ing itself. It allocates 19 million objects, of which only 8% are determined by the
classloader to be acyclic (and therefore marked green). The optimizer represents the
worst-case type of program likely to be seen by the cycle collector in practice: its data
structures consist almost entirely of graphs and doubly-linked lists.

6.2 Cycle Collection

Table Bl summarizes the operation of the concurrent cycle collection algorithm. Cycle
collection was performed every eight epochs or when the Roots buffer exceeded a
threshold size; usually the latter condition triggered cycle collections sooner. They seem
to occur once every four to five epochs.
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Program Ep.|Cyc.| Roots |Cycles Found Marked Refs. |Trace/
Coll.|Checked| Coll. |E|A Gray | White |Orange Traced |Alloc.

201_compress| 40 9| 12153 97| 0 0] 13020 726 484 62971| 0.42
202_jess 127 33| 155507 0{13| 0] 293995| 14523 52| 2281521 0.13
209_db 275 61(1261177 0| 0] 0]2793425| 14551 0123737713 3.57
227 _mtrt 152 29| 467334 10 0] 2{3097618|1122418| 654137|18558847| 1.31
228_jack 230| 47| 151160 782| 0] 0| 231356 75610 49141| 875234 0.05
portbob 50| 16| 434071 0| 0| 5| 678077 2279 5| 6345488 0.80
jalapefio 476| 106|6382521(279790| 0| 0[7621940|3049754|2019731|49571627| 2.58
ggauss 489| 105|7111449(266666| 0| 0{7511620|6782726|6484782|37715868| 1.16

Table 3. Cycle Collection. “Ep.” is the number of epochs; “Cyc. Coll.” is the number
of cycle collections. For “Cycles Found”, the number collected, and rejected due to the
Y- and A-tests.

There were a number of surprising results. First of all, despite the large number of
roots considered, the number of garbage cycles found was usually quite low. Cyclic
garbage was significant in jalapeflo and our torture test, ggauss. It was also sig-
nificant in compress, although the numbers do not show it: multi-megabyte buffers
hang from cyclic data structures in compress, so the application runs out of memory
if its 97 cycles are not collected in a timely manner.

The Jalapefio optimizing compiler and the synthetic graph generator both freed
about 20% of their objects with the cycle collector. We were surprised that the num-
ber was not higher, given that virtually all of the data structures were potentially cyclic.
However, it appears that even so, a large proportion of objects are simple (rather than
cyclic) garbage.

Of more than half a million candidate cycles found for the eight benchmarks, con-
current mutation introduced only 20 false candidate cycles, with most of the false cycles
being rejected by the X'-test in jess. None of these rejected cycles was undiscovered
garbage that was collected later (that is, part of a set U; as described in Section[3)).

In fact, we were unable to create false cycles artificially when we tried modifying
the ggauss program to turn it into a malicious mutator designed solely for the pur-
pose of fooling the CollectCycles algorithm. This demonstrates conclusively that
undiscovered garbage is a problem only in theory, and not in practice.

Table Blalso shows how the different phases of the cycle collection algorithm pro-
ceeded: marking (gray), looking like cyclic garbage (white), and provisionally identi-
fied as cyclic garbage (orange). The amount of marking varied widely according to the
benchmarks.

Finally, Table 3 shows the number of references that must be followed by the con-
current reference counting collector (“Refs. Traced”). We have also normalized this
against the total number of objects allocated (“Trace/Alloc”). The db benchmark re-
quired the most tracing per object. Apparently it performs far more modification of
its potentially cyclic data structures than other programs — presumably inserting and
removing database objects into its index data structure.
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Compared to tracing garbage collectors, the reference counting collector has an
advantage in that it only traces locally from potential roots, but has a disadvantage in
that the algorithm requires multiple passes over the subgraph. Furthermore, if the root
of a large data structure is entered into the root buffer frequently and high mutation
rates force frequent epoch boundaries, the same live data structure might be traversed
multiple times.

Our measurements show that a reference-counting based collector using our cycle
collection technique may perform very little tracing, or a large amount of tracing, and
that this is very application dependent.

Over all, the measurements presented here show that our cycle collection algorithm
is practical and capable of handling large programs, and in many cases should pro-
vide significantly increased locality and reduction in memory traffic over tracing-based
collectors.

The Recycler is described in greater detail and compared quantitatively to a parallel
mark-and-sweep collector by Bacon et al [3]].

7 Related Work on Concurrent Collection

While numerous concurrent, multiprocessor collectors for general-purpose program-
ming languages have been described in the literature [l [10, L1, 14115, [18] |19} 211 |26,
27), the number that have been implemented is quite small and of these, only a few
actually run on a multiprocessor [2} 8, [14] [11} [13} 24]).

DeTreville’s work on garbage collectors for Modula-2+ on the DEC Firefly work-
station [8] is the only comparative evaluation of multiprocessor garbage collection tech-
niques. His algorithm is based on Rovner’s reference counting collector [26] backed by
a concurrent tracing collector for cyclic garbage. Unfortunately, despite having imple-
mented a great variety of collectors, he only provides a qualitative comparison. Nev-
ertheless, our findings agree with DeTreville’s in that he found reference counting to
be highly effective for a general-purpose programming language on a multiprocessor.
The Recycler differs in its use of cycle collection instead of a backup mark-and-sweep
collector.

Huelsbergen and Winterbottom [[15] describe a concurrent algorithm (VCGC) that
is used in the Inferno system to back up a reference counting collector. They report
that reference counting collects 98% of data; our measurements for Java show that the
proportion of cyclic garbage is often small but varies greatly. The only measurements
provided for VCGC were on a uniprocessor for SML/NJ, so it is difficult to make mean-
ingful comparisons.

The only other concurrent, multiprocessor collector for Java that we know of is the
work of Domani et al [13} [12]. This is a generational collector based on the work of
Doligez et al [L1], for which generations were shown to sometimes provide significant
improvements in throughput.

The other implemented concurrent multiprocessor collectors [2} 114} [11, 24] are all
tracing-based algorithms for concurrent variants of ML, and generally have signifi-
cantly longer maximum pause times than our collector. In addition, ML produces large
amounts of immutable data, thereby simplifying the collection process.
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The garbage collector of Huelsbergen and Larus [[14] for ML achieved maximum
pause times of 20 ms in 1993, but only for two small benchmarks (Quicksort and Knuth-
Bendix). Their collector requires a read barrier for mutable objects that relies on pro-
cessor consistency to avoid locking objects while they are being forwarded. Read barri-
ers, even without synchronization instructions, are generally considered impractical for
imperative languages [17], and on weakly ordered multiprocessors their barrier would
require synchronization on every access to a mutable object, so it is not clear that the
algorithm is practical either for imperative languages or for the current generation of
multiprocessor machines.

Lins has presented a concurrent cycle collection algorithm [21]] based on his syn-
chronous algorithm. Unlike the Recycler, Lins does not use a separate reference count
for the cycle collector; instead he relies on processor-supported asymmetric locking
primitives to prevent concurrent mutation to the graph. His scheme has, to our knowl-
edge, never been implemented. It does not appear to be practical on stock multiproces-
sor hardware because of the fine-grained locking required between the mutators and the
collector. Our algorithm avoids such fine-grained locking by using a second reference
count field when searching for cycles, and performing safety tests (the '-test and the
A-test) to validate the cycles found.

Jones and Lins [16] present an algorithm for garbage collection in distributed sys-
tems that uses a variant of the lazy mark-scan algorithm for handling cycles. However,
they rely on much more heavy-weight synchronization (associated with message sends
and receives and global termination detection) than our algorithm. The algorithm has
never been implemented.

In terms of cycle collection systems that have been implemented, the closest to our
work is that of Rodrigues and Jones [25], who have implemented an algorithm for cycle
collection in distributed systems. However, they use a tracing collector for local cycles
and assume that inter-processor cycles are rare, and they use considerably more heavy-
weight mechanisms (such as lists of back-pointers) than we do; on the other hand they
also solve some problems that we do not address, like fault tolerance.

8 Conclusions

We have presented algorithms for the collection of cyclic data structures in reference
counted systems, starting with a synchronous algorithm which we then extended to han-
dle concurrent mutation without requiring any but the loosest synchronization between
mutator threads and the collector.

We presented detailed pseudocode and a proof of correctness of the concurrent al-
gorithm. We have implemented these algorithms as part of the Recycler, a concurrent
multiprocessor reference counting garbage collector for Java, and we presented mea-
surements that show the effectiveness of our algorithm over a suite of eight significant
Java benchmarks.

Our work is novel in two important respects: it represents the first practical use of
cycle collection in a reference counting garbage collector for a mainstream program-
ming language; and it requires no explicit synchronization between the mutator threads
or between the mutators and the collector.
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Another contribution of our work is our proof methodology, which allows us to rea-
son about an abstract graph that never exists in the machine, but is implied by the stream
of increment and decrement operations processed by the collector. In effect we are able
to reason about a consistent snapshot without ever having to take such a snapshot in the
implementation.

Our cycle collection algorithm forms a key part of the Recycler, a garbage col-
lector for Java, which achieves end-to-end execution times competitive with a parallel
mark-and-sweep collector while holding maximum application pause times to only six
milliseconds.
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Abstract. This paper proposes a system named Addistant, which en-
ables the distributed execution of “legacy” Java bytecode. Here “legacy”
means the software originally developed to be executed on a single Java
virtual machine (JVM). For adapting legacy software to distributed ex-
ecution on multiple JVM, developers using Addistant have only to spec-
ify the host where instances of each class are allocated and how remote
references are implemented. According to that specification, Addistant
automatically transforms the bytecode at load time. A technical contri-
bution by Addistant is that it covers a number of issues for implementing
distributed execution in the real world. In fact, Addistant can adapt a
legacy program written with the Swing library so that Swing objects are
executed on a local JVM while the rest of objects are on a remote JVM.

1 Introduction

Object-oriented distributed software can be developed with various program-
ming tools and environments. For example, a number of object request brokers
have been proposed[89JT0J21], just to mention a few, and they allow program-
mers to easily make an object accessed by a remote host through a network.
The programmers only have to define the interface of the object in an interface
definition language. Another example is to use a distributed programming lan-
guage like Emerald[3]. Such a language provides language constructs for creating
objects on remote hosts, migrating them to another host, and so on.

However, these programming tools and environments are mainly for devel-
oping new distributed software from scratch; they are not for adapting “legacy”
software to distributed execution on multiple hosts. Here, “legacy” means that
the software was originally developed with intent to be executed on a single
host. The existing tools or environments are not helpful in modifying the legacy
software so that part of the software can be executed on a remote host. The
programmers have to manually modify the source text of the program to follow
a programming conventions specified by the tools, or to use special language
constructs. This modification takes long time and it is error-prone. It is even
impossible if the program text is not available or modifiable. Practical demands
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for adapting legacy software to distributed execution will never disappear. While
there is already a number of such legacy software, programmers will continue to
develop legacy software since non-distributed software is easier to develop than
distributed software.

To support distributed execution of legacy software written in Javal[7], we
have developed a system named Addistant. Addistant helps developers modify
legacy Java programs to run on multiple Java virtual machines (JVM)[L4]. It
performs:

— Letting developers specify where to allocate the instances of each class among
multiple hosts, in a policy file separated from the original program. All the
instances of a class must be subject to the same allocation policy. Since real
software contains a large number of objects, it is not realistic to individually
specify where each object is allocated.

— Translating the bytecode of the legacy Java software according to the speci-
fication above so that specified classes are executed on the JVM running on
a remote host. Addistant does not need source code for the translation. The
translated bytecode is the regular Java bytecode. No custom JVM is needed
for execution. And,

— Delivering the translated bytecode to remote JVM. This delivery is also
performed by the runtime system of Addistant.

The translation by Addistant has been implemented by a synthesis and re-
engineering of ideas found in existing programming tools and environments for
distributed software. It is based on the proxy-master model, in which a proxy
object forwards method invocations to a remote object through a network al-
though the generation of the classes for proxy objects automatically managed
by Addistant; it is hidden from the developers. A technical contribution by Ad-
distant is rather that it covers all the issues that we encounter if applying the
proxy-master model to real software development in Java. For example, since
the JVM does not allow modifying the bytecode of the system classes at load
time, the proxy-master model cannot be implemented with only a well-known
straightforward translation, which requires the bytecode translation of all re-
lated classes including the system classes. To avoid these problems, Addistant
provides multiple implementation approaches, which developers can choose for
each class.

A typical application of Addistant is to apply functional distribution to a
legacy Java program so that some modules of that program are executed on a
remote host suitable for the functionality of those modules. For example, Addis-
tant can be used to adapt a legacy program using the Swing class library[22],
which is Java’s graphical user interface (GUI) library, so that GUI objects are
executed on a host in front of the user while other objects are on a remote
high-performance host. The resulting program produced by Addistant achieves
good performance. Although the same effects can be achieved by using the X
Window System[I8], which enables the program to show windows on a remote
display, our experiments showed that Addistant could achieve better response
time of the GUI than the X Window System. This is because the X Window
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System implements distribution at the level of runtime library and thus it needs
network communication for every drawing primitive. On the other hand, Ad-
distant implements distribution by translating a whole program including both
library code and user code. This higher-level distribution significantly reduces
the amount of network communication. This fact suggests that a distributed
program developed with a program translator can give better performance than
one with a runtime library.

In the rest of this paper, Section 2 presents the architecture of Addistant.
Section 3 describes Java-related implementation issues. In Section 4, we show
how Addistant can be used for adapting legacy software using the Swing class
library to distributed execution. Section 5 discusses related work. Finally, section
6 concludes the paper.

2 Addistant

Addistant is a Java programming tool for adapting legacy software, which was
developed with intent to be executed on a single JVM, to distributed execution so
that some objects of that software are executed on a remote host. This adaptation
is performed by a bytecode translator at load time. This section first mentions
design issues of the tools like Addistant, and then presents how Addistant deals
with them.

2.1 Design Goal

Unlike developing distributed software from scratch, adapting legacy software
written in Java to distributed execution needs special tool support. Without
such tool support, programmers would have to read the program of that software
and modify it so that some objects should be allocated on a remote host and
method invocations be specially treated as if they are across a network. Since
manual modification is troublesome and error-prone, a programming tool should
automate this modification.

Although a number of researchers have been proposing Java-based distributed
languages[12JT7/T9], those languages are not suitable for this purpose. Using such
a distributed language, the programmer needs to obtain the source code of the
program, which is usually unavailable if supplied by a third party. Moreover,
she has to modify the program to use special syntax provided by that language.
For example, in case of a language proposed by Nagaratnam[17], a regular Java
statement for creating an object:

Frame f = new Frame("The Great Encyclopedia");
must be replaced with a statement:

Frame f = remotenew Frame("The Great Encyclopedia");
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using special syntax remotenew. She has to obtain the source code and edit all
such statements.

Existing object request brokers (ORB)[4ROITOJ2T] are not suitable as well.
They are mainly for making legacy software as a component of larger distributed
software. To use such an ORB for distributing some modules of that software
to a remote host, a programmer has to manually split the software into sev-
eral modules and modify the program so that interactions among the modules
are subject to the protocols of the ORB. For example, the Java RMI requires
that all remote method invocations be performed through interface types. Sup-
pose a method show() is called on a remote instance £ of a class Frame. First,
the programmer must declare a new interface DistributedFrame and modify the
declaration of the class Frame so that the class Frame implements the interface
DistributedFrame. Then she has to substitute DistributedFrame for occurrences of
the class name Frame in the program. Also, she has to care about a number of
issues such as remote object creation and polymorphism.

An ideal tool for adapting legacy software to distributed execution must
provide the following features:

— Remote reference: The tool must hide implementation details of remote-
object references from the programmers. The programmers should not have
to modify the program so that remote references in the program follow a
particular protocol specified by the tool.

— Policy of object allocation: The tool must allow the programmers to
easily specify whether each object is allocated on a local host or a remote
host. Since the programmers may not know details of the program of legacy
software, the object allocation should be specified at an appropriate abstract
level.

— Program delivery: The tool must be able to automatically deliver the
program of modules to a remote host if those modules are executed on that
host.

In the rest of this section, we first focus on the implementation of the re-
mote reference. Then we describe how the users of Addistant specify the policy
of object allocation. We also describe how Addistant implements the program
delivery.

2.2 Remote Reference

Addistant implements remote references by bytecode translation at load time.
To run the translated software, no custom JVM is needed; Addistant only needs
that the regular JVM is running on every host.

Addistant employs the proxy-master model, which is also known as the Re-
mote Proxy pattern[6/20], so that a remote method can be transparently invoked
with the same syntax as a local method. In this model, an object whose meth-
ods can be invoked from a remote host is associated with an object called proxy
existing on that remote host. For distinction, we call the former object master.
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A proxy provides the same set of methods as its master and delegates every
method invocation to its master. It encapsulates details of network communica-
tion necessary for the remote method invocations.

Unfortunately, any single implementation approach of the proxy-master model
cannot deal with all kinds of classes. Each approach covers only the classes sat-
isfying the criteria peculiar to that approach. Since we design a programming
tool for legacy software, which someone else may have written, we cannot choose
a single approach and enforce the criteria on the whole program. For example,
one of the approaches needs to modify the declaration of the class of master
objects. Since the JVM does not accept modified system classes, if an instance
of a system class is a remote object, that approach cannot be used. A different
approach must be used for that case.

To avoid this problem, Addistant provides several different approaches for
implementing the proxy-master model. It currently provides four approaches:
replace, rename, subclass, and copy. The developers can choose one from the
four for each class of master. The differences among the four approaches are
mainly how a proxy class is declared, how caller-side code, that is, expressions of
remote method invocations, is modified, and how a master class is modified. The
four approaches cover most of cases in practical development according to our
experiences with the Swing library. To choose one from these four approaches,
the developers must know whether a given class of master meets some of the
following features or not:

— Call by reference: The master object must be passed to a remote method
as a parameter in the call-by-reference manner. It cannot be passed in the
call-by-value manner.

— Heterogeneity: A variable with that class type must be able to hold both
local and remote references. Some kinds of master objects do not require
this feature. For example, all the instances of a GUI class would exist on the
same host in front of the user. If so, all the references to those instances are
local on that host while they are remote on the other host. In this case, local
and remote references do not coexist on a single host.

— Unmodifiable bytecode: The implementation must be done without trans-
forming the unmodifiable bytecode. This is required as JVM prohibits the
developers from modifying or replacing the bytecode of the system classes
such as java.util.Vector. This feature is divided into three sub-features: the
class declaration of the master objects (original class) is unmodifiable, other
master classes accessing the master objects (referrer classes) are, or other
master classes creating the master objects (factory classes) are, respectively.

The remainder of this subsection presents details of the four approaches, and
conditions in which the approaches can be used. The summary of the conditions
is listed in Table [l.

Replace Approach. The first approach is the replace approach. It is available
unless the heterogeneity feature is required or the original class is unmodifiable.
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Table 1. Applicability of the four approaches. The mark of x ([x]) indicates that
the approach is (probably) unavailable in case the feature is required.

Replace Rename Subclass Copy
Call by reference X
Heterogeneity X X
Unmodifiable bytecode of original class x [x] [x]
referrer classes x
factory classes X X

Developers should apply this approach to non-system classes whose masters are
allocated at the same host.

Suppose that the class of a master object is Widget. Since the heterogeneity
feature is not required, all the references to the Widget objects are either local or
remote. Therefore, Addistant uses the original Widget class for local references
on one host while it generates another version of the Widget class for remote
references on the other hosts (Table 2]). This version corresponds to a proxy
class for the original Widget class. Addistant sends the bytecode of this proxy
class to the host where there are remote references to Widget masters.

Table 2. The proxy class for a class Widget used by each approach. Here, we
assume that the original Widget is a subclass of Object.

Replace Rename Subclass

Proxy class Widgett WidgetProxy WidgetProxy
Superclass of proxy Object Object Widget
Variable type for proxy||Widgett WidgetProxy Widget

tA different version of the Widget class.

Rename Approach. The second approach is the rename approach. The replace
approach is not available if the declaration of the original class is not modifiable.
The rename approach can be used in that case although it requires that the
referrer classes and the factory classes are modifiable. As the replace approach,
the rename approach is not available if the heterogeneity feature is required.
Developers should apply this approach to classes like java.awt.Window.

In the rename approach, Addistant generates a proxy class of the original
class Widget with a different name such as WidgetProxy. Then Addistant uses
that proxy class for remote references. It modifies the bytecode of all the referrer
classes on the hosts where references to the Widget objects are remote so that
all the occurrences of the original class name Widget are replaced with the proxy
class name WidgetProxy. Addistant does not modify the other referrer classes on
the host where references to the Widget objects are local.

Addistant also modifies the factory classes if they are used on the host where
references to the Widget objects are remote. Since the Widget objects must be
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created on the other host, Addistant also replaces all the occurrences of Widget
with WidgetProxy in the bytecode of the factory classes. For example, it translates
the following statement:

Frame w = new Frame();
into this statement:
FrameProxy w = new FrameProxy();

The latter statement creates a proxy object, which requests a remote host to
create a master object.

Subclass Approach. The third approach is the subclass approach. It is avail-
able even if the heterogeneity feature is required. Developers should apply this
approach to classes like java.util.Vector.

In this approach, a proxy class WidgetProxy is a subclass of the original class
Widget. Both local and remote references have the reference type to Widget so
that they can coexist on the same host. If a reference is local, it points to a
Widget object. If a reference is remote, it points to a WidgetProxy object.

However, as the rename approach, this approach needs to modify the factory
classes if they are used on the host on which references to master objects are
remote. Furthermore, this approach may require that the original class is modi-
fiable. First, if the original class is a final class or it includes a final method,
it must be modified to be a non-final class and to include no final method.
Otherwise, the proxy class cannot be a subclass of the original class or override
methods declared in the original class. Second, if the constructor of the original
class causes inappropriate side-effects and fails to create an object, Addistant
must add to that class another constructor performing nothing so that the con-
structor of the proxy class can call it. Remember that a constructor must call a
constructor of the super class in Java. For example, the original constructor of
the class Widget may access a local graphic device. If it is called by the construc-
tor of WidgetProxy (since WidgetProxy is a subclass of Widget), it may throw
an error because of the absence of the graphic device on the host where the
WidgetProxy object is created.

Note that the subclass approach does not require that the original class is
modifiable if the original class is not a final class and the constructors do not
cause inappropriate side-effects. For instance, the bytecode of a system class
java.io.File is unmodifiable. Since that class is used by other system classes, the
referrer classes are also unmodifiable. Thus, even if the heterogeneity feature
is not required, either the replace or rename approaches cannot be used for
java.io.File. On the other hand, the subclass approach can be used for that class.

Copy Approach. The last is the copy approach. This approach can be used for
primitive types such as int and classes like java.lang.String, instances of which
are immutable.



A Bytecode Translator for Distributed Execution of “Legacy” Java Software 243

If the copy approach is chosen for a class C, a remote reference to an instance
of C cannot exist. If a local reference to an instance of C is passed to a remote
method, Addistant makes a shallow copy of that instance on the remote host. A
local reference to that copy is passed to the method. Thus, the copy approach
cannot be used if a reference must be passed to a remote method in the call-by-
reference manner. However, the copy approach does not need to modify bytecode
at all.

Addistant also provides a slightly different version of the copy approach:
the write-back copy approach. If this approach is chosen, the contents of the
copy passed to the remote method are written back to the master object after
executing that remote method. For example, suppose that the write-back copy
approach is chosen for an array of byte. Then in the following code:

byte[] buf = ... ;
inputstream.read (buf);

the call to read() on a remote object inputstream makes a copy of buf on
the remote host. A local reference to that copy is passed to read(). Since the
write-back copy approach is chosen, the contents of that copy are written back
to buf after executing read(). Therefore, the byte data read from the input
stream are eventually stored in buf.

2.3 Object Allocation

Addistant allows the developers to specify a policy of object allocation for each
class. It does not allow to use a different policy for each object because Addistant
is a tool for modifying legacy software; it is not realistic for the developers to
specify a policy for every occurrence of “new” (the operator of object creation)
appearing in a program, which someone else may have written.

The developers can declare that all the instances of a class are allocated on
a specific host. If a host D is specified for a class C, an expression “new C()”
(create an instance of C) executed on any host is interpreted as that an instance
of Cis created on the (probably remote) host D. On the other hand, if any host
is not specified for the class C, an expression “new C()” executed on a host D’
is interpreted as that an instance of C is locally created on the host D’.

The declaration by the developers is written in a policy file, which Addistant
reads at startup time. The policy file is written in an XML-like syntax. For
example, a declaration below:

<import proxy="rename" from="display">
java.awt.x*
</import>

means that all the instances of classes included in the java.awt package are
allocated on a host specified by a variable display. Remote references to these
instances are implemented with the rename approach. The variable display is



244 Michiaki Tatsubori et al.

bound to a real host name at run time. If the “from” attribute is not given, the
instances of a class C are allocated on a host where an expression “new C()” is
executed.

Note that java.awt.* means all the classes included in the java.awt pack-
age. It does not mean sub-packages of java.awt, such as java.awt.image be-
cause sub-packages are irrelevant to the parent package with respect to the lan-
guage semantics. For example, the access rights of a class in a sub-package are
equivalent to ones in other packages than the parent package of that sub-package.
To specify all the classes and sub-packages in java.awt, java.awt.- should be
used.

Besides all classes included in a package, all subclasses of a class in a package
can be specified. For example, a declaration below:

<import proxy="rename" from="display">
subclass@java.awt.Component
</import>

means that the rename approach is used for all the subclasses of the class Com-
ponent, including Component itself. To specify only the subclasses excluding the
parent class, exactsubclass should be used instead of subclass.

Some implementation approaches of remote references restrict policies of ob-
ject allocation. Since the replace and rename approaches require that local and
remote references do not coexist, the “from” field must be specified so that in-
stances are created on the same host. On the other hand, the copy approach
does not allow the developers to specify the “from” field since it does not deal
with remote references.

2.4 Bytecode Delivery

Addistant provides a mechanism for automatically distributing bytecode from a
host to other hosts. The users have to only run a class loader of Addistant on
every host. If a program starts on a host A and creates an object on a remote
host D, the class loader on the host A sends necessary bytecode to the class
loader on the host D so that the object can be created on the host D. If the
bytecode must be modified, it is modified by the class loader on the host A before
it is sent to the host D. If the bytecode is of system classes, the class loader on
the host D loads it from a local file system instead of the host A.

Although the regular class loader of Java fetches bytecode on demand, the
class loader of Addistant may fetch the bytecode of certain classes in advance.
For example, suppose that the rename approach is specified for all subclasses
of a class C. If the class loader of Addistant loads a class U, it must read the
bytecode of the class specified by every name appearing in the bytecode of U
and examine whether each class is a subclass of C. If so, the class name must
be replaced with the name of the proxy class. Thus, while the class loader of
Addistant loads a class U, it may fetch a number of other classes as well as the
class C and subclasses of C.
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3 Implementation Issues

3.1 Single System Image

There are several implementation issues for keeping the semantics of the Java
language in distributed program execution, that is, providing a single system
image with multiple JVMs. This sub section describes how Addistant deals with
those issues.

Remote Field Access. Although a naive implementation of the proxy-master
model cannot support remote field accesses, Addistant translates a field access
at the bytecode levelinto a static method invocation on that class and thereby
enables remote field accesses. Suppose that a class Point declares a field x and
the field is accessed as follows:

Point p;

=p.x ..
p.x = 100 ..

If remote references to Point objects are implemented by the rename approach,
the code above is translated into the code below:

PointProxy p;
. = PointProxy.read_x(p)
. PointProxy.write_x(p, 100)

The static methods read x() and write_y() implement the remote field ac-
cesses. They are declared in the proxy class produced by Addistant.

The translation above must be applied to all the remote field accesses. There-
fore, Addistant cannot deal with remote field accesses embedded in the unmod-
ifiable bytecode, for example, the bytecode of the system classes.

Equality between Remote References. Addistant preserves the semantics
of the equality operators such as “==" and “!=” with respect to remote refer-
ences. To do that, Addistant maintains a table of proxy objects on every host
so that there exists only a single proxy object referencing to each master object.
Addistant gives a unique identifier to every master object and sends this iden-
tifier when a reference to the master object is passed as a parameter across the
network to a remote method. Then it looks up the corresponding proxy object in
the table and passes a reference to that proxy object to the destination method.
If the proxy object is not found in the table, Addistant creates and registers it
in the table.
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Self Deadlock Avoidance. In Addistant, any host can invoke a method on a
remote object and receive a method invocation from a remote object. Therefore,
a remote method call from a host A to a host D may cause another method call
back from D to A. In this case, the latter method call must be handled by the
same thread that requested the former method call on the host A. Otherwise, a
deadlock may occur if the methods are synchronized ones.

Suppose that a Button object and a Listener object exist on different hosts D
(display host) and A (application host), respectively. The declarations of class
Button and Listener are as follows:

class Button {
Listener listener;
synchronized void push() {
listener.pushed(this);
}
synchronized ButtonState getState() { ... }
}

class Listener {
void handlePush(Button button) {
. button.getState()
}
}

If push() is invoked on the Button object, it calls handlePush() on the remote
Listener object. Then getState () is called back on the Button object. If push()
and getState() are executed by different threads, a deadlock occurs since the
two threads try to lock the Button object at the same time. The deadlock never
occurs if the two objects exist on the same host because all the methods are
executed by the same thread.

In order to ensure the same thread executes all the methods called back,
Addistant establishes a one-to-one communication channel between the thread
executing push() on D (T%) and the one executing handlePush() on A (T%).
This communication channel is stored in a thread local variable implemented
with java.lang.ThreadlLocal. A thread always uses the same channel for every
remote method invocation and it waits for not only the result of the invocation
but also another request of invocation from a remote thread sharing the same
channel. When handlePush() calls getState(), the thread TA sends a request
of getState() to the remote thread T connected through the communication
channel, which is the thread executing push() on D and blocking to wait for
the result of handlePush(). The thread T}, invokes the requested getState ()
to send the result of getState() through the channel, and then it continues
to wait for the result of the original handlePush(). Thereby, both push() and
getState() are executed by the same thread T%. A deadlock is avoided.

Distributed Garbage Collection. Addistant maintains a table of objects
exported to a remote host. While there exists a proxy object on a remote host,
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the master object is recorded in that table so that it is not garbage collected. If
all the proxy objects are garbage collected, then the master object is removed
from the table. If there are no other references to the master object, then the
master object is garbage collected.

The table of proxy objects for checking the equality between remote refer-
ences is implemented with the weak reference mechanism of Java[l]. An element
of the table is a weak reference to a proxy object. Thus, the proxy object is
garbage collected when the garbage collector determines that nothing except
that table refers to the proxy object.

Currently, Addistant cannot collect all objects if remote references make cy-
cles. Although several algorithms are known for dealing with distributed cycles,
efficiently implementing those algorithms is not straightforward without modi-
fying the JVM. For example, if using a distributed mark-sweep algorithm, we
would need a mechanism for tracing object references. However, Java’s reflection
APIT does not provide such a mechanism. We expect that weak references and
object finalizers might help to solve this problem but implementation details are
still open.

3.2 Bytecode Modification

Bytecode Translation Toolkit. One of the research aims of the development
of Addistant was to examine the expressive power of Javassist[5], which is our
toolkit for implementing a bytecode translator for Java. Unlike other similar
toolkits, Javassist provides a source-level view of bytecode for the developers,
who can manipulate bytecode without detailed knowledge of the bytecode spec-
ifications. Javassist is easier to use than other naive toolkits as a source-level
debugger is easier to use than an assembly-level debugger. On the other hand,
Javassist restricts the ability to modify bytecode. It does not allow bytecode
modification that is difficult to express with a source-level view.

To show that the expressive power of Javassist is powerful enough to im-
plement a real application, we have developed Addistant within the confines of
the Javassist API (Application Programming Interface). No undocumented low-
level API was used. All the bytecode modification that Addistant needs could
be easily implemented with a source-level abstraction provided by Javassist.

Bootstrap Classes. If we use a command-line option provided by Sun’s JVM,
we can modify the bytecode of system classes and have the JVM load the modi-
fied bytecode at bootstrap time. Hence using this option extends the range of the
classes that the approaches provided by Addistant for implementing the proxy-
master model are applicable to. However, we did not modify the bytecode of the
system classes because Sun’s license terms prohibit the modification. Even if we
could modify, consistently modifying the system classes is difficult since runtime
systems such as a system class loader depends on the definition of the system
classes.
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4 Distributed Swing Applications

This section presents that Addistant can adapt legacy software using the Swing
class library so that GUI objects are allocated on a remote host and the users
can interact with the software through the GUI shown on a remote display.
The Swing class library is a GUI library included in the standard Java runtime
environment. Although the same effects can be achieved with the X Window
system[I8], Addistant can achieve better performance since drawing operations
are directly performed on the host with a display. This is typical benefit of
functional distribution. The X Window system needs network communication
for every primitive drawing operation and hence communication overheads tend
to be a performance bottleneck.

In this section, we first present a policy file for adapting legacy software using
the Swing class library to distributed execution. Then we show the results of our
performance measurement.

4.1 Policy File

The following is a typical policy file for adapting software using the Swing class
library:

<policy>
<import proxy="rename" from="display">
subclass@java.awt.-
subclass@javax.swing.-
subclass@javax.accessibility.*
subclass@java.util.EventObject </import>
<import proxy="rename" from="application">
exactsubclass@java.io. [InputStream|OutputStream|Reader|Writer]
exactsubclass@javax.swing.filechooser.* </import>
<import proxy="subclass">
subclass@java.util. [Dictionary|AbstractCollection|AbstractMap]

subclass@java.util.BitSet </import>
<import proxy="writeBackCopy">

array@- </import>
<import proxy="replace" from="application">

user@- </import>

<import proxy="copy">
- </import>
</policy>

Here, the variable display indicates the host where the GUI objects are allo-
cated. The variable application indicates the other host where the rest of the
objects are allocated. An import declaration listed above has a higher priority.

This policy file specifies that GUI objects are allocated on the display host
and remote references to those objects are implemented with the rename ap-
proach. Any array type (array@-) is processed with the write-back copy ap-
proach. The instances of classes except the system classes (user@-) are allo-
cated on the application host and remote references to them are implemented
with the replace approach. The rest of the classes are processed with the copy
approach.
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4.2 Performance Measurement

For performance measurement, we used two host computers. One is a machine
with a 500MHz PentiumlII and Linux 2.2. It is a display server for executing GUI
objects. The other is a machine with a 440MHz UltraSparcIl and Solaris 2.7. It
is an application server for executing the other objects. We used the HotSpot
JVM (JDK 1.3) for both machines. For connecting the two machines, we used
two kinds of network: 100Base-TX full-duplex and 10Base-T half-duplex.

Remote Method Invocation. Before measuring the performance of a GUI,
we compared the execution time of remote invocations of empty methods among
Addistant (AD) and other Java-based object request brokers (ORB), which are
HORBI[I0] version 2.0.1, Java RMI (JRMI) included in JDK 1.3, and Java Class
Broker[§] (JCB) version 1.2. We changed the number and types of parame-
ters and measured the elapsed time of each remote method invocation. We also
changed the network connecting the two hosts.

Table 3. Elapsed Time (milliseconds) for a remote method invocation. AD
indicates Addistant.

(100Base-TX full-duplex)[(10Base-T half-duplex)

(ms) HORB JRMI JCB AD|HORB JRMI JCB AD
void £() 0.33 0.52 0.71 0.28| 0.48 0.69 0.86 0.40
void f(int) 0.33 0.53 0.78 0.48| 0.48 0.69 0.93 0.61
int f(int) 0.34 0.54 1.20 0.54| 0.49 0.71 1.42 0.68

void f(int,int,int) 0.34 0.54 0.75 0.76 0.49 0.71 0.91 0.91
int f(int,int,int) 0.34 0.55 1.17 0.83 0.50 0.72 1.40 0.99

void f(String) 0.34 0.58 0.83 0.36 0.50 0.75 1.00 0.48
String f(String) 0.35 0.63 0.94 0.37 0.52 0.81 1.11 0.50
void f(Stringl]l) 0.58 0.87 1.26 0.66 0.77 1.08 1.46 0.85
String[] f(Stringll) 0.84 1.22 1.66 0.79 1.10 1.50 1.94 0.99
void f(bytel]) 0.69 0.94 1.26 2.76 1.51 1.73 2.08 2.93

Table [3] lists the results. The results showed that Addistant achieved a com-
parable performance to other ORB except the case that a byte array was passed.
This is because the parameter encoder/decoder of Addistant had not been tuned
and because Addistant used the write-back copy approach for passing an array
as a parameter although the other ORB did not write the updated contents of
the array back after executing a method. In the measurement, all String type
parameters included 10 ASCII characters. The size of String array was three.
The size of byte array was 1024.

Window Drawing. To measure the performance of a GUI, we prepared three
Java programs. The first one displays a single window (a java.awt.Frame ob-
ject) containing no components. The second displays a single empty internal
window (a javax.swing.JInternalFrame object) in a window (a javax.swing.JFrame
object). The third displays a single internal window containing twenty buttons
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(a javax.swing.JButton object) in a window. The size of the window is 600 by
600 while the size of the internal window is 500 by 500.

We compared the X Window system[18], Rawt[11], and Addistant by measur-
ing the elapsed time that each program took for creating and drawing a window
(and internal windows) on a remote display. The X Window system showed a
window on a remote display by connecting a remote X server. Rawt is a GUI
library that is compatible to the Swing class library but enables to show a win-
dow on a remote display. Addistant showed a window on a remote display by
allocating GUI objects on the remote host with that display.

Table @ listed the results. As a drawing image becomes more complex, Ad-
distant showed better performance against Rawt because Rawt allocates only
part of instances of the Swing classes on the remote host with a display and thus
it needs a larger number of remote method invocations for drawing a window.
On the other hand, Addistant allocates all instances of the Swing classes on the
remote host and thus the interactions among the Swing objects are local method
invocations. This is because Addistant is a general-purpose bytecode translator
and it allows the developers to easily customize object allocation for maximizing
performance. Rawt cannot do that since the implementation of Rawt is a black
box.

Table 4. The elapsed time (seconds) for drawing a window.

X Window| Rawt|Addistant
(100base-TX full-duplex)
No components 0.005| 0.041 0.044
1 internal window 0.156| 1.814 0.276
20 buttons 0.873|17.599 0.955
(10base-T half-duplex)
No components 0.006| 0.041 0.045
1 internal window 0.612] 1.988 0.281
20 buttons 1.895|21.322 0.971

Since the X Window system asynchronously executes an X server and an X
client, the elapsed time listed in the table indicates the time needed for sending
all the requests from the client to the server. It does not indicate the actual
elapsed time of drawing a window. In fact, we observed that the response time
of the GUI implemented on top of the X Window system was considerably slower
than one on top of Addistant.

To confirm our observation above, we conducted another experiment. We
wrote a Java program that displays a button in a window and, if that button
is clicked, then a graphic image (1148 by 778) is shown in the window. Table
listed the results of our experiment. We measured the elapsed time after the
button was clicked by mouse until the image was shown. The time was measured
by hand. 0.0 means that the response time was too short to measure. Since the
Swing class library caches a drawn image, Rawt and Addistant responded quicker
than the X Window to a mouse click at the second time. The X Window must
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transfer the drawn image every time from the client to the server. Even at the
first time, Addistant achieved the best performance if the network is 10Base-
T since the X Window system and Rawt had to transfer a larger amount of
data between the hosts. Table [0l listed the results of our measurement of the
size of the data exchanged through a network during the above interaction. The
X Window system needs a few megabytes whereas Addistant does less than a
hundred kilobytes. The large amount of exchanged data can be a performance
bottleneck.

Table 5. The response time (seconds) to a mouse click.

(100Base-TX full-duplex) [(10Base-T half-duplex)

(sec.)|X Window Rawt Addistant|X Window Rawt Addistant
1st 1.6 2.6 2.0 5.6 3.2 2.0
2nd 1.4 0.0 0.0 5.6 0.0 0.0

Table 6. The size of the data (Kbyte) exchanged through a network.

X Window| Rawt|Addistant
1st 3493.57(116.20 81.88
2nd 3438.96| 10.95 0.06

5 Related Work

5.1 Transparent Distribution

To run a Java program on a distributed environment, several extended Java vir-
tual machines have been developed. These virtual machines such as cJVM[2],
Java/DSM[23], and JESSICA[16] provide a single-machine image on several
network-connected computers, that is, a workstation/PC cluster. Thus, multiple
threads are executed in parallel as if they were running on a multi-processor
machine with shared memory. These virtual machines do not need to modify
a program at all to run it. A difference between Addistant and these virtual
machines is that Addistant uses the standard JVM and hence it is mainly for
functional distribution, where objects run on the most suitable host for the com-
putation by the objects.

JavaParty[19] extended the Java language for parallel distributed computing.
They introduced only the extended modifier “remote” for class declarations.
Although the users of Addistant do not have to modify a program, the users of
JavaParty have to append an extended modifier “remote” to a class declaration
if an instance of that class is accessed through a remote reference.
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There are a number of object request brokers for Java. Most of them, in-
cluding the Java RMI|21], require that a remote object be accessed through an
interface type. Thus, developers may have to largely modify programs if they
adapt legacy software to distributed execution. Java Class Broker[§] avoids this
problem by a technique similar to our subclass approach. However, it requires
developers to modify a program to follow another programming convention. For
example, the following regular Java program:

Frame f = new Frame("The Great Encyclopedia");
Button b = new Button();
f.add(b);

must be translated into a program using a runtime distribution manager object
objectBroker:

Object[] params = {"The Great Encyclopedia"};

Frame f = (Frame) objectBroker.create("Frame", params);

Button b = (Button) objectBroker.getProxy("Button", new Button());
f.add(b);

5.2 Remote Display

The X Window System|[I8] enables a Java program to show a graphical output
on the display of a remote host. Like Addistant, the X Window System does not
require developers to modify their programs to use a remote display. However, as
shown in Section F] the X Window System is often less efficient than Addistant.

Rawt[L1] is a GUI library that is compatible to the standard Java GUI li-
brary. If substituting Rawt for the standard library, developers can extend their
programs without any other modifications to use a remote display for output.
Underlying network communication is encapsulated by that library. Addistant
can be regarded as a tool for semi-automatically producing a library like Rawt
from the standard Java GUI library. Since the production by Addistant is based
on both the library and user code, however, the resulting software can often
achieve better performance than Rawt.

5.3 Aspect-Oriented Programming

With Addistant, developers describe a policy file for adapting software to dis-
tributed execution. This policy file can be considered as a separate description
of a distribution aspect in the context of aspect-oriented programming (AOP).
In this context, Addistant is a tool for weaving a Java program written for a
single JVM and a description separately written about a distribution aspect.
Proposing a distribution aspect is not new. For example, D[I5] provides an
aspect language for distribution. However, it allows programmers to separately
describe how a parameter is passed to a remote procedure whereas Addistant
allows to describe where objects are allocated and how proxy objects are im-
plemented. Furthermore, it seems that the design goal of D is to support the
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development of distributed software from scratch. The goal of Addistant is to
add a new aspect on existing software for adaptation. Thus, the description in
a policy file is not a part of program text but rather meta-level instructions to
modify an existing program.

6 Conclusion

This paper presented Addistant, which is a programming tool for adapting legacy
Java software to distributed execution. Addistant performs this adaptation by
bytecode translation at load time. No source code is needed for the adaptation.
The users of Addistant have only to write a policy file for specifying where the
instances of each class are allocated and how remote references to those instances
are implemented. The users can select an implementation approach from the four
provided by Addistant.

Although the four implementation approaches are not new, a contribution
of this paper is that it reveals that letting developers select an implementation
approach for each class is necessary for adapting legacy Java software in the
real world to distributed execution. This paper presented several practical issues
that we must consider for the adaptation. However, the ability of Addistant still
has a few limitations. Although the developers using Addistant do not need to
read or modify source code, they must have some knowledge of source code, for
example, which class of objects should be allocated on a remote host. Moreover,
Addistant provides only class-based distribution: all the instances of a class
must be allocated on the same host. These limitations are acceptable in our
GUI examples although it is an open question in other contexts.

This paper also showed that Addistant could adapt a Java program using the
Swing class library so that GUI objects could be allocated on a remote host with a
display. This functional distribution with Addistant showed better response time
of the GUI than the distribution with the X Window System and the Rawt class
library. This fact suggests that library-level functional distribution could not give
good performance since only the library code is split and distributed to multiple
hosts. On the other hand, Addistant can split a whole program including both
user and library code and then it can distribute objects so that the maximum
performance could be obtained.
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Abstract. This article investigates the security issues raised by the use
of meta-programming systems with Java. For each possible type of MOP
(compile-time, load-time, etc.), we study the permissions required for
both the base and the meta-level protection domains, taking into account
the flow of control between the different parts of the application.

We show that the choice of a particular MOP architecture has a strong
impact on security issues. Assuming a component-based architecture
with code from various origins having different levels of trust, we es-
tablish a set of rules for combining the permissions associated with each
protection domain (integration, base-level, meta-level, etc.).

1 Introduction

In this article we investigate how Meta-Object Protocols (MOPs) [15] may be
combined with Java’s security architecture, especially in the context of compo-
nent-based applications.

Java is the first mainstream programming language to take security into
account from scratch, however it has also given birth to quite a large number
of meta-programming extensions. Since its initial public release in 1995, Java
has arguably become one of the most popular implementation platforms for
researchers in the field of meta-programming with object-oriented languages.
There now exist Java implementations of many different types of MOP.

Specifying a security policy for a Java application means determining the
different protection domains involved and granting permissions to each of them,
the goal being to run each piece of code using the smallest set of permissions
necessary. As monolithic programs are now being gradually replaced with pro-
grams that are made up of a number of components, the above principle of
least privilege becomes even more relevant. Furthermore, within the framework
of meta-programming, one can use standard (base-level), meta-level, and MOP
components, together with application-specific code, each of them having a spe-
cific origin and a different level of trust. The question of what happens to the
specific security permissions of base-level and meta-level components when used
together presents itself. This article tackles the more general problem of com-
bining reflection and security in component-based Java applications.

J. Lindskov Knudsen (Ed.): ECOOP 2001, LNCS 2072, pp. 256-[274], 2001.
© Springer-Verlag Berlin Heidelberg 2001
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The organization of the paper is as follows. In section 2 we successively give
an overview of the security architecture of Java, introduce a classification of
MOPs in four distinct categories, and identify a typical reflective component
architecture. For that application, section [3] investigates the consequences of the
MOP architecture on the original permission sets. Analyzing the different types
of MOPs results in the development of a set of rules that govern the combination
of the permission sets. We demonstrate that the different MOPs raise different
security issues. This section also takes into account the doPrivileged construct.
Section [M] presents related but orthogonal research: assuming that a MOP is
secure, how can one use it to implement security policies? Finally, Section 5
summarizes and further generalizes the results.

2 Security, MOPs, and Components

In this section provide some background information on the security architecture
of Java and meta-programming in Java, we then present a typical component-
based application which will be used as a reference for the remainder of the

paper.

2.1 The Security Architecture of Java

What follows is a short introduction to the security architecture of Java. A more
detailed presentation can be found in [I3].

The development of a security architecture for Java was motivated by the
need to protect local resources from Java applets downloaded from untrusted
sites. This explains why the current version of Java is heavily focused on access
control, i.e. protecting access to critical local resources such as files, sockets,
or the windowing system. The security architecture of Java is not concerned
however with issues such as controlling the flow of information between the
different pieces of code running inside a virtual machine [21], a problem of great
importance, for example, in the JavaCard environment [4]. The Java language
also has built-in security features, such as strong typing, enforcement of access
modifiers, and no pointer arithmetic, which we will not address in this paper
because they do not raise major problems when used with MOPs.

Central to the security architecture of Java is the notion of protection domain.
A protection domain corresponds to either a URL from which classes can be
downloaded, or a set of certificates that can be used for signing classes, or to
any combination of both. This enables the mapping of protection domains to
principals (persons or organizations on behalf of whom some code is distributed,
and who can be held responsible if the code misbehaves). Each protection domain
has an associated set of permissions. Each permission consists of a resource (for
example, a file) that we want to protect access to, and an access mode (such as
read, write, or execute).

Specifying a security policy for a Java application means determining the
different protection domains involved and granting permissions to each of them.
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This enables an application to run in accordance with the principle of least
privilege [25], which states that a piece of code “should operate using the least set
of privileges necessary to complete the job”. This principle is of equal importance
for both computer security and software engineering since it limits the damages
that can result from a security attack and also protects a program from the
consequences of a bug unwantingly introduced by a programmer.

At runtime, each of the classes loaded inside the virtual machine is associ-
ated with a specific protection domain. Whenever a thread performs a call that
requires a specific permission, the security manager computes the intersection
of the permission sets of all the protection domains on the execution stack of
the thread. If this intersection contains the permission needed for accessing the
resource, then access is granted, otherwise it is denied. This means that it is not
sufficient for a given class to belong to a protection domain that has the right
permissions in order to be granted access, all the other classes on the stack need
to have this set of permissions as well.

In the context of a MOP-based application, with calls on the stack going
successively back and forth between the base-level and the meta-level, the fact
that it is the intersection of the set of permissions on the stack that determines
whether or not access is granted is of great importance for our discussion.

However, the security architecture of Java provides a way to reduce this
constraint. The doPrivileged construct enables us to limit the computation of
the intersection to the protection domain from which the doPrivileged call is
made and the protection domains subsequently called from it. The signature of
the method is as follows:

public static Object doPrivileged (PrivilegedAction action)

The parameter of type PrivilegedAction encapsulates the code that is ex-
ecuted with the permissions of the new intersection of the protection domains.
In other words, it means that the class that uses this doPrivileged construct
takes responsibility for the classes that called it.

2.2 Meta-programming and Java

Since its initial public release in 1995, J aval] has arguably become the implemen-
tation platform of choice for researchers in the field of meta-programming with
object-oriented languages. There now exist Java implementations of all the ma-
jor types of MOPs, from compile-time and load-time MOPs to run-time MOPs.
We identify three main reasons why Java has become such an appealing platform
for implementing meta-programming systems.

First of all, Java is an interpreted language and interpreters have proven to
be an appropriate model for thinking about and implementing reflective features
into programming languages [10]. Interpreters provide a natural separation be-
tween how an application is written in a given language and the description of

! by Java, we mean the whole Java Platform, which encompasses the Java Virtual
Machine [17] (JVM), the Java Language [14] itself, and all the Java Core APIs.
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how this language is executed. Interpreters allow us to alter the execution of a
program simply by modifying the interpreter, without having to modify the pro-
gram itself. This is the approach taken by sych runtime-MOPs as MetaXaE[lﬁ],
Guarana [22] and Iguana/J [23].

Seconfly, Java comes with a set of built-in reflective features, both structural
and behavioral, which can be used as basic building blocks by designers of meta-
programing systems. The best-known reflective feature of Java is the Reflection
API [20]. This API was introduced with JDK 1.1 and provides structural re-
flection: Java programs can discover at runtime what typesﬁ exist inside a JVM
and can inquire about all the constructors, methods, and variables for a given
type. The Reflection API also provides a limited possibility to dynamically in-
voke those reflected members; however this does not come close to full-fledged
behavioral reflection [10].

A third reason why Java is an interesting platform for implementing meta-
programming systems is that Java classes are loaded and linked on demand at
runtime. This class-loading mechanism is itself reflected through objects of type
ClassLoader, which provides the indispensable hook for implementing load-time
MOPs. MOPs in this category usually modify the bytecode for a class at the
moment it is loaded into the JVM.

For these three reasons, a significantly large number of MOPs have been
written for Java. Depending on when meta-level code is executed, MOPs can be
broadly sorted into four categories:

— Compile-time MOPs reflect language constructs available at compile-time
by creating metaobjects to represent things such as classes, methods, loops,
statements, etc. The meta-level code is executed at compile-time in order to
perform a translation on the source code of a program.

— Load-time MOPs reflect on the bytecode and make use of a modified class
loader in order to modify the bytecode at the moment it is loaded into the
JVM. Their behavior if somehow similar to compile-time MOPs, except that
they operate on bytecode rather than on source code.

— VM-based runtime MOPs rely on a modified version of the JVM in order
to intercept things that only exist at runtime such as method invocations
and read or write operations on fields. When such events occur, control is
transferred to meta-level objects that are standard Java objects.

— Prozy-based runtime MOPs introduce hooks into the program, either at
compile-time or load-time, in order to reify runtime events, mostly method
invocation. They do not require any modification to the VM, which explains
why some low-level events cannot be reified.

2.3 Component-Based Architecture and MOPs

As observed in [27], monolithic programs are now being gradually replaced with
programs that are made up of a number of components, originating from various

2 formerly known as MetaJava
3 By type here we mean primitive types, arrays, classes, and interfaces.
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sources and with various levels of trust, plus some application-specific code for
gluing pieces together. This is especially true for Java applications, thanks to the
JavaBeans component model [19] which provides a standardized way to describe
and compose reusable Java components. However, it may happen that a third-
party component lacks a specific non-functional property, such as support for
transactions, persistence, or security. Meta-level protocols have proven to be a
solution of choice for adding non-functional properties to third-party components
[31], and so we will focus on component-based applications for the remainder of
the article.

We will now illustrate the notion of component-based architecture with an
example of a typical application (see Figlll). This application is composed of five
different components. The application-specific code, which is itself treated as a
component named A, glues together two third-party components, B1 and B2. As
B2 lacks some non-functional property, it is extended with a meta-level behavior
described in component MetaB2 by using a metaobject protocol encapsulated
inside component MOP. It is important to note that both the MOP and the
meta-level classes are considered as components of the application, and as such
are granted some permissions but not necessarily all permissions.

We would like to stress that this example, however typical, does not pretend
to describe or model all possible applications that can be built using MOPs and
meta-level classes. Rather, it should be seen as a first step in the direction of
a general model for talking about the security properties of such applications.
Building such a model is a subject for future research and is beyond the scope
of this paper.

Nevertheless, we think this example is typical enough to describe most inter-
esting cases. First of all, we have three base-level components with all direct and
transitive chains of calls and callbacks between them. Moreover, one of the base-
level components is extended with a meta-level component while the other is not.
One of the components is implicitely using a reified component, and the example
also includes some integration code, which is also packaged as a component.

Arrows on the figure represent possible method calls from one component
to another component. We assume a one-to-one mapping between components
and protection domains, since each component was written by a possibly dif-
ferent principal. Hence, performing method calls from a component to another
component means crossing the boundaries of protection domains. For example,
MetaB2 calls the methods of B2 for executing reified calls originally sent to B2,
as represented by the arrow from MetaB2 to B2. It is worthwhile to mention
here that the absence of an arrow from B2 to MetaB2 is due to the fact that
classes inside B2 are not MOP-aware. We now list all the potential calls between
protection domains for this typical application. This is essential for determining
the protection domains that may appear together on the stack.
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MOP

MetaB2

Legend

--——® Callbacks

L] Components

—* Standard Calls

Fig. 1. Calls and callbacks between components

A— Bl,A— B2, A— MOP,
Bl — B2, MetaB2 — MOP

A client component uses the ser-
vice provided by another compo-
nent.

Bl — A, B2 — A, MOP — A,
B2 —- B1, MOP — MetaB2

Callbacks from a component to
one of its client components.

A — MetaB2, Bl — MetaB2

Calls initially sent to B2 inter-
cepted by the MOP for meta-
level processing by MetaB2.

MetaB2 — B2 MetaB2 executes a reified call
originally sent to B2.
MOP — B2 The MOP instantiates a reified

instance of B2.

For completeness, we also list the cal

Is that will not happen and explain why.

Bl -» MOP, MOP -» Bl1,
MetaB2 » Bl

B1 is not MOP-aware. It does
not know that the calls it sends
to B2 are reified.

B2 » MOP, B2 » MetaB2

B2 does not have to be MOP-
aware either, which is one of
the advantages of using MOPs
for adapting third-party compo-
nents.

MetaB2 » A

No callback from meta-level code

to client code.

In the figure and the two tables above, all method calls could be considered
equally important, because we assumed that any chain of calls might trigger an
access check. However, it is not quite true. There are a couple of assumptions
that we can make which help reduce the number of possible chains of calls that
we must consider.
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First, let us notice that calls such as A — MOP and MOP — B2 are
only concerned with creating reified instances of types in B2. We can expect
object creation and initialization not to perform security-sensitive actions, as
these usually happen later on in the life cycle of the object.

Rule 1 The instantiation of reified objects should not perform actions that re-
quire access checks. If such actions must be performed, they should be delayed
until after the construction of the object, for example until the first method call
to the reified object is made (lazy initialization).

The second assumption we would like to make is concerned with callbacks.
Callbacks are method calls sent from a component to one of its client components
through a specific interface in order to notify the client of the occurrence of an
event. Event-based components originated in the realm of graphical user interface
components and are becoming increasingly popular, thanks to the event model
of JavaBeans. Although callbacks are standard method calls, their function is
simply to deliver an event and then return, as opposed to calls from a client
to a component in which a request for a service is madd]. As it is not possible
to guarantee that a method, called as part of the delivering of an event, does
not perform an action that requires an access check, the specifications of the
event model strongly recommend that one should perform such actions in a
separate dedicated thread, and thus in a different security context. As callbacks
are normal method calls, the security architecture of Java treats them just like
any other method call. We believe that callbacks, when used according to the
following rule, do not have any consequence security-wise.

Rule 2 Callbacks should not perform actions that may trigger an access check.
If such an action must be performed as the consequence of the callback, it should
rather be done in a separate thread that was created and launched by the compo-
nent that received the callback.

Let us present the immediate benefits of applying this rule in a simple case
with no MOP and no meta-level code. The only components we consider here
are A, B1, and B2. They are connected together as in figure [[l If we call P,
the function that maps components to the set of permissions of their protection
domain, a call from A to Bl and then to B2 results in the following constraint
on the permission sets of the protection domains:

P(A) 2 P(B1) 2 P(B2)

If callbacks need to perform actions that require access checks, callbacks from
B2 to Bl, and from B1 to A, respectively, add the two following equations:

P(B2) D P(B1)

4 Although there is no way to actually enforce this property, it is considered in the
Java community to be sound programming practice to do so.
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and

P(B1) D P(A)

and hence, together with the first equation above, this leads to:

P(A) = P(B1) = P(B2)

If the rule above is enforced, we are back to the first constraint, which is far
better as it allows us to maintain the specific permission sets, and hence abide
by the least privilege principle. In the remainder of this article we will use this
example architecture together with the two rules above in order to investigate
the permission issues raised by the use of different kinds of MOPs.

3 Combining Permission Sets with Reflection

We now detail how the different categories of MOPs work and investigate their
impact on security. We will present compile-time MOPs, load-time MOPs, VM-
based runtime MOPs, and proxy-based runtime MOPs. In general, we will con-
sider the most static solution for each MOP. For instance, a compile-time MOP
could be used for implementing a proxy-based runtime MOP, however we will
only consider the case of translations that do not introduce metaobjects at run-
time.

3.1 Compile-Time MOPs

The typical MOP in this category is OpenJaval [7][28], which inherits most of
the design philosophy of its direct ancestor Open C++ Version 2 [6]. OpenJava
can be seen as an “advanced macro processor” that performs a source-to-source
translation of a set of classes written in a possibly extended version of Java into
a set of classes written in standard Java.

The translation to be applied to a base class is described in a metaclass
associated with the base class. The metaclass is written in standard Java using a
class library that extends the Java Reflection API with new classes for reflecting
language constructs such as assignments, conditional expressions, field accesses,
method calls, variables, type casts, etc. As a result, the object-oriented design of
the library makes writing translations easier and more natural than with Open
C++ where the sole abstraction available to the meta-level programmer is bare
abstract syntax trees.

At first sight, the use of OpenJava does not break the security model of
Java in any way: OpenJava outputs standard Java classes that compile and
run within the standard Java environment and are subject to the same security
restrictions as any Java class. Nevertheless, there is still a little security concern

® We should also mention Reflective Java [32], a compile-time MOP for intercepting
method invocations.
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with OpenJava. Even though it does not introduce any breach of security as such,
it weakens the protection one might expect because it goes against the principle
of least privilege. OpenJava allows a translation associated with a given base
class to affect classes that may belong to different protection domains than the
protection domain of the base class, and this may blur the fine-grained protection
policy of the security architecture.

OpenlJava defines the scope of the translation, expressed in the metaclass
associated with a base class, according to the following rule: a translation can
only affect the base class itself (callee-side translation) or the classes that perform
method calls to the base class (caller-side translation.

As a consequence, a caller-side translation may introduce, into all the client
classes of a base class, code that may require additional permissions in order to
run (figure [2). In the typical component-based application presented in figure
[[l this means that the meta-level component MetaB2 will be incorporated into
both the application code A and the MOP-unaware component B1 because the
base-level component B2 is reified.

Legend
L] Components

g — Standard Calls
—-==® Callbacks

A+MetaB2 [T % B1+MetaB2 [ | B2+MetaB2

Fig. 2. Pure compile-time MOP

As OpenlJava does not provide a way to tell what are the permissions required
by the bits of code inserted by MetaB2 into the other components, we have
to take the most conservative approach. In order to ensure that the resulting
program does not raise security-related exceptions, the permission sets to be
assigned to the resulting components are:

P(A+ MetaB2) = P(A) U P(MetaB2)
P(B1 + MetaB2) = P(B1) U P(MetaB2)
P(B2 + MetaB2) = P(B2) U P(MetaB2)

Which means that the permission set of MetaB2 has to spread to the whole
program. This goes against the principle of least privilege and defeats the purpose
of a fine-grained security architecture.

There is also a problem with the requirement that as soon as a piece of code
is modified by the meta-level (either caller- or callee-side) its set of permissions is

5 Performing caller-side translation implies that all the client classes of the base class
on which the translation is performed are known at the time of the translation.
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expanded to include the permissions of the meta-level code. That is because there
is no way to know what are the permissions required by the code inserted by the
meta-level into the base-level code. Hence the most conservative approach has to
be taken and all the permissions of the meta-level have to be added to the base-
level classes. In the security literature, this problem is known as the composite
principal problem and is of great importance to access control in distributed
systems [I]. We will see that it also appears in run-time MOPs.

As a conclusion to this section, compile-time MOPs present inherent incom-
patibility issues with security but do not raise major security problems. What
might be needed is a companion tool that would help the user understand how
the translations expressed with the MOP affect the permission sets of the caller
and callee protection domains, and also help the user dispatch the permissions
needed by all the different components.

3.2 Load-Time MOPs

In load-time MOPs, meta-level computations take place either only at load-
time or at both load-time and run-time. This leads to two different kinds of
load-time MOPs: pure load-time MOPs and load-time MOPs that are used for
implementing run-time MOPs.

Pure load-time MOPs [] are close to compile-time MOPs, except that they
operate on the bytecode representation of a class instead of on its source code.
We call these kind of MOPs pure because metaobjects only exist at load-time, as
opposed to load-time MOPs used for implementing run-time MOPs, like Kava
[29], where meta-objects also exist at runtime.

As we can expect, the consequences in terms of permissions are similar to
what we obtained with compile-time MOPs. However, there is one important
difference. A transformation applied to a class in a compile-time MOP may also
affect the client classes for the class, this is what we called caller-side translation
in section Bl This is not possible for load-time MOPs since translations have to
be performed at load-time on a class-by-class basis: client classes may have been
loaded before the class the translation is performed on, and it is not allowed to
modify classes after they are loaded inside the JVM [12].

Figure [ illustrates the situation at runtime. The components MOP and
MetaB2 have disappeared, since they only exist at load-time. For pure load-
time MOPs we have

P(B2 + MetaB2) = P(B2) U P(MetaB2)

and hence

P(A) D P(B1) 2 P(B2 + MetaB2)

Again, the problem of the composite principal (B2 + MetaB2 in the above
two statements) appears. It is actually a harder problem than one might first
imagine because the meta-level transformation performed on B2 may add some
code that requires permissions that are not needed for the execution of either B2
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or MetaB2. For instance, M eta B2 might include, within a string, the instruction
to be added into B2, for example new File() .write(...). It seems impossible
to correctly determine the set of permissions required by B2+ MetaB2 without
the cooperation of the meta-level code.

A N B1 N B2+MetaB2 Legend
- - L] Components
g — Standard Calls
—= = Callbacks

Fig. 3. Pure load-time MOP

The second category of load-time MOPs contains MOPs, such as Kava [29],
which modify the bytecode of a class at load-time in order to introduce hooks
that implement a shift from the base-level to the meta-level at some specific
reification points in the code, usually on entering or leaving a method, or on
reading from or writing to a field. This is why we say Kava is a run-time MOP
implemented through load-time transformations of the code.

We can assume that the code inserted into the base-class does not trigger any
security check, since it is simply responsible for sending calls to the meta-level.
In our example, this means that the permission set required by B2 remains
the same, and the scenario at runtime is close to the one presented in figure
[l However there is one assumption made by the authors of Kava that greatly
simplifies the problem: both the MOP classes (M OP) and the meta-level classes
(MetaB2) are assumed to be part of the “trusted computing base”, which means
that these classes are granted the same permissions as the classes in packages
java.*, namely all permissions.

As a result, computing the intersection of the permission sets on the stack
at any moment no longer depends on the permissions of components M OP and
MetaB2, and so we are back to a scenario without any meta-level components,
as is illustrated in figure Bl This means that base-level access checks remain
the same as in a non MOP-enabled version of the application. Meta-level access
checks will not be a problem, as long as they are performed inside doPrivileged
blocks, so as to exclude base-level classes when computing the intersection of the
permission sets.

To conclude this section, load-time MOPs either suffer almost from the same
problem as compile-time MOPs or manage to solve the problem with permissions
at the expense of granting meta-level classes with all permissions.

3.3 VM-Based Runtime MOPs

MetaXa [16] and Guarand [22] are two examples of VM-based run-time MOPs.
They both rely on a modified version of the JVM. Guarana is implemented using
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MetaB2
Legend
A (‘ B1 (‘ B2 9
) ) L] Components
N e —* Standard Calls

--——® Callbacks

Fig. 4. Load-time MOP for implementing a run-time MOP

a modified version of the freely-available Kaffe virtual machine and MetaXa
extends the virtual machine with a collection of native methods put together in

a dynamic C library.

If our example application were run using such a MOP, there would be no
modification to the set of permissions required by B2 because the interception
mechanism is no longer visible as a standard call on meta-objects, but instead

is buried deep inside the JVM.

,,,,,,,,,,,,,,,,,,,,,,,,, g
MOP+VM | MetaB2
- . -P
N N
A < B1 < B2

Legend
L] Components

rrrrr > VM-controlled calls
—® Standard Calls
= > Callbacks

Fig.5. VM-based Runtime MOPs

It is difficult to express relations between the different permission sets as we
did for the previous kinds of MOPs since run-time MOPs have the power to
alter the security architecture because they have access to the inner workings of
the JVM. The very fact that these MOPs rely on a modified version of the JVM
is not necessarily a security problem, instead it is actually a software diffusion

problem.
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Even if we trust the implementers of the MOPs, how can we control the
enormous power given to the meta-level developer by letting him access and
modify the internal data structures of the virtual machine, for example the
state of the execution stack of a thread which is central to the decision-making
algorithm of the security architecture of Java 7

If we assume that these potentially dangerous mechanisms are only used for
intercepting the events that we want to see reified, then we are back to the
security constraints of load-time MOPs used for implementing run-time MOPs.
One hidden assumption about Java’s security architecture is that all actions
are performed through method calls. If a meta-level method is called as the
consequence of, for example, reading a field or releasing a lock on an object, the
behavior of the security architecture is not clear. To the best of our knowledge,
all VM-based runtime MOPs were designed for versions of Java prior to Java 2,
which explains why no attention at all has been paid to this problem.

3.4 Proxy-Based Runtime MOPs

Just like VM-based runtime-MOPs, Prozy-based runtime MOPs such as RJava
[9] or ProActive[5)], reify things that only exist at runtime, like object creation or
method calls. The difference is that proxy-based runtime-MOPs are targeted at
the standard Java runtime environment and do not rely on a specialized VM. As
a consequence, there are things that VM-based MOPs can reify that proxy-based
MOPs cannot, such as field access or operations on object locks.

The interception mechanism usually follows the Prozy design pattern [11]: a
surrogate object with the same interface as the reified object acts as the reified
object for its clients, intercepts method calls, and sends reified method calls to
the meta-level.

Legend

[ ] Components

I Generated proxies
""" ™ Proxy—controlled Calls
— > Standard Calls
—==® Callbacks

Fig. 6. Proxy-based Runtime MOPs

One can further differentiate polymorphic run-time MOPs when the reference
returned by the MOP on the instantiation of a reified object is compatible with
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the original class of the reified object. For instance, a standard class C' can be
instantiated with a MOP together with a meta-object of type M, and assigned
to a variable of type A. The Java pseudo-code for this would be:

C ¢ = (C) MOP.newReified (¢‘C’’, “‘M’’);

This feature is quite important if one wants to be able to use reified instances
of C' in a component that was originally designed to be a client of objects of type
. In ProActive, for example, the objects that intercept method calls are called
stubs. They are instances of classes that are subtypes of the class of the object
that is reified. Stub classes are generated and compiled on demand at runtime.
As all classes involved in a reified call are normal Java classes and the execution
environment is absolutely standard, all the protection domains involved appear
on the stack.

As a result, in the general case of proxy-based runtime MOPs, the meta-level
component has to include the permission sets of the component it reflects on:

P(MetaB2) 2 P(B2)

Note that, by contrast with the VM-based case, there seems to exist no means
to avoid it. However, such a restriction is quite fair and moderate and should not
be an obstacle to the use of reflection in secure component-based architectures.

Also, as can be seen from the chain of calls in the case of reified object
creation, we call the M OP component to trigger the creation, then the meta-
level code MetaB2, and finally the base code B2. Hence, the permissions of the
MOP have to be at least equal to the permissions of MetaB2, which should be
enough. So we have:

P(MOP) D P(MetaB?2)

To generalize, the permissions of the MOP in that case have to be at least
the union of the permission sets of all the meta-level components.

3.5 doPrivileged and Summary

As explained in section 2.1l the doPrivileged construct allows us to limit the
computation of the intersection of the permissions to the current protection
domains after doPrivileged is invoked. We now examine how this feature may
influence the constraints on the permission sets of our example application.

Usually, doPrivileged calls are found in standard libraries in order to exe-
cute security-sensitive method calls which are well-understood (such as reading
font files from a fonts directory) and are not a security threat, whatever the
permission set of the class that calls the method is.

For compile-time and pure load-time MOPs, one might be tempted to add
doPrivileged calls into MetaB2 in order to alleviate the need to take the

" Note that the new dynamic prozy feature of the Reflection API only allows dynamic
stub generation for interfaces but not for classes.
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union of P(B2) and P(MetaB2) for the set of permissions of the resulting class.
However, this does not work because at runtime the resulting class belongs to a
single composite principal.

On the other hand, using the doPrivileged construct proves interesting for
run-time MOPs as it alleviates the following constraint:

P(A) D P(B1) D P(MetaB2)

An example of this is when MetaB2 requires permissions that we do not
want to give to the principal of B1. This means that MetaB2 no longer has to
worry about the permission sets of the classes that perform reified calls, and the
constraint above is no longer required to hold.

Let us now summarize the constraints on permission sets that we obtained
for all the different kinds of MOPs:

Compile-time
(P(A)U P(MetaB2)) D (P(B1)U P(MetaB2)) D (P(B2) U P(MetaB2))
Pure load-time
P(A) D P(B1) D (P(B2) U P(MetaB2))
Run-time VM-based
P(A) D P(B1) 2 P(MetaB2) O P(B2)
Run-time proxy-based

P(A) 2 P(B1) 2 P(MOP) D P(MetaB2) D P(B2)

Fig. 7. Summary of the constraints on the permission sets

4 Related Work: MOP-Based Security Enforcement

The idea of using MOPs for expressing and implementing security policies is not
a new one. The security aspect of an application has long been recognized as
fairly orthogonal to functional code, although this point has never, to the best
of our knowledge, been thoroughly investigated.

A metaobject that intercepts method invocations for an object that repre-
sents a resource to be secured is the ideal place for implementing access control
checks without having to mix functional code with security-related code. In a
model based on capabilities, a metaobject attached to a reference can control
the propagation of the capability across protection domains. Riechmann [24], for
example, proposes a model in which metaobjects, attached to the boundary of a
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component, control how references to objects that live inside the component are
transmitted to other components. It dynamically attaches security metaobjects
to these references according to the level of trust of the component the reference
is transmitted to.

A similar idea was developed with the concept of Channel Reification [18,[2].
This model enhances the message reification model with the notion of history (or
state). The model was implemented in Java as part of a history-dependent access
control mechanism [3] that goes beyond the well-known access matrix model [25],
which is essentially a stateless access control mechanism. The channel reification
model is also claimed to be superior to the meta-object model where a single
metaobject monitors all access to a resource because it works with method-level
granularity and can be used for implementing role-based access models [26] which
are particularly well-suited to distributed object-oriented computing.

Another instance of using MOPs for implementing security policy is presented
in [30]. The idea here is to use the load-time MOP Kava (see [3:2) in order to
adapt third-party components to meet real-world security requirements. The
authors contrast their approach with the wrapper-based approach adopted by
the Enterprise Java Beans framework and argue that load-time MOPs provide
a cleaner implementation of meta-level security policies. In addition, having a
separate meta-level for the security policy attached to a component eases the
expression of any kind of high-level security mechanisms, while the wrapper-
based approach seems less expressive and is in fact only appropriate for enforcing
access control on resources.

These experiments proved the feasibility of using MOPs for implementing
security policies. Another issue is to know if this approach is worthwhile, i.e.
if the expression of a security policy at the metalevel is orthogonal enough to
functional code for this approach to be used in real-world applications.

In the context of Java, the very fact that the declaration of which permissions
are granted to which piece of code (the policy file) is separated from the source
code might be interpreted as a proof that functional code and the declaration
of security policies are orthogonal. However, there is at least one hint that func-
tional code and security are not that orthogonal. In practice, the security policy
as described in the policy file is unworkable if the code does not make use of the
doPrivileged call for bypassing part of the security mechanism.

5 Conclusion

We first defined a classification of MOPs based on the time of reflection shift
(compile-time, load-time, run-time VM-based, run-time proxy-based). From that
basis, and within a typical component-based reflective application, we have
demonstrated that the type of MOP being used greatly impacts the constraints
on permission sets.

A compile-time MOP globally imposes the constraint that the permissions of
a meta component have to be added to the corresponding base-level component,
and moreover, to all its client components. More generally, if a meta component
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reflects on several base components, the former permissions will have to spread to
all the base components and to all their clients. This fact might be an important
security concern as meta-level code can potentially require high permissions (for
instance in order to write persistent data on disk) that would be dangerous to
associate to untrusted reflected-on components.

A similar problem, but with less consequences, occurs with load-time MOPs
as the meta-level permissions only need to spread to the base-level class, and
not to all the clients. That is still an important issue to take into account.

In the case of run-time proxy-based MOPs, the only constraint seems to be
the inclusion of the meta-level permission set within its base-level permission set.
Indeed, this is a rather reasonable constraint. When the technique of generated
proxies is used, the proxy code must also have at least the base-code permissions.
Furthermore, if several meta-level components are used, the permissions of the
MOP have to be at least the union of all their permissions.

Finally, a run-time VM-based MOP in theory implies similar constraints
as a run-time proxy-based MOP. However, as the MOP is actually within the
modified VM, the constraints can be alleviated by the MOP implementer if
needed. This MOP architecture, besides its specific software diffusion limitation,
raises the problem of letting the meta-level control the inner working of the VM.
A solution might be to define specific MOP permissions to provide the integrator
with the ability to control and enforce, in a declarative manner, what can be
reflected on within the VM.
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Abstract. Monitors, such as Java classes with synchronized methods,
are a convenient and safe abstraction for designing and reasoning about
multithreaded object-oriented programs. However, the straightforward
implementation of monitors can be inefficient, particularly in programs
in which the majority of calls are to read-only methods. We introduce
the optimistic readers program transformation, which may be imple-
mented either as a compiler optimization, or as a “design pattern.” This
transformation produces an implementation whose observable behavior
is equivalent to that of a monitor, but in which read-only methods do not
acquire locks or perform any shared writes. As a result, programmers can
reason about their programs as if each shared object were implemented
using mutual exclusion, while achieving the performance benefits of un-
synchronized reads. We present the program transformation using the
platform-independent abstraction CRF. We then demonstrate the per-
formance of this transformation as applied to benchmarks derived from
the core module of a practical system — a Java-based publish-subscribe
router. We compare the performance of the optimistic readers transfor-
mation to unoptimized synchronized methods and to reader and writer
locks.

1 Introduction

There is an apparent tension between efficiency and ease of use in multithreaded
programming. In particular, the discipline of communication between threads us-
ing monitor objects is easy to program, and easy to reason about. Each method
acquires an exclusive lock on the monitor; the system as a whole executes meth-
ods serially, and any invariant maintained by the object is preserved in any exe-
cution. Monitors are straightforward to code — for example in Java, one merely
attaches the synchronized attribute to all methods of a class. On the other
hand, monitors are often inefficient in practice, especially when the majority of
calls are to read-only methods. It would appear more efficient to allow unsynchro-
nized reads. Unfortunately, if this is allowed, reasoning about program behavior
suddenly becomes much more difficult. The execution results may be surpris-
ing and architecture-dependent. Checking even simple programs for correctness
can be complex, and may depend on fine details of the implementations of the
classes, which goes against the spirit of object-oriented programming. A way out
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of this dilemma is to design programs and reason about them using monitors
and then to systematically transform an implementation using monitors into an
equivalent but more concurrent program.

This paper presents one such transformation, called the optimistic readers
transformation. The optimistic readers transformation

— distinguishes between read and update methods,

— updates a version count each time an update method executes,

— executes read methods without synchronizing, but performs extra operations
before and after executing the body of the read method to detect whether
the read method read a consistent version,

— aborts and re-executes the read method whenever an inconsistent version
was read.

The optimistic readers transformation meets two criteria that we have required
of any solution to our problem:

— Correctness: A transformed class may not deliver any results that the original
synchronized program could not deliver.

— Performance: When reads predominate, the measured performance is com-
parable to the performance of an unsynchronized program.

The Optimistic Readers transformation was originally proposed in conjunc-
tion with Guava [I], a Java dialect in which monitor classes are distinguished
from other classes, in which read methods are distinguished from update meth-
ods, and in which compile-time checking rules out the use of unsynchronized
sharing between multiple threads. For Guava, the transformation can be real-
ized as part of the optimization step of a compiler. However, this transformation
can be applied equally well in other languages. Although we will illustrate our ex-
amples using standard Java, our methodology will apply to any object-oriented
or object-based language or environment supporting the concept of multiple
threads and synchronization. The optimistic readers transformation can be ap-
plied by programmers as a “design pattern,” rather than by compilers as an
optimization step.

In Sect. 2, we define the problem and present the optimistic readers transfor-
mation, simplified for purposes of exposition by assuming sequential consistency
and ignoring aborts. In Sect. 3, we complete the exposition by relaxing the
sequential consistency assumption and showing how aborts are handled. We em-
ploy the platform-independent Commit/Reconcile/Fence (CRF) model in order
to specify the transformation precisely. Section 4 discusses further refinements
and special cases: nested monitor calls, “usually read” methods, fine-grained op-
timism, and single-write methods. Section 5 outlines a toolkit that can aid in
applying the optimistic readers transformation to complex programs. Section 6
presents measurements derived from a case study in which the optimistic readers
transformation was applied to a preexisting application, resulting in a consider-
able performance improvement. We compare the result of the optimistic readers
transformation with (1) the unoptimized, fully synchronized program, and with
(2) a version of the program that acquires separate read and write locks. Section
7 discusses related work.



The Optimistic Readers Transformation 277
2 Definitions and Overview

Consider the following Java class:

class Foo {
private int a = 0;
private int b = 0;

synchronized void inc(int x) {

a += X;
b += x;

}

synchronized int prod() {
int tl1 = a;
int t2 = b;
return (t1*t2);

}

}

Method inc updates the instance variables of Foo — it is an update method;
method prod only reads them — it is a read method. Notice that in any execution
in which multiple threads access an instance of Foo, only square numbers will
be returned from method prod.

A method is defined to be a read method provided it meets these conditions{]

1. It does not write instance variables, or write fields of instance variables, or
call update methods of instance variables.

2. It may write fields of parameters or call update methods of parameters pro-
vided that (a) these methods do not access any monitors for which locks are
not already held, and (b) these methods do not update any objects accessible
from instance variables.

The above restrictions limit writes to stack variables and to thread-local objects

passed in by the caller of the read method. A corollary of this definition is that

there are no read-write or write-write conflicts between read methods executed

by concurrent threads. Any method not meeting these restrictions is considered

to be an update method. In the Guava proposal, there are compile-time checks to

validate these rules; in most languages, these checks must be performed manually.
Now consider the following transformed program:

class Foo {
private int a =
private int b
private int vno

’

]
o o

0; // added

! The same definition was used in Guava.
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synchronized void inc(int x) {
vno++; /* pre-increment */
a += X;
b += x;
vno++; /* post-increment */

}

/* unsynchronized */
int prod() {
int vl = vno; /* pre-inspectx*/
int tl1 = a;
int t2 = b;
int v2 = vno; /* post-inspect */
if (vl == v2 && v1%2 == 0)
return(t1*t2); /* commit */
else ... /* abort */

This code is only a first approximation to the correct transformed code,
since it ignores reorderings permitted by the Java memory model, and it ignores
various problems that can occur on a path that aborts. These issues are discussed
in detail in the next section.

We define version 0 to be the initial state of the monitor. We define version
v to be the state after v update methods have completed execution.

Recall that a transformed program is considered to be correct provided the
sequences of values observed by other objects correspond to those that could
have been observed in some execution of the original program. As applied to
our example, the above condition requires that only square numbers should be
returned from calls to prod.

Since the original program always executes all methods sequentially, the
transformed program must also behave as if all methods were executed sequen-
tially. This entails: (1) that values read by a read method must always be from
some version v, never from an intermediate result of an update method, and
(2) that if a read method reads multiple values, they all must come from the
same version v. Otherwise, the execution is said to have a read-write conflict,
and the execution is no longer equivalent to a sequential execution of the read
and update methods.

For the purposes of this section only, we will assume a memory model based
on sequential consistency [2]. Under this assumption:

— each thread executes the instructions in the order specified by the source
code, and

— shared memory performs reads and writes in a global total order consistent
with some interleaving of the instructions contributed by each thread.
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Applying the assumption of sequential consistency and remembering that the
update methods are still constrained by mutual exclusion to execute sequentially,
it is easy to verify that:

1. All writes to version v occur at a time when variable vno has value 2v — 1.

2. Therefore, whenever vno is read and yields an even result 2v, all the writes
previously executed by the first v executions of the update method have
been written to shared memory, and no writes executed by execution v + 1
have been written to shared memory; therefore

3. subsequent reads are guaranteed to see versions no earlier than v, and

previous reads are guaranteed to see versions no later than v, therefore

5. if the if test succeeds, meaning that vno contained the even number 2v both
before and after all the reads in that read method, the reads are guaranteed
to be all from version v.

e

The above shows that any read method that commits will have read a consistent
version (subject to the assumption of sequential consistency). Therefore any read
method that commits has no read-write conflicts with any update method. And
as a corollary of our definition of read method, a read method never has any
conflicts with any other read method. Hence all committed read methods give
the same effects as if they were executed by the untransformed, synchronized
program.

This reasoning applies regardless of the semantics of the methods being opti-
mized. Therefore, assuming that read and update methods can be distinguished,
it is always valid to perform this transformation by inserting exactly one pre-
increment before the first write to a variable owned? by the class being optimized,
exactly one post-increment after the last write to an owned variable, one pre-
inspect before the first read of an owned variable, and one post-inspect after the
last read of an owned variable. The case where a transformed read method of
one class calls a nested transformed read method will be discussed in Sect. 4.

3 Refinement

Having presented an idealized situation in which the memory model is sequen-
tially consistent, and aborts are ignored, we now refine the transformation to
deal with realistic memory models, and with aborts.

3.1 Memory Model

A memory model guaranteeing sequential consistency is easy to reason about,
but is usually weakened in practice for two reasons:

2 The notion of ownership is formalized in the Guava paper. For the purposes of this
discussion, a variable is owned by a monitor if it is an instance variable or it is
reachable by a chain of references from an instance variable. Stack variables and
arguments passed in are not owned by a monitor.
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— Multiprocessors read from caches, and asynchronously flush changed cache
lines to memory, causing values to appear in shared memory in a different
order than the order in which they were assigned by the thread. Barrier
instructions must be used when stronger guarantees are needed.

— Compilers reorder operations in order to reuse computations, and to exploit
parallelism in functional units. Suppressing these reorderings would also pay
a penalty, the more so since most classes are not shared across multiple
threads.

Many languages are not precise about the assumed memory model underlying
multithreaded implementations. However, since threading is an integral part
of the Java language, and since Java program behavior must be understood
independent of platform, the Java Language Specification precisely defines the
permissible effects of concurrent access [3]. The implications of this model have
been surprising [4], and revisions have been proposed [56].

In this section, we define the ordering constraints for the optimistic read-
ers transformation using the CRF notation [7]. The CRF notation has been
described as a memory model; but it can also be thought of as a platform-
independent language capable of specifying different memory models. It has, in
fact, been used to shed light on the Java memory model [6].

In CRF each thread has a local semantic cache or sache. Each location in
the sache corresponds to a global memory location. The CR part of the model
augments operations LoadL from the sache and StoreL to the sache with Rec-
oncile operations that force the sache to follow global memory, and Commit
operations that force global memory to follow the sache; these operations are
presumed to occur atomically in a merged global order. The F part of the model
adds the operations Fence,,, Fence,,,, Fence,,, and Fence,,,. These oper-
ations take a pair of memory locations as arguments. They specify an order-
ing constraint between preceding operations on the first location and following
operations on the second. For example, Fence,(a,b) means that a preceding
Reconcile of location a may not be reordered with respect to a Reconcile
of location b. A similar meaning applies to a w subscript and a Commit. A
course-grained notation is offered to allow a single Fence instruction to suppress
the reordering of operations on a collection of variables. Even in the absence of
fences, reorderings always respect data dependencies.

Since the write methods are synchronized, it is unnecessary to issue Recon-
cile operations before the second or subsequent read of any variable; similarly
it is unnecessary to issue Commit operations after any writes other than the
last write to any variable, with the exception of vno, which must be committed
as part of the pre-increment. In the read methods, it is unnecessary to issue
Reconcile operations before second or subsequent reads to any variable except
vno. In this section, we will concentrate on the Fence operations, since these
are essential to the correctness of the transformation. We introduce only those
fences that are needed to preserve the conditions for applying the steps in the
correctness argument of Sect. 2.
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First, we introduce those fences needed to assure that any thread that ac-
quires a lock will see all the writes to shared variables made by the thread that
released the lock and all earlier writes visible to that thread. This guarantee is
independent of the optimistic readers transformation; it is built into the Java
semantics of synchronized methods.

The prolog of the update method is:

Fence,,,, *L,mylock
Lock mylock

Fence,,, mylock,*MV
Fence,,, mylock,*MV

The notation *L in an argument to Fence denotes all lock variables. Simi-
larly, *M denotes all shared variables owned by the monitor, and ¥*MV denotes
all these variables plus the introduced variable vno. This code guarantees that
previous monitors executed by this thread are not reordered after this one, and
that reads and/or writes of variables owned by the monitor are not reordered
before the lock acquisition.

The epilog of the update method is:

Fence,,,, *MV, mylock
Fence,,, *MYV, mylock
Unlock mylock

This code similarly guarantees that operations of the monitor are not moved
to a place where the lock is no longer held.
The interior of method inc is:

// pre-increment
Reconcile vno
temp = LoadL vno
StoreL vno,temp-+1
Commit vno
Fence,, vno,*M

// body

Reconcile a

templ = LoadL a
StoreL a,templ-+x
Commit a
Reconcile b

temp2 = LoadL b
StoreL b,temp2-+x
Commit b

// post-increment
Fence,, *M,vno
StoreL. vno,temp-+1
Commit vno
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The effect of the fences at the end of the pre-increment and the beginning
of the post-increment is to “corral” the writes to variables a and b between the
pre-increment and the post-increment so that step 1 of the argument of Sect. 2]
continues to hold.

Similarly, the read method now looks like this:

// pre-inspect

Reconcile vno

vl = LoadL vno

Fence,, vno,*MV

// body

Reconcile a

tl = LoadL a

Reconcile b

t2 = LoadL b

// post-inspect

Fence,, *MYV,vno

Reconcile vno

v2 = LoadL vno

if (vl == v2 && v1%2 == 0)
return t1*t2; else /* abort */

The fences here similarly corral the reads of a and b so that they occur
between the successive reads of vno, preserving the argument of steps 2 and 3
of Sect. B, and hence the conclusions as well.

Now since Java programmers cannot currently write CRF directly, some dis-
cussion is in order on how to express the above in Java. The precise answer
depends upon the resolution of proposals to repair the Java memory model. The
complexity of the current model and the controversies surrounding its replace-
ment are beyond the scope of this paper. The former is well summarized by Bill
Pugh [4], and the latter by the Java Memory Model Workshop at OOPSLA 2000
8]

In Pugh’s latest proposal, most of the desired fences are generated as a result
of declaring vno with the attribute volatile. In his model, writes are allowed
to move (subject to constraints related to locks and volatile variables), but not
reads. Writes may not be moved past writes to volatile variables or before reads
to volatile variables; and reads and writes of volatiles are totally ordered with
respect to one another. Unfortunately, nothing prevents the writes to a and b
from being moved ahead of the write in the pre-increment of vno. So in Pugh’s
model, the optimistic transformation must be realized by both declaring vno
as volatile and inserting the additional operation int bogus = vno following
the pre-increment, to act as a barrier to moving prescient stores of a and b too
early.

In Maessen, Arvind, and Shen’s proposal [6], an explicit CRF translation is
given for Java volatile and Java locking. Their translation also requires the
insertion of the operation int bogus = vno following the pre-increment in the
update method. However, since they generate read-read fences only after loads
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of volatiles and not before, it is necessary to precede the post-test with an empty
synchronized block to force a read fence.

The current Java memory model restricts only the reordering of operations on
volatile variables themselves, and does not restrict reordering of other reads
and writes with respect to volatile variables. So, empty synchronized blocks
are required in even more places. In our case study implementation described in
Sect. 6, we use a VersionNumber class with native methods to precisely control
the mapping of CRF onto the machine architecture.

In other languages, comparable calls to the thread package or inserted as-
sembler instructions would be needed to achieve the necessary fence operations.

3.2 Aborts

Up until now, we have only dealt with the cases in which the thread executing
the read method is “lucky” and the post-test succeeds. If the thread is “unlucky,”
we have the following problems:

— Although we know from the above reasoning that the post-test will fail if
a consistent version is not read, we must still ensure that execution reaches
the post-test without first looping, aborting, or crashing.

— We must ensure that it is always possible to correctly re-execute the method
after an abort.

Let us deal with each of these issues in turn.

Reaching the Post-Test. If the execution of a reading thread overlaps the
execution of a writing thread, then it is possible for the reader to see inconsistent
values from multiple versions, and in the case of multiword variables (such as
Java long integers), possibly even corrupted values of a single variable. These
bad values may cause a loop to fail to terminate, or may cause an unexpected
action, such as a null pointer or array bounds exception that the original method
did not handle. In both cases the post-test would not be reached. Therefore it
is necessary for the transformed code to guard against these possibilities.

All loops (or recursive calls) whose number of executions depend on shared
variables and are not statically known to be bounded must be replaced by
guarded loops that periodically issue the post-inspect test and abort if this
fails, continuing the loop if it succeeds. All contexts where exceptions might be
raised must be guarded by constructs that handle the exception by repeating
the post-inspect test and aborting if it fails. In Java this would mean enclosing
the body in a try block. The exception handler must then issue a post-inspect
test, and then re-raise the exception on success and abort on failure. In the case
study described in Sect. 6, we used static analysis to satisfy ourselves that loops
were bounded and added a try block to catch stray exceptions.

A nastier possibility exists if an unsynchronized read could cause data of
the wrong type to be read. In Java, which allows unsynchronized reads but
promises type-safety, this problem cannot occur. Although a thread may observe
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a partially initialized object or even an incompletely loaded class, the Java virtual
machine promises to provide a legal value for each field accessed (e.g., a zero or a
null pointer) or else throw a well-defined exception, even if concurrent threads fail
to synchronize when they should. But in other languages, this can be a problem.
For instance, tagged variants can be written by one thread, while another thread
sees the old tag but the updated variant. Or storage can be freed, and reallocated
without being cleared to a standard “safe” value (like zero). In these languages
optimistic readers need to be cautious by either recovering from the resulting
faults, or by repeating the post-inspect test after reading but before dereferencing
a pointer that came from a place whose type can vary. These restrictions probably
mean that optimistic readers should only be attempted in these languages when
aided by a program transformation tool.

Performing the Abort. When the post-inspect test fails, the abort action
is simply to re-execute the read method. However, to guarantee liveness, we
must make sure that a read eventually commits. Usually this means that there
is some bound of the number of retries permitted before an optimistic read
method “gives up” and reverts to pessimism by acquiring the lock on the object
and re-invoking the method. In the case study of Sect. 6, we gave up extremely
easily — if an optimistic read aborted once, it was immediately retried using a
pessimistic read.

Undoing Side-Effects. We have up to now assumed that read methods are
idempotent — that if they are aborted, they can simply be re-executed and the
effects of any writes they performed can be ignored. For Java, this is true of
methods that only write to the stack and not to parameters — any stack vari-
ables written will simply be overwritten when the operation is retried, and any
objects created will just become garbage and will be collected in due course. For
languages without garbage collection, the abort operation must begin by freeing
any allocated objects to avoid memory leaks.

Recall that by our definition of a read method, it is permitted for a read
method to update parameters passed by reference, provided that they are local to
the caller. If this occurs, e.g. the method appends to a StringBuffer parameter,
then the operation is no longer idempotent. Either the writes must be saved and
delayed until the operation commits, or else the parameter object must support
additional operations to remember its state on entry to the read operation and
to restore the state in the event of an abort.

4 Special Situations

4.1 Nested Reads

By our definition of a read method, it is impossible for a read method on a
monitor to invoke update methods on other monitors. However, it is possible for
a read method of one monitor to issue one or more nested invocations of read
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methods of other monitors. If both the outer and the nested read methods are
implemented with the optimistic readers transformation, we need to make sure
that the dynamic behavior of the entire invocation still meets the assumptions
used in the proof of correctness, namely that all pre-inspects precede all post-
inspects. A naive implementation will not work in the case in which the outer
method makes two or more nested calls. Suppose that method prod of class Foo
of our earlier example is the inner read, and that we have the following outer
read method:

class Bar {
private Foo f;

Bar (Foo initial) {
f = initial;

}

synchronized int diff() {
int t1 = f.prodQ);
int t2 = f.prodQ);
return (t2-t1);
}
}

Now suppose that we have an instance myfoo of Foo, and an instance
mybar of Bar constructed with parameter myfoo. Suppose that thread 1 invokes
myfoo.inc (1), while threads 2 and 3 each invoke mybar.diff (). In the unop-
timized program, the two invocations of diff must run sequentially, and since
myfoo is incremented exactly once, at most one of them can return non-zero.
But in a naive implementation in which each separate call to prod performs its
own pre-inspect and post-inspect, it would be possible for both reader threads to
read an old value into t1 and a new value into t2, thus violating the correctness
condition, even though none of the post-tests failed.

This is the exact same problem as occurs in database concurrency control,
and the solution is exactly the same [9]. The correctness guarantee requires that
the issuing of pre-reads and post-tests must be two-phase, and that therefore the
post-test of the first call to prod must be deferred until the completion of the
second call to prod. The desired effect can be accomplished by inlining prod and
moving the post-test to the appropriate place. For simple cases like this one, this
kind of inlining can be done by hand. For the general case, however, assuming the
transformation is being applied without benefit of a compiler or program trans-
former, the toolkit described in Sect. Bl may be employed: its VersionContext
class is used to maintain the two-phase property across any number of nested
checks.
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4.2 “Usually Read” Methods

So far we have assumed that each method is designated as either a read or as an
update method. However it is possible that a method can be an update method
when analyzed statically, and still have one or more execution paths that are
read only. If the read only execution paths are executed sufficiently frequently,
it is advantageous for the method to be executed optimistically whenever a read
only path is taken, requesting a lock only when actually behaving as an update
method. A real-life instance of this situation occurred in our publish-subscribe
system, the subject of the case study in Sect. 6. Lookup operations would first
check a cache to see if an identical lookup had been performed since the last
time the subscriptions had changed; only if it had not would the more lengthy
computation be performed, in which case the result might be stored into the
cache. Most lookups did not result in cache updates. The ones that did would
have the effect of promoting the “usually read” method to an update method.

We can achieve this result by delayed acquisition of a lock. Consider the fol-
lowing method of class Foo that is sometimes an update method and sometimes
read only:

synchronized int mixed(int x) {
int t = a - b;
if (t <= x) return t;
else {
b++;
return t - 1;

}
}

Here, we can read a and b, and perform the computation a - b before de-
ciding whether to acquire a lock. Here is the transformed program:

/* unsynchronized */
int mixed(int x) {
int vl = vno; /* pre-inspect */
int t = a - b;
if (¢t <= x) {
int v2=vno; /* post-inspect */
if (vl == v2 && v1%2 == 0)
return(t); /* commit */
else ... /*abortx*/
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else synchronized (this) {

int v2=vno; /* post-inspect */

if (vi '=v2 || v1%2 '= 0)

... /* abort */

vno++; /* pre-increment */

b++;
vno++; /* post-increment */
return t - 1;

In the above example, if the method takes the path where t <= x, then it
behaves exactly like an ordinary read method. If the method takes the path
where t > x, then it acquires a lock on this. If the post-test succeeds, then we
are sure that the information read so far is consistent based upon the current
version — which is the same as saying that the state is the same as it would have
been had the lock on this been acquired on entrance to the method. We can then
proceed to continue execution as if this method had been invoked as a regular
update method.

It should be noted that no shared memory accesses should occur after the
synchronized block is exited (otherwise, the two-phase property would be vio-
lated). Thus, the example shown cannot be nested. The nesting of “usually read”
methods can be accomplished using the toolkit described in Sect. Bl Or, if the
optimistic readers transformation is performed by a compiler, it can translate
this nested case to a continuation-passing form to achieve the correct result. It
is also possible to eagerly abort a nested “usually read” method that discovers
the need to write, forcing it to be re-executed with a lock. Studying the tradeoffs
between these solutions is left for future work.

4.3 Multi-partition Objects

The optimistic readers transformation presented in Sect. 3 assumes that an up-
date method modifies the entire state of the monitor, and potentially conflicts
with any read method that reads any part of the state. This assumption, though
conservative, simplifies the transformation, and usually yields considerable per-
formance improvement. However, in certain applications, there could be an ex-
cessive rate of phantom aborts that occur because a reader reads one part of the
state, while a writer updates another part of the state.

For instance, suppose a hash table monitor is implemented as an array of
BucketList objects, where each BucketList is a linked list of buckets contain-
ing keys and values. Suppose further that the buckets are not shared across
multiple BucketList objects. Each separate BucketList now constitutes a dis-
joint partition of the state of the hash table. Each insert, delete, or modify of
the hash table modifies a single partition (depending upon the hash code of
the key); similarly, each lookup of the hash table reads a single BucketList.
Then, provided one is willing to allocate a version number array with one entry
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per partition, one can reduce contention and therefore frequency of aborts by
replacing the monitor-wide version number with separate version numbers for
each partition.

Fine-grained version numbering will also work when methods access more
than one partition, provided that the pre-increment and post-increment opera-
tions, and the pre-read and the post-test operations follow the two-phase disci-
pline discussed above.

It is clear, of course, that managing a large number of version numbers in
a complex data structure (particularly when nesting is involved) can become
complex. The toolkit describe in Sect. 5 addresses some of these concerns.

4.4 Single Word Write

Under certain conditions, it is permissible to optimize away the pre- and post-
increment operations, and the pre-read and post-test operations. The usual case
in which this is possible must meet these conditions:

1. the monitor state (or in a multi-partition monitor, the partition state) con-
sists of a single word that can be atomically written (in Java, this would
mean a 32-bit volatile),

2. the write to the single-word partition follows all other writes (if any),

3. there is only one such single-word partition, and

4. no read method ever accesses the single-word partition more than once.

The transformed code looks like the regular transformed code except:

1. The single word in the single-word partition is a volatile variable on its
own, with no version number, no pre-increment, and no post-increment.

2. There is no pre-inspect, post-inspect, or test for the single-word partition.
The order of operations must be: pre-inspects, then read of the single-word,
then read of all the other words, then post-inspects.

Because of these conditions, it is impossible to have a read-write conflict. It is
impossible for a read method to see an incomplete version since it must either see
the new or the old value. It is impossible for multiple reads of the single-write
partition to see values from different versions, since there can be no multiple
reads. And since the value is volatile and written last, it is impossible to see a
new version of the variable and old versions of variables in other partitions. It is
possible to see an old version of the variable and new values of variables written
earlier, but then the post-inspect test for one of these other partitions will fail.
(The pre-inspect for the partition that saw the new version must have seen an
old version number, since it preceded the read of the single-write variable that
saw an old value. But the post-inspect for that same partition must see a new
version number, since it followed a read that saw a new value.)

It is possible for the single-write field to be a reference to an object, provided
that the whenever a reference is assigned, it is a reference to a newly allocated
object not visible from anywhere else. It is not permitted to update an already
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accessible object and then store its address into the reference, since it could then
be possible for readers to see the old value of the reference via other copies of
the reference.

5 A Toolkit

To aid in applying optimistic readers to non-trivial programs without the benefit
of a specialized compiler or program transformation tool, we created a toolkit
consisting of the following classes and methods.

public class VersionNumber {
public VersionNumber();
public void prelncrement();
public void postIncrement();
public int preInspect();
public int postInspect();

public class ConflictException
extends Exception {...}

public class VersionContext {
// no public constructor
public static VersionContext allocate(int numReads,
int numPush) ;
public void free();
public void bePessimistic();
public void pushMonitorContext(Object monitor,
int maxWrites);
public void popMonitorContext() ;
public void useVersion(VersionNumber toUse)
throws ConflictException;
public void modifyVersion(VersionNumber toModify)
throws ConflictException;
public boolean isConsistent();

public class OptimisticThread
extends Thread {
// public constructors mimic those of Thread

}

The VersionNumber class, already mentioned, encapsulates one version num-
ber and the four methods needed to manipulate it. This is done to ensure that the
necessary CRF Fence operations are imposed on all accesses to the value. The
pure Java embodiment of this class uses vacuous synchronized blocks before
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post-incrementing and after pre-inspecting to (rather crudely) accomplish this
goal. The class also loads an ancillary native code library (if provided) which
replaces the pure Java implementation with a more precise match to the CRF
requirements. The measurements of Sect. 6 were taken using a native imple-
mentation for PowerPC (employing the lwarcx, stwcx, sync and isync instruc-
tions), thus avoiding any lock activity whatsoever. In preliminary measurements
we saw some differences between the pure Java and native implementations,
though these were small until the number of processors (and threads) grew to
eight or more, at which point the native implementation continued to scale while
the pure Java implementation did not. This suggests that the excess synchroniza-
tion imposed by the Java memory model was starting to be significant. Under
a proposed revision to the memory model [B], less over-synchronization would
occur in a pure Java implementation of VersionNumber.

The VersionContext class is used for three purposes.

1. Tt helps maintain the needed two-phase property when there are nested reads
as described in Sect. Bl or simply many different VersionNumber instances
per object (as can happen with the multi-grained optimism strategy of Sect.
f3).

2. It helps with late lock acquisition and coordinated lock release, which are
required when “usually read” methods are nested.

3. When optimism must be abandoned and locks acquired after all, it allows
the identical code to be used for both optimistic and pessimistic execution.

Use of VersionContext is optional in programs that are simple enough. For
example, it was not used in the experiment described in the next section.

An outer read method (one that is not called by another optimistically trans-
formed method) allocates a VersionContext object. An inner read method uses
the VersionContext supplied by the outer method. For modularity, it is a good
practice to supply both an outer and inner version of every read (and “usually
read”) method, as in this transformation of the original Foo class.

class Foo {
private VersionNumber vno = new VersionNumber () ;

synchronized void inc(int x) {
vno.prelncrement () ;
a += x;
b += x;
vno.postIncrement();

}



The Optimistic Readers Transformation 291

// Used when prod() is an outer method
int prod() {
VersionContext vc = VersionContext.allocate(l, 0);
try {
try {
int ans = prod(vc);
if (vc.isConsistent())
return ans;
} catch (ConflictException e) {
} catch (RuntimeException e) {
if (vc.isConsistent())
throw e;
} catch (Error e) {
if (vc.isConsistent())
throw e;
}
// Optimistic execution failed due to
// read-write conflict
synchronized(this) {
vc.bePessimistic();
return prod(vc);
}
} finally {
ve.free();
}
}

// Used when prod() is called by another transformed

// read method

int prod(VersionContext vc) throws ConflictException {
vc.useVersion(vno);

int tl1 = a;
int t2 = b;
return (t1*t2);

The preceding example illustrates the use of VersionContext when only
pure read methods are being transformed. The useVersion method is called
to perform each pre-inspect, passing the VersionNumber associated with the
partition being read. It automatically checks whether the same VersionNumber
was earlier touched by the same method and does nothing in that case. It throws
ConflictException if the VersionNumber is odd (meaning a modification is in
progress). Otherwise, it records the VersionNumber’s current value for later. The
isConsistent method post-inspects all VersionNumber objects that have been
touched during the lifetime of the VersionContext. The bePessimistic method



292 Robert Strom and Joshua Auerbach

resets the VersionContext and establishes “pessimistic” mode. In pessimistic
mode, the useVersion method does nothing and the isConsistent method
always returns true, allowing the transformed code to execute efficiently when
the monitor lock is held. When only read methods are transformed, only one
VersionContext object is required per thread.

When methods of the “usually read” type are nested, some other methods of
VersionContext come into play, as is illustrated by the following transformation
of the mixed method introduced in Sect. [£.2]

// The outer version (not shown) follows the same pattern
// as was illustrated for the prod method.
// This is the inner version.
int mixed(int x, VersionContext vc) throws ConflictException {
vc.useVersion(vno) ;
vc.pushMonitorContext (this, 1);
try {
int t = a - b;
if (t <= x) return t;
else {
vc.modifyVersion(vno) ;
b++;
return t-1;
}
} finally {
vc.popMonitorContext () ;
}
}

A method that might turn into an update method must call
pushMonitorContext at the beginning and popMonitorContext in a finally
clause. The useVersion method is used just as it would be in a pure read
method. The modifyVersion method is called with every VersionNumber that
guards state about to be modified by the method.

The first time modifyVersion is called, the VersionContext enters pes-
simistic mode. Using the stack of object references saved during previous calls
to pushMonitorContext, it acquires all locks that would have been acquired had
all these monitor objects been locked from the start. It checks consistency of all
VersionNumbers used up to that point and throws ConflictException upon
observing any inconsistency (releasing the locks first, of course). If all the used
versions are consistent, it holds the locks it has just acquired, and pre-increments
the supplied VersionNumber.

Once in pessimistic mode, each modifyVersion call pre-increments a version
number. Each pushMonitorContext call immediately locks its argument. Each
popMonitorContext call post-increments all the version numbers that were pre-
incremented under the monitor context about to be popped, then unlocks that
monitor.
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The monitor context stack just described cannot be implemented in the Java
source language because that language forces monitorenter and monitorexit
JVM instructions to nest lexically, while the JVM only requires them to nest
dynamically. We employ a tiny class implemented via raw Java byte codes to
get around the source language restriction. Improper monitor states are avoided
provided the pushMonitorContext and popMonitorContext calls are nested as
shown in the example.

Note that update methods do not use VersionContext but call the
VersionNumber.preIncrement and postIncrement methods directly. When an
update method calls a read method of a transformed monitor it does so through
the outer version of the method, which allocates a new VersionContext. Thus,
when a “usually read” method (in a portion statically known to be updating the
object) invokes an update method which invokes a read method, there can be
a stack of VersionContext objects active in a thread. This is safe because all
but the innermost VersionContext will have become pessimistic, and only the
innermost must be two-phase in order to achieve correctness.

The OptimisticThread class maintains a per-thread stack of preallocated
and pre-formatted VersionContext objects so that the gains of the optimistic
reader transformation are not counteracted by increased heap allocation over-
head. The VersionContext.allocate method automatically uses this stack if
OptimisticThread is being employed. The parameters to allocate are advi-
sory, and further reduce heap allocation overhead when the number of calls to
certain VersionContext methods can be predicted.

6 Experimental Results

6.1 Background and Methodology

Our experimental results were collected using the Gryphon publish-subscribe
system [I0]. A publish-subscribe system takes an event and delivers it to that
subset of subscribers whose prior subscriptions indicated interest in that event.
Although it began as a research project, Gryphon has been used as middle-
ware in support of real applications (for example, IBM-developed web-sites for
Wimbledon 2000 and the 2000 Olympics).

Gryphon employs a network of specialized routers called brokers. At the
heart of each broker is a shared object called MatchSpace, containing all the
subscriptions of which the broker is aware, along with the associated routing
information. We decided to evaluate the optimistic readers transformation for
Gryphon’s MatchSpace after observing scalability limitations on PowerPC mul-
tiprocessor machines that fell short of an application requirement. As a result of
this study, the optimistic version of MatchSpace is now the production version.

For our present purposes, a MatchSpace has three methods, subscribe (which
registers a new subscription), unsubscribe (which removes a subscription), and
route (which examines a message and returns the list of matching subscriptions).
The first two are write methods, while the third is a “usually read” method as
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discussed in Sect. 4.2. It usually does not change MatchSpace, but it sometimes
does so in order to maintain a cache.

To achieve high performance, brokers create a pool of concurrent threads.
Threads repeatedly pick up a message, determine a destination list by invoking
the route method of MatchSpace, and then deliver the message to each destina-
tion on that list. Intermittently, a thread will receive a request to add or remove
a subscription and will call subscribe or unsubscribe.

In the original MatchSpace, all three methods were synchronized. However,
prior to this study, synchronization on the route method was dropped in favor
of a reader-writer locking design (detailed below). We were thus able to compare
three implementations of MatchSpace: the original “pure monitor” implemen-
tation which we call “pessimistic,” the reader-writer locks implementation, and
the optimistic readers implementation. Rather than examining earlier versions
of Gryphon (which differed in other ways), we reworked all three MatchSpace
implementations to fit the latest version of Gryphon.

To provide a baseline for comparison of these three implementations, we also
measured an implementation that was identical to the pessimistic implementa-
tion except that the route method was unsynchronized. Such an implementation
would not be practical, since it could potentially produce wrong results. However,
we treated this implementation as providing an upper limit on the performance
of any correct implementation, and as a way to quantify our claim of Sect. 1 that
when reads predominate, the optimistic program should perform comparably to
an unsynchronized program.

To implement the optimistic readers transformation, we employed the
VersionNumber class from the toolkit. Because of the simplicity of the appli-
cation, the other toolkit classes were not used.

An instance variable of type VersionNumber was added to MatchSpace.
The subscribe and unsubscribe methods were augmented with a call to
prelncrement at the beginning and a call to postIncrement at the end. Those
methods remained synchronized and otherwise unchanged.

The original route method was renamed to pessimisticRoute (and remained
synchronized) while a new unsynchronized route method was created.

The new route method began by determining whether the cache needed to
updated. If so, it invoked the method pessimisticRoute, which was revised to
bracket cache updates with calls to methods preIncrement and postIncrement.
In the case of a pure read, route obtained the current version number using
prelnspect. An odd number again resulted in a call to pessimisticRoute.
Otherwise, route executed the pure read path excerpted from the original route
method. Finally, route called postInspect. If the version numbers differed, the
results were discarded and pessimisticRoute invoked instead. If the version
numbers matched, the results were trusted and no lock ever had to be acquired.

This methodology deviates in minor ways from what a compiler would have
done automatically, but is clearly equivalent. It illustrates that a human being
can apply this methodology as a design pattern in simple cases, deviating from
the purely mechanical in minor ways, and preserving code readability. We leave



The Optimistic Readers Transformation 295

for future work the evaluation of this approach with a more complex application,
employing the full toolkit.
The reader-writer locking code employed three methods as follows.

synchronized
void obtainReadLock() {
readers++;

}

synchronized
void releaseReadLock() {
readers--;
if (readers == 0 && waiters > 0)
notifyAll();
}

void obtainWriteLock() {
while (readers > 0) {
waiters++;
wait();
waiters--;
}
}

The route method was made unsynchronized, and a call to obtainReadLock
was inserted at the beginning and a call to releaseReadLock was inserted at
the end. The two (synchronized) write methods were augmented with calls to
obtainWriteLock at the beginning

Measurements were obtained using an existing Gryphon performance testing
“harness” called the “I/O-free test.” This test includes the code of the CPU-
intensive parts of Gryphon, including MatchSpace, together with a message gen-
erator. A “read” in this benchmark consists of creating a message, invoking
the “usually read” method route to determine a destination set, and pretend-
ing to deliver the message without recourse to actual network I/O. An “up-
date” consists of invoking subscribe followed by unsubscribe, to create write-
interference without actually changing the number of subscriptions in match
space during a run. A multithreaded version of the test was developed in which
the pattern of updates to MatchSpace and the pattern of reads were controlled
by separate Poisson distributions. For a given number of threads and a given
write rate, the throughput was measured as the maximum read rate at which the
processors just approached saturation. A run was considered to cause saturation
if during the last 10% of the 30 second run, no thread was able to drain its input
queue.

3 We also measured the performance with an alternative reader-writer discipline in
which readers were not allowed to obtain locks if another thread was waiting to
obtain a write lock. This alternative discipline never performed better and often
performed worse than the original one, and hence was dropped from the comparison.
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6.2 Results

The measurements for Fig. [lland Fig.[2 were made on a 4-way PowerPC Model
270 running the AIX operating system version 4.3, running Java 2, JDK version
1.3.0 from IBM.

Figure [l shows the read throughput for four threads at update rates varying
from 0.5 updates per second per thread to 2000 updates per second per thread.
As the figure illustrates, both optimistic reading and reader-writer locking start
out with a substantial advantage over the pure monitor implementation at low
update rates. However, as the update rate increases, the reader-writer locking
implementation gradually degrades to nearly the same throughput as the fully
synchronized implementation, while the optimistic readers implementation de-
grades much more slowly and keeps its advantage in throughput. We speculate
that the overhead of wait and notifyAll is responsible for this and we cannot
rule out the possibility that the results might be different using a different ma-
chine architecture or Java implementation. Even at 2000 writes per second per
thread, which is a rate far beyond the rates likely in a real Gryphon deployment,
the throughput of optimistic readers is only about 10% worse than that of the
unsynchronized algorithm. At more realistic write rates, the difference between
optimistic readers and unsynchronized readers is considerably less.
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Fig. 1. Read throughput as a function of update frequency
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Figure [ plots essentially the same data as Fig. 1 but in terms of speedup
(using the rate for a single thread as a baseline). Notice that the pure monitor
barely achieves twofold speedup on a four-way multiprocessor. The optimistic
readers implementation maintains a threefold or greater speedup even at 2000
writes per second per thread.
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Fig. 2. Speedup as a function of update frequency

The measurements for Fig. B and Fig. dl employed a 24-way PowerPC Model
S80 server, running the identical operating system and Java environment.

Figure[3d shows what happens when the update rate is held constant at 500
updates per second per thread and the number of threads is varied from 1 to 13.
Optimistic readers maintains an increasing advantage as the number of threads
increases. Note that the line for reader-writer locking eventually crosses the line
for the pure monitor, indicating that, at high degrees of parallelism, this well-
known technique is no longer viable. Again, it is possible that wait and notify
have overheads that outstrip those of simple lock contention in the architecture
and operating system chosen for this study.

It is worth pointing out that when only a single thread is running, the per-
formance of all algorithms is for all practical purposes the same. This follows
from the fact that in the IBM Java implementation, the overhead of locking and
unlocking is negligible when there is no contention. Therefore the reduced per-
formance of the pessimistic algorithm in the multi-threaded case is attributable



298 Robert Strom and Joshua Auerbach

to real lock contention, and not to any inherent inefficiency in acquiring and
releasing locks.
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Fig. 3. Maximum throughput/thread as a function of number of threads

Figure[d provides the speedup data for the same data as in Fig. 3, also plotting
the “ideal” speedup curve. Notice that the optimistic readers implementation
tracks the ideal curve closely, peaking at 11 threads before beginning to decline.

7 Related Work

The optimistic readers transformation follows the same philosophy as does the
optimistic concurrency control proposed by Kung and Robinson [I1] and ex-
tensively explored since. Computation is allowed to proceed in parallel and is
aborted if the results are found to be inconsistent with a serial execution order.
Optimistic concurrency control contemplates a transactional database environ-
ment in which the commit and abort operations are provided by a transaction
manager. We show how commit and abort are readily implemented without a
transaction manager for the special case of read operations as defined here.

Of course, the observation that reads may be safely and concurrently executed
in the absence of writes is well-known. It is the basis of the popular concurrent-
read exclusive-write (CREW) model and the reader-writer locking optimization
that was earlier used in Gryphon. Characteristics of this model have been ex-
tensively studied (see, for example, [12]). What we have contributed is a general
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technique for achieving CREW semantics with a mixture of synchronized and
unsynchronized methods without using the potentially expensive monitor wait
and notify methods.

Our transformation is also in the spirit of Herlihy’s general methodol-
ogy [L3] for implementing concurrent data objects using the load_linked and
store_conditional primitives. We do not require these primitives (though we
do rely on the more generic CRF Fence operation), because our transforma-
tion is limited to optimizing the reads, leaving the mutators to be handled via
traditional locking.

8 Discussion

We have shown that it is not necessary to give up a simple correctness specifica-
tion for the sake of efficiency. For example, in the Gryphon case study, the result
of every route call reflects an actual state of the subscriptions in MatchSpace,
yet the performance over a wide range of conflict rates is still comparable to the
performance of an unsynchronized program and outperforms other techniques
such as reader and writer locks.

The optimistic readers transformation vindicates the monitor model, but also
depends on the consistent use of the monitor model. For the transformation to
work, it must be possible to partition the state of the entire system into disjoint
monitor objects. This is straightforward in the case of objects like hash tables
or Gryphon’s MatchSpace. But if objects in one monitor can contain references
to objects in another, then unique version numbers can no longer be associated
with changes to a single object. A tool, the Guava dialect of Java, has been
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proposed by one of the authors to make such checking automatic. In today’s
object-oriented languages, it is necessary to design the application from the
beginning using a methodology centered around monitors.

It is relatively straightforward to implement our transformation as a compiler
optimization for a proposed monitor-based dialect such as Guava. Alternatively,
it is straightforward to implement the transformation as a post-processor for
standard Java provided that the programmer is satisfied that the code has been
written using a monitor discipline. In order for application writers to code op-
timistic monitors directly, it is desirable for programmers to employ the utility
classes VersionNumber for platform-independent reading and updating of version
counts with proper synchronization, and VersionContext for correct generation
of the two-phase post-inspect tests. Aided by these, and employing a type-safe
language like Java, doing optimistic reader transformations as a design pattern
becomes feasible.

In the absence of type-safety, it is more doubtful whether the technique is
practical. Ironically, it may be easier to assure that an optimistic reader is safe in
a lower-level language like C, where every memory access is visible to the user,
than in a higher-level language like C++. In these languages, the technique
is probably only practical in controlled environments where type-safety is not
dependent on values read from shared memory.

Finally, it is of interest that the VersionNumber object can only be im-
plemented efficiently in a platform-dependent way. Even in Java, a platform-
independent implementation would perform excessive synchronization. In other
languages lacking an explicit memory model, VersionNumber would of necessity
be implemented differently depending upon the memory model of each archi-
tecture. It is worth noting that in some proposed revisions of the Java memory
model, a platform-independent implementation would be efficient.
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Abstract. This paper takes polymorphism to the multi-object level.
Traditional inheritance, polymorphism, and late binding interact nicely
to provide both flexibility and safety — when a method is invoked on an
object via a polymorphic reference, late binding ensures that we get the
appropriate implementation of that method for the actual object. We
are granted the flexibility of using different kinds of objects and differ-
ent method implementations, and we are guaranteed the safety of the
combination. Nested classes, polymorphism, and late binding of nested
classes interact similarly to provide both safety and flexibility at the level
of multi-object systems. We are granted the flexibility of using different
families of kinds of objects, and we are guaranteed the safety of the com-
bination. This paper highlights the inability of traditional polymorphism
to handle multiple objects, and presents family polymorphism as a way
to overcome this problem. Family polymorphism has been implemented
in the programming language gbeta, a generalized version of BETA, and
the source code of this implementation is available under GPLEl

1 Introduction

Imagine a hotel lobby with a few people standing around, waiting. The reception-
ist decides to get things going by asking a man “Are you a husband?” and asking
a woman “Are you a wife?”. Upon receiving two affirmative — though slightly
baffled — answers, those two people are assigned to the same room, together with
the little girl who said “Erm, yeah, and I'm a daughter!”

The reason why this might not be entirely appropriate is that those people
may very well be ‘husband’; ‘wife’, and ‘daughter’, but it makes a big difference
whether or not they play these roles in the same family.

Family polymorphism is a programming language feature that allows us to
express and manage multi-object relations, thus ensuring both the flexibility of
using any of an unbounded number of families, and the safety guarantee that
families will not be mixed. It is, in a sense, a programming language feature that
solves problems with the same structure as the hotel room assignment problem.

Traditional inheritance, polymorphism, and late binding of methods provide
both flexibility and safety in the following sense. A polymorphic reference x may
at run-time refer to an object which is an instance of some class C; chosen from

! http://www.cs.auc.dk/ eernst/gbeta/!
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a set of classes C = {Cy...Cy}. We may invoke a method m on x, typically us-
ing syntax such as x.m(), and each of the classes may provide its own method
implementation for m or inherit an implementation defined elsewhere. Late bind-
ing ensures that the chosen implementation of m is the one associated with C;
(if any), i.e., the appropriate implementation for the actual object. Static type
checking may be used to ensure that there is indeed an implementation for every
invocation.

All in all, this provides the flexibility of using several classes and several
method implementations, and the safety of ensuring that the chosen method
implementation is always appropriate for the actual object. It is important to
note that the same call-site, x.m(), is reused with all those pairs consisting of a
class and a method implementation; that it does not depend on the exact class
of x or the exact choice of implementation of m; and moreover that the set of
class/method pairs is open-ended.

Now consider the situation where two or more objects are involved, for in-
stance where one object is given as an argument to a method on the other
object, x.m(y). In this case, traditional object-oriented languages such as the
Java™ programming language [2] and CH [25] will only allow us to associate
two compile-time constant classes with this expression, namely the statically
known class of x, C,, and the statically known argument type of m, the class C,.
At run-time, x may refer to an instance of any subclass of C, and y may refer
to an instance of any subclass of C. There is no way to ensure statically that
a particular subclass C}; of C, is always paired up with a particular subclass C’l;
of C,.

Note that multiple dispatch [BT0J23] solves a different problem: With multi-
ple dispatch it is possible to choose a method implementation based on the actual
classes of x and y — but we do not want to choose a method implementation for
an arbitrary combination of classes, we want to ensure that the combinations of
classes are not arbitrary.

The fact is that the traditional notion of polymorphism is unable to capture
relations between several objects and their methods — it only handles the case
with one object and its methods, and multi-object relations are always specified
in terms of a fixed number of compile-time constant classes, i.e., essentially
monomorphically. As we shall see in Sect. B, this means that we must give up
either flexibility or safety, we cannot have both at the same time.

We use the term family polymorphism to describe a generalized kind of poly-
morphism that will allow us to statically declare and manage relations between
several classes polymorphically, i.e., in such a way that a given set of classes may
be known to constitute a family — that family being characterized by having cer-
tain relations between its members — but it is not known statically exactly what
classes they are.

The contributions of this work are the concept of family polymorphism,
the underlying programming language mechanism, the associated static anal-
ysis techniques, and the implementation in a full-scale programming language,
gbeta [I3]. The notion of dependent types that makes family polymorphism pos-
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sible has been present in some form in the BETA [19] community for many years
(it is described informally in [19]), but the static analysis and the implementation
have not been complete before gbeta.

The rest of this paper is structured as follows: Section [ argues that the multi-
class perspective is becoming more and more important. Section B describes the
problems with current approaches in more detail, by means of a running example
in Java and C+. The way these problems are solved with family polymorphism
is described in Sect.[d] Finally, Sect. [}l covers related work, and Sect. f]lconcludes.

2 We Need Class Families

Traditional object-orientation allows us to express a concept and several vari-
ations and/or implementations thereof by means of the class and inheritance
mechanisms. However, there are many signs that this single-class perspective is
becoming obsolete or at least insufficient.

A main motivational point of generative programming [12] and software prod-
uct line approaches (e.g. [4]) is that modern software engineering must support
variability at a more global scale than the individual class. This means that
variants must be composed consistently across an application.

Languages and systems supporting advanced separation of concerns — such as
aspect-oriented programming [14], composition filters [I], and multi-dimensional
separation of concerns [26] — often emphasize the handling of cross-cutting con-
cerns, i.e., issues involving more than one class. This means that they add sup-
port for the creation of class family variants.

Even in more traditional languages like Java and CH- it is possible to express
class families, and the momentum behind the abovementioned research efforts
supports the claim that the multi-class perspective cannot be ignored.

When a system contains more than one variant of a class family at the same
time, it becomes necessary to maintain consistency in the usage of family mem-
bers, i.e., to avoid mixing the families inappropriately. In this case it is not
sufficient to be able to choose variants statically, there must also be support for
management of multiple class family variants at run-time. As described in the
next section, this causes a dilemma. Family polymorphism is a mechanism that
can be used to resolve this dilemma.

3 Handling Graphs with Traditional Polymorphism

In this section we will present an example of a class family, and draw the attention
to an unfortunate choice between safety and flexibility in reuse that we are forced
to make. It is a property of the type systems of Java and CH- that we cannot have
both safety and reuse flexibility at the same time, but this property is shared
with more advanced type systems such as those of GJ [6] and Cecil [TTJI5]. We
will return to this topic in Sect. and

Consider the concept of a graph, consisting of a set of nodes connected in
some way by a set of edges. The graph concept plays the “organizing” role,
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offering a common frame of reference under which the concept of node and the
concept of edge make sense. Moreover, there are many different kinds of graphs
— colored graphs, weighted graphs, labelled graphs, etc.

In this context we will concentrate on a simple Graph and an OnOffGraph.
The latter adds support for switching each edge on and off, for instance to model
communication networks where individual links may now and then be broken.

A Graph is not just one graph in the usual sense, it represents all nodes and
edges of a particular kind, and these nodes and edges may then be organized
and reorganized into any number of concrete graphs. In Sect. [4] we shall look at
some data structures that may be used to hold the nodes and edges of a concrete
graph.

3.1 The Naive Approach

It is not hard to express graphs by means of two families of classes as described
in the previous section. A definition of such class families in Java is given in
Fig. M The first family consists of the classes Node and Edge, and the second
family consists of the classes On0ffNode and On0ffEdge. A sample class Main
contains code to show usage of these class families. It might seem more natural
to express a class family by means of inner classes in Java, but since they would
add syntactic complexity and would exhibit the same problems, we chose to
avoid inner classes in this example.

The method touches on Node tests whether or not a given Edge is connected
to the receiver Node. It would presumably be used to find paths through the
graph. In a simple Graph the answer only depends on the graph structure, but
in an OnOffGraph it also depends on the enabledness of the Edge.

The main method in Main invokes a method build three times, with different
arguments. The method build expects to receive a Node and an Edge, both from
the same class family. It then proceeds to connect the Node and the Edge, and
finally invokes the method touches on the Node with the Edge as an argument.
The third argument to build is a boolean which shows the expected result.

In the first two cases, build is used as it was intended, and it produces the
expected result. However, in the third case we break the “rules” and invoke build
with two objects from different class families. This causes a ClassCastException
at run-time. The fourth case is confusing and probably unintended, but does not
directly cause run-time errors.

The third invocation is type correct, since an On0ffNode is-a Node and an
Edge is-an Edge. And if the On0f fNode had only been known statically as a Node,
the failing third invocation of build would have looked just like the successful
first invocation, according to the type system.

The problem is obviously that we have been unable to express the actual
requirements. As we can see in the implementation of touches in the class
On0ffNode, the argument of type Edge must really be an On0ffEdge — otherwise
the dynamic cast will fail. Since method arguments in Java are in-variant, we
must use Edge as the argument type and then use a dynamic cast in the method
body. Of course, we may then invoke the method with an instance of Edge as
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class Node {
boolean touches(Edge e) { return (this==e.nl1) || (this==e.n2); }
}

class Edge { Node n1,n2; }

class OnOffNode extends Node {
boolean touches(Edge e) {
return ((OnOffEdge)e).enabled? super.touches(e) : false;
}
}

class OnOffEdge extends Edge {
boolean enabled;
On0ffEdge() { this.enabled=false; }
}

public class Main {

static void build(Node n, Edge e, boolean b) {
e.nl=e.n2=n;
if (b == n.touches(e)) System.out.println("OK");

}

public static void main(String[] args) {
build(newNode(), newEdge(), true);
build(new On0ffNode (), newOnOffEdge(), false);
build(new OnOffNode(), newEdge(), true); // ClassCastException!
build(newNode(), newOnOffEdge(), true); // "works"

Fig. 1. Reuse: Yes — Safety: No

argument, and the error will only be detected at run-time. The type system will
not allow us to express the connection between the members of a class family, it
will only allow us to create a type hole such that all combinations of members
of these families, including the correct combinations, are allowed.

It may be argued that this is not a “type hole”, it is a dynamic cast, and
the people who use dynamic casts deserve what they get. The point is that
the programmer is forced into writing a program with incomplete compile time
type checking because the discipline which should be imposed on the choice of
arguments cannot be expressed. So it is a type hole, even if it is one we have
explicitly asked for.

Apart from this, the example exhibits the very nice property that the method
build works both for a simple Graph and for an On0ffGraph. In other words,
we are allowed to reuse the method build with several different class families,
without any static dependency on the actual choice of family.
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3.2 Working Out Safety

We have the option of shifting the trade-off in favor of safety, giving up on some
reuse opportunities. An alternative expression of the class families is given in
Fig.[2, and it is obviously a bit less straightforward than the previous version.

In this case we use the language CH, because Java does not (currently)
support genericity and hence does not allow this kind of solution. For brevity, we
use the keyword struct and not class, thus avoiding the need for accessibility
declarations.

In this approach, we use type parameters to establish “pre-families”; i.e., sets
of type parameterized classes such that mutually recursive families of classes
can be created by template instantiation, as with Node and Edge, and with
On0ffNode and On0ffEdge.

In line with Fig. [[ there is a main function where the two class families are
used, and the usage is expressed in two almost identical functions, buildl and
build2. These two functions have the same functionality as the method build
in Fig. [

The difference between the situation in Fig. [l and the situation in Fig. [ is
that the members of the class families are related in different ways according to
the type systems In Fig.[Il On0ffNode is a subclass of Node and On0ffEdge is a
subclass of Edge. This is not the case in Fig. Bl In other words, in the first figure
the families are related by a memberwise subclass relation, and in the second
figure the families consist of unrelated classes.

Since there is no relation between a member of one family and a member of
another family, there is no danger of mixing members of different families. Hence,
this closes the type hole — as we should also expect, given that the second example
is expressed without dynamic casts. Statements mixing the two families, like the
two function calls which are commented out in main, will cause the program to
be rejected at compile time.

The result is that we have gained safety and lost reuse.

Note that we could also have achieved the same trade-off in Java by tex-
tually copying the inherited material from Node to OnOffNode, and from Edge
to On0ffEdge, and then removing the ‘extends’ clauses — except of course that
textual copying creates maintenance and comprehension problems.

At this point, G+ programmers would immediately remark that the loss of
reuse is a non-problem: We could simply change build into a template function
with the argument types being template arguments. That would make it possible
to write just one (template) function build with textually the same body as
buildl and build2. We could then invoke it in place of both buildl and build2
in main.

The reason why this is not a solution is that each call-site for this build
template function would be associated with a compile-time fixed choice of family.
E.g., the first call-site in main would then be an invocation of build<Node,Edge>,

2 Since types and classes may be considered to coincide for the subset of Java and CH
that we are concerned with, we will sometimes use expressions such as ‘the class X’
where ‘the type associated with the class X’ would have been more precise.
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template <class N, class E> struct NodeF;
template <class N, class E> struct EdgeF { N *nl,*n2; };
template <class N, class E> struct NodeF {
virtual bool touches(Ex e)
{ return (this==e->n1) || (this==e->n2); }
};

struct Edge;
struct Node: public NodeF<Node,Edge> {};
struct Edge: public EdgeF<Node,Edge> {};

template <class ON, class OE>

struct OnOffEdgeF: public EdgeF<ON,0E> {
bool enabled;
On0ffEdgeF () : enabled(false) {}

};

template <class ON, class OE>

struct OnOffNodeF: public NodeF<ON,0E> {
bool touches(0E*x e) {

return e->enabled? NodeF<ON,OE>::touches(e) : false;

}

};

struct OnOffEdge;
struct OnOffNode: public OnOffNodeF<OnOffNode,OnOffEdge> {};
struct On0ffEdge: public OnOffEdgeF<O0nOffNode,On0ffEdge> {};

void buildl(Node* n, Edge* e, bool b) {
e->nl=e->n2=n;
if (b == n->touches(e)) cout << "0K\n";

void build2(OnOffNode* n, OnOffEdge* e, bool b) {
e->nl=e->n2=n;
if (b == n->touches(e)) cout << "OK\n";

int main(int argc, char *argv([]) {
buildl(new Node(), new Edge(), true);
build2(new OnOffNode(), new OnOffEdge(), false);
// buildl(new OnOffNode(), new Edge(), false); // type error
// build2(new OnOffNode(), new Edge(), false); // type error
return O;

Fig. 2. Safety: Yes — Reuse: No
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and the second call-site an invocation of build<OnOffNode,On0ffEdge>, even
though there is no need to explicitly write the part in angle brackets.

In spite of the fact that the template function call would look very much
like a function taking dynamically polymorphic arguments, the difference has
far-reaching consequences:

1. First, whenever a node and an edge should be delivered to a template func-
tion such as build via a number of intermediate functions, every function
in the entire call chain must be a template function, and the exact types of
those objects must be known statically at the original call-site (either exactly
Node and Edge, or exactly On0OffNode and OnOffEdge, never anything like
“any pair of classes that makes up a consistent subfamily of Graph”).

2. Second, a template function may be a member function, but it cannot be a
virtual member function. This means that we must not only know the exact
type of every node and edge everywhere, we must also know statically what
methods implementations of other classes are being used on them.

3. Third, we cannot have lists, sets, hash tables, or other data structures con-
taining nodes and edges belonging together. We can only have data struc-
tures containing members of one, statically selected and then fixed family of
nodes and edges.

4. Finally, it is perfectly reasonable to assume that a sub-family of Node and
Edge would provide an implementation of an interface specified by Node
and Edge. When using this implementation sub-family in a large, complex
system, the template based approach would make large parts of this complex
system statically dependent on that sub-family, because all usages of nodes
and edges would have to be performed in a context where the exact classes
of the members of the sub-family are known statically. This would make
the system as a whole more fragile, as would any forced dependency on
implementation details.

In short, the lack of dynamic polymorphism in multi-object settings causes the
same kinds of problems that would arise if we were to give up dynamic polymor-
phism in the well-known single-object setting.

3.3 The Scope of This Problem

If the problems outlined in the previous sections were specific for the Java and
C++ language designs and well-known solutions were available elsewhere, the
issue would not be of much interest. We will therefore argue that those problems
arise in many different language designs, and no good solutions are known to us
— apart from the family polymorphism which is the main topic of this paper.

An approach which is similar to the one taken in Fig. ] can be used in other
languages with support for genericity based on type parameterization. In the
following we will consider the relation between these approaches.

Many different proposals have been made for the addition of genericity to
Java based on parametric polymorphism [21J6J/9)J24] and others]. F-bounds [g]
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make it possible to design the genericity mechanism in such a way that a type
parameterized class may be type checked once and for all — as opposed to CGH
templates where type checking must essentially be performed from scratch at
each instantiation. Moreover, using a homogeneous translation scheme (as in
GJ [6]) just one version of the code is generated for one generic entity, thus
making it possible to support “virtual template methods” in Java (late binding
is by default used for all methods in Java, so an ordinary Java method would
correspond to a virtual member function in C++). This is the approach taken in
GJ. Hence, the problem with virtual template member functions is less serious
than the other problems — it is a consequence of the macro-like nature of the
CH template mechanism.

As described in [7], a somewhat more involved technique than the one used
in Fig. [d must be employed in order to express families of mutually recursive
classes with genericity based on F-bounds, but it is still possible.

Note, however, that the C+ approach where each template instantiation is
statically analyzed separately is in a sense the maximally flexible approach. Any
kind of constraints that could be specified on type parameters of a generic entity
in order to enable type checking of the entity as such (and not per instantiation)
would only be able to reduce the flexibility, compared to the CH approach.
This is because constraints on the type arguments will only be sufficiently strict
if every possible choice of type arguments will actually make the implementation
type safe, and in those cases the C++ style per-instantiation checking would also
succeed. In other words, there is no hope that constrained type arguments could
afford us greater flexibility at instantiation sites than what we have already seen
in CGH.

On the other hand, it is possible in very advanced type systems such as the
one used in Cecil [15] to explicitly declare that a given parameterized class is,
e.g., co-variant in a given type argument and contra-variant in another type
argument. The problem is, however, that this would not help us. For instance,
EdgeF<N,E> is in-variant in N, and NodeF<N,E> is contra-variant in E. Hence,
any attempt to declare that NodeF<N,E> and EdgeF<N,E> are co-variant in N
and E would simply make their implementations type incorrect. So any approach
based on (possibly constrained) type parameterization of individual classes and
methods will not allow us to obtain polymorphism at the level of class families.

This should not be a surprise, since any mechanism in a type system that
would establish a memberwise subtyping relation between the members of class
families would also allow us to mix classes from different families, as it was done
in Fig. [[ in the last invocation of build. In other words, if we could do such a
thing, the type system in question would be unsound.

In summary, the approach taken in Fig.2lcan be used in other languages with
genericity mechanisms based on type parameterization, but it does not solve the
problems associated with: excessive propagation of templatization; the lack of
type safe data structures for class family member instances (except for data
structures statically bound to one particular family); the widespread propaga-
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tion of static dependencies on implementation details; and the lack of dynamic
polymorphism.

Hence, in order to achieve a safe and flexible mechanism, we must strive for
something other than memberwise subtyping. In the next section we shall see
how the notion of classes as attributes makes it possible to establish a safe and
useful kind of family polymorphism.

4 Handling Graphs with Family Polymorphism

The main problem in the approaches considered so far is that the family itself is
not represented explicitly. As long as the family is only implicitly present, it is
hard to conceive of any other kind of polymorphism for families of classes than
the one based on a memberwise subtype relationship.

However, if we introduce the notion of classes as attributes of objects then it
is suddenly possible to use an object as a repository of classes — a class family.
If we moreover introduce the notion of late binding of such class attributes
then it becomes possible to specify a number of families of classes by means
of an ordinary inheritance network describing variants of the enclosing object,
the family object. For each such family object it is statically known that it is a
repository for some variant of the class family declared in the statically known
type of the family object, but it is not statically known which class family it is.

This is the approach taken in gbeta. The gbeta type system is consistent
with the type system design for BETAR that is described informally in [19], but
it is stricter than the actual implementation of type checking in the Mjglner
implementation of BETA [29]. In the languages gbeta and BETA, classes and
methods (and more) have been unified into the single abstraction called a pattern.
This means that we may use words like ‘class’ and ‘method’, but the denoted
entities will in both cases be patterns, so these words are simply synonyms for
the word ‘pattern’ with an added hint to the reader about how to understand the
role played by that pattern in the given context. Consequently, class attributes
are really pattern attributes and late binding of class attributes is late binding
of pattern attributes, normally designated as virtual patterns.

To make this concrete, we will present and discuss a version of our class
family example written in gbeta, as shown in Fig. B.

In the gbeta version of the class family example, the two class families are
declared explicitly as the pattern Graph and the subpattern (think ‘subclass’)
On0ffGraph. Each instance of Graph or a subpattern of Graph will have two at-
tributes named Node and Edge. These two attributes will be patterns (‘classes’),
and they are known to belong together, forming a family of mutually recursive
patterns (‘classes’). That is, an object myGraph is known to contain a class family
whose members are accessible as myGraph . Node and myGraph . Edge, respectively.

As we shall see below, the type system does not allow us to mix members
of different class families — in other words, when myGraph and yourGraph are

3 The gbeta type system is considerably more expressive than the BETA type system,
but the BETA type system comes out as a special case.
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(# Graph:
(# Node:<
(# touches:<
(# e:”"Edge; b: @boolean
enter el[]
do (this(Node)=e.n1) or (this(Node)=e.n2) -> b
exit b
#);
exit this(Node) []
#);
Edge:< (# nl,n2:"Node exit this(Edge)[] #)
#);
On0ffGraph: Graph
(# Node: :< (#touches::<!(# do (if e.enabled then INNER if)#)#);
Edge: :< (# enabled: @boolean #)
#);
build:
(# g:< Q@Graph; n: "g.Node; e:”g.Edge; b: @boolean
enter (n[l,ell,b)
do n->e.ni[]->e.n2[];
(if (e->n.touches)=b then ’0K’->putline if)
#);
gl: @Graph; g2: @0n0ffGraph
do
(gl.Node, gl.Edge, true) -> build(#g::0gl #);
(g2.Node, g2.Edge, false) -> build(#g::0g2#);
(x (g2.Node, gl.Edge, false) -> build(#g::0gl#); type error *)
(*x (g2.Node, gl.Edge, false) -> build(#g::0g2#); type error *)
#)

Fig. 3. Reuse: Yes — Safety: Yes

not statically known to be the ezact same object, the patterns myGraph.Node
and yourGraph.Node are considered to be unrelated (unless of course they are
statically known, e.g., because of a type exact reference to the enclosing object,
and those statically known patterns are related). Also note that the type system
will distinguish between an unbounded number of class families because they
are associated with instances (e.g., myGraph) and not with classes (e.g., Graph).
If they had been associated with classes then the type system would at most
have been able to distinguish between a fixed number of families, determined
at compile-time — increasing the danger that objects could be mixed inappro-
priately, because conceptually separate families would have to be treated as one
family by the type system.

To continue with the example, Node and Edge are specified with the same
attributes as they were in Fig. [Il and Fig. 2l The further-binding of Node and
Edge in OnOffGraph, corresponding to the classes OnOffNode and On0ffEdge, are
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also incrementally specified in a similar manner as previously. The expressions
exit this(---) [] specify that the result of evaluating a Node or an Edge is a
reference to that object itself (in BETA and gbeta the evaluation semantics of a
class must be specified explicitly).

Finally, a method build is defined, one instance of each kind of graph is
declared, and build is invoked twice, once with members of the Graph family
and once with members of the On0ffGraph family. The two last statements are
commented out; they demonstrate mixing of families, and if they are included
the type system detects that they are not type safe.

We have to clarify a few points about the example. First, argument passing
to methods and functions, assignment, and other evaluations are expressed in
BETA and gbeta with the ‘=>’ operator, and the direction of the dataflow is left-
to-right (where most other languages employ a right-to-left direction, opposite
to the reading direction). It might help to think of the ‘=>’ as similar to the pipe
symbol used on the command line in many operating systems.

Second, BETA and gbeta provide a kind of transparency: it is invisible in
many places whether a result is stored or computed. Thus, gl1.Node denotes a
pattern, but when it is used in an evaluation context it gives rise to an object
instantiation, and the new object is the result of the expression; in other words,
a ‘new’ operator is implicitly added to the expression.

Third, build accepts four arguments, namely g, n, e, and b; n and e are
received by reference, b is received by value, and g is a constant attribute of
each invocation of build.

There are many reasons why the different argument modes are specified syn-
tactically the way they are (some of them historic), but for the purposes of this
discussion we will just mention that a syntactic form like the following might
work better to communicate the actual semantics of the invocations of build;
note that this is for illustration, it is not valid gbeta syntax:

build(gl, new gil.Node(), new gl.Edge(), true);
build(g2, new g2.Node(), new g2.Edge(), false);

It is essential to ensure that the first argument to build (g1 and g2, respectively)
is constant throughout the evaluation of the arguments and the execution of the
method. Only then is it known for sure that we are not mixing different families.
If we were to provide this argument as an ordinary (assignable) by-reference
argument, then the gheta type analysis would not accept the implementation of
build as type safe.

On the other hand, it makes no difference whether the graph given as an
argument to build is an instance of Graph, of OnOffGraph, or of any other
subpattern of Graph. We just need to know that it is some kind of a repository
for a family consisting of Node and Edge, i.e., that it is an instance of a pattern
that is less than or equal to Graph. This means that build can be reused with
an unbounded number of different subfamilies of Graph, and it means that each
invocation is guaranteed to not mix up different families. That amounts to the
conclusion that the class family example has now been expressed with both
safety and reuse opportunities preserved.
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4.1 Revisiting the Problems

Let us reconsider the issues described near the end of Sect. B2l associated with
the template method based approach:

1. Type checking with family polymorphism is based on an ordinary subtype
constraint on the family object, so there is no need for exact static knowledge
about any of the involved classes. The relations between the involved classes
must be captured, but that may be expressed by means of the identity of
the family object.

2. There are no special considerations about the methods of other classes —
build could as well have been a virtual method. As mentioned, this problem
can also be solved in other ways.

3. Data structures may be constructed to hold nodes and edges from a family
whose family object is an instance of an arbitrary (not statically known)
subpattern of Graph. Such data structures are ‘family polymorphic’.

4. Since it is easy to hide the actual class of the family object by ordinary dy-
namic polymorphism, there is no need to propagate static knowledge about
every subfamily of Graph to all usage points in a large system.

For instance, if we wish to operate on a list of nodes and a list of edges belonging
together in the same subfamily of Graph, then we may use the following data
structure:

NodesAndEdges:
(# g:< Q@Graph;
nodes: Q@list(# element::g.Node #);
edges: Q@list(# element::g.Edge #)
#)

This pattern is parameterized by the immutable object reference g, and it con-
tains the list nodes with elements of type g.Node, and the list edges with
elements of type g.Edge. In essence, it is a package containing two lists holding
instances of members of a class family.

We can create a subpattern of this data structure to hold some nodes and
edges belonging to a family object myGraph which is an instance of a subpattern
of Graph, say LabelledGraph:

myGraph: @LabelledGraph;
myNodesAndEdges: @NodesAndEdges(# g::@myGraph #)

This declares myNodesAndEdges to be an object which is an instance of a subpat-
tern of NodesAndEdges where the attribute g is immutably bound to myGraph.
At this point we can pass myNodesAndEdges as an argument to methods such as
this one:

listBuild:
(# ne:< @NodesAndEdges;
n: *ne.g.Node; e: “ne.g.Edge
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do ne.nodes.head -> n[];
ne.edges.head -> e[];
(n,e,true) -> build(#g: :Gne.g#)
#)

This method receives ne as a constant argument and thereby provides access
to a class family object — namely ne.g — and a list of nodes belonging to that
family — ne.nodes — and finally a list of edges belonging to the same family —
ne.edges. The method starts by calling head twice, extracting the first element
of the two lists (and omitting the check for an empty list...) and then invokes
build. Note that we could have threaded ne through any number of method
invocations as an ordinary by-reference argument, known only as an instance of
a pattern that is less than or equal to NodesAndEdges. For example:

ml: (# x:”NodesAndEdges enter x[] do listBuild(# ne::@x #)#);
m2: (# x:”NodesAndEdges enter x[] do x[]->ml #);
m3: (# x:”NodesAndEdges enter x[] do x[]->m2 #)

In this example, m3 calls m2 which calls m1, each time passing x — known as an
instance of NodesAndEdges or a subpattern — to the next method. None of these
methods depend on the exact classes in the class family and, of course, neither
does 1istBuild nor build. We could invoke it with ne[]->m3, where ne is any
reference whose declared type is NodesAndEdges or a subpattern thereof, e.g.,
myNodesAndEdges []1->m3.

This shows that we can package and re-package a family of classes and some
instances of those classes, and we can statically ensure that the classes belong
to the same family and the objects belong to the classes — without knowing
statically what classes the family contains.

4.2 Revisiting the Alternative

In an approach based on parametric polymorphism, i.e., type parameterization,
type safety in the management of class families is achieved by avoiding subtyp-
ing relationships between families. This implies that every individual piece of
code dealing with a class family is either monomorphic (statically tied to one
particular class family) or it is inside a generic entity with the family members
as type parameters. In the first case, reuse opportunities are obviously lost. Let
us consider the second case more closely.

Any execution of code inside a type parameterized entity corresponds to a
ground instantiation of that entity — a direct or indirect instantiation having
actual type parameters all of which are types not containing type variables.
This is enforced by the design of such type parameterization mechanisms: (1) a
parameterized class is not a class, it is a function from types to classes, and it is
only possible to create objects as instances of classes, such as a parameterized
class applied to some type arguments; (2) a type parameterized method may be
called from another type parameterized method, but the call stack has finite
depth and it does not start with a type parameterized method, so at some point
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the type parameters to the method are received from some other source than
the caller-method, i.e., as ground types or depending on type parameters of
an enclosing parameterized class — which brings us back to the first case. Note
that if the types are type variables, they must be the type parameters of the
same enclosing generic entity for all members of the class family; otherwise they
cannot be mutually recursive.

This strict discipline is necessary for the soundness of the static analysis;
if it were possible to have a mutable entity (an object) at run-time which is
parametrically polymorphic (i.e., an instance of a type parameterized class which
has not received all of its type arguments as ground types), then it would be
possible to interpret the “free type variable” differently at different times and
thereby destroy the overall type correctness of the program. This is well-known
from functional languages with mutable references, such as Standard ML [20]
and Caml [30].

This means that every run-time call-chain of methods passing instances of
members of a class family as arguments or looking them up in their receiver
object includes a call-site which is monomorphic in the class family, and any
method which is type parameterized by the family is eventually called from such
a monomorphic site. In other words, a call chain can only access a class family
polymorphically after a certain point where the access is monomorphic.

Now compare this to the well-known case of traditional dynamic polymor-
phism used with single objects (not families). Consider for example the case
where we have an inheritance hierarchy rooted in GraphicalObject, containing
subclasses such as Circle and Rectangle, and supporting a (virtual) method
draw. With this design it is possible to create a number of instances of various
subclasses of GraphicalObject, and to store them all in a List whose ele-
ments are typed as GraphicalObject. Now we may traverse the list and execute
draw on each element. Note that the call-stack in this case does not include a
monomorphic access before the polymorphic access. In fact, there may not exist
any pointers typed by the actual class to each object in the list in the entire pro-
gram execution state (a this pointer typed by the actual class may be created
later, in the execution of the draw method).

This makes a big difference.

The big difference is not unlike the effects of manual memory management —
it is a global phenomemon. In systems without garbage collection, it is necessary
to design intricate, global management schemes such that the following question
can be answered correctly at certain points: “Is it possible that there exists
another live pointer to this object?” If the answer is incorrectly “No!” there
will be dangling pointers, and if the answer is incorrectly “Yes!” there may be
memory leaks. In a similar fashion, to be able to perform an operation on a group
of objects which are instances of some members of a class family, it is necessary
to design management schemes to ensure that there is at least one monomorphic
pointer to each of those objects somewhere in the system, and we must be able
to find that pointer in order to initiate a (possibly parametrically polymorphic)
call-chain that will perform the operation.
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In the single-object case, we can collect GraphicalObjectsin a polymorphic
data structure and then forget about their precise classes, and the definition and
usage of the data structure is strictly isolated from static dependencies on the
individual subclasses such as Circle etc.

But in the multi-object case, we cannot create a similar polymorphic col-
lection of nodes and edges and perform operations on them without creating
dependencies on their actual classes. This means that we will have to change our
collection every time we want to put objects from a new sub-family into it.

One possible approach would be to use wrapper classes like NodesAndEdges
— the difference is that, with parametric polymorphism, creation of these ob-
jects and insertion of nodes and edges would have to happen monomorphically.
We could then have lists of these wrapper objects etc. However, it would be
necessary to rediscover the exact actual subclass of NodesAndEdges for each
wrapper in such a list we intend to use, because the contained nodes and edges
can only be made accessible with monomorphic access. The rediscovery could
be achieved with instanceof or similar means, but the rediscovery site would
depend specifically on each class family that it is capable of rediscovering. Add
a new subfamily, and this piece of source code must be changed.

Hence, even though there seems to be only a subtle difference between the
approach based on parametric polymorphism and the approach based on family
polymorphism, we claim that the difference has far-reaching consequences, espe-
cially for large scale systems where the propagation of static dependencies have
the most devastating effects.

As mentioned, in the approach based on family polymorphism we exploit the
features of virtual patterns in gbeta, which are a generalization of virtual patterns
in BETA [18/19]. The next section discusses some properties of the underlying
type system.

4.3 Aspects of the gbeta Static Analysis

It has been claimed that virtual types are inherently not type safe [7]. The
reason why this opinion has emerged is probably that the community behind
virtual patterns has not expressed with sufficient clarity that virtual patterns
are attributes of objects, not attributes of classes. Consequently, virtual types
are not attributes of types. In particular, this point was not emphasized in [27],
where a design of virtual types in Java is proposed, inspired by the notion of
virtual patterns in BETA. Also, virtual patterns may have been confused with
unchecked covariance. However, virtual patterns have a kind of existential type,
so potential covariance — in the type of a method argument, say — is always
known statically, at all call-sites.

Let us briefly outline why it would be unsound to let virtual types be at-
tributes of types. Assume that a type system for a language with virtual at-
tributes (be it virtual classes or virtual patterns) would have the following prop-
erty: If an object = is known to have type T and V is a virtual attribute associated
with T and declared to have type Ty, then .V has the type T.V; T.V would be
an existential type such as 377, <Ty.TY,, i.e., a type T}, that is a characteristic
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of T', but only known by its upper bound Ty . If this type 7Y, is assumed to be
a property of the type of the enclosing object, T', then two different objects x
and y both having type T would have the same virtual type, i.e., .V and y.V
would have the same type. That would obviously be unsound in a type system
with subsumption, since x could be an instance of a class having most specific
type T', and y could be an instance of a subclass whose virtual V' could be fur-
therbound to a strict subtype T}, of Ty. An assignment from a reference z.r to a
reference y.r referring to the same declaration of r, having the type of V', would
then be an assignment from a reference of type Ty to a reference of type T (a
strict subtype of Ty ), i.e., the assignment would be type incorrect — but such
a type system would consider it to be an assignment between references having
the same type.

Conversely, if a virtual V declared in a class having type T should be an
existential type 377, <Ty.T{, that is treated is such a way in the type analysis
that no assignments between references of type T.V were allowed — thus avoiding
the abovementioned type hole — then it would be impossible to write useful
implementations involving virtual types. For instance, a method accepting an
argument of type V would not be able to invoke another method accepting an
argument of type V as an invocation on the current receiver object (a “self-
send”).

Of course, neither of these approaches is used in gbeta. In fact, as it was al-
ready stated very clearly for BETA in [19, p. 133], a pattern declaration ) inside
another pattern declaration P declares a distinct () pattern for each instance of
P. This means that the static analysis of BETA and gbeta must consider pat-
tern attributes, including virtual pattern attributes, as having composite types,
consisting of two kinds of information. The space constraints do not permit a
detailed description of the gbeta type system here; please refer to Chap. 13 and
App. E of [13] for more details. We will however extract some salient features of
this type system, in order to support the claims made about its properties.

The first kind of information in a gbeta type is the usual kind of static
representation of object types: maps from names to types, indicating that any
instance having the given type will have attributes with some specified names
having specified types. The second kind of information is a relative representation
of an enclosing object of a pattern, represented as a path leading from the current
object to that enclosing object of the pattern. Moreover, every gbeta type is
characterized as being exact, or known by upper bound only, or known by upper
and lower bound. Types which are known by upper bound could be characterized
as existential types, but it should be noted that they are also dependent types,
depending on their enclosing objects.

We should mention that if @ is a pattern attribute of two objects a and b, it
is often the case that a.Q) and b.Q) are indeed statically known to be the same
pattern — gbeta and BETA would hardly be practically useful otherwise. But a.Q)
and b.Q) generally cannot be assumed to be the same pattern if any of them are
only known by upper bound, not even if a and b are known to be instances of
the same pattern.
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Both patterns and objects have types in gbeta. Two pieces of syntax denoting
patterns have different types if they are not known to be associated with the
exact same maps from names to types and the same enclosing objects, and two
pieces of syntax denoting objects have different types unless they are guaranteed
to denote the exact same object at run-time. It is not sufficient to know that
two objects are exactly an instance of the same pattern, they would still have
different types if they might be different objects.

To put this into context of the examples given above, the virtuals .V and
y.V discussed above would be known to have certain attributes (declared in the
statically known maps from names to types), and they would moreover be known
to be the V virtual of exactly the object denoted by = and the object denoted
by y, respectively. In the (typical) case where  and y are not guaranteed to be
the exact same object, .V and y.V will generally have assignment incompat-
ible types — no subtyping relation exists between them, they are just possibly
different.

Note that this means that a virtual pattern known only by upper bound which
is reached via a mutable reference is “not even equal to itself”; for instance, if z is
a mutable reference then two different occurrences of z may refer to two different
objects — not even flow analysis could have guaranteed that no assignments to
z will happen between two usages of z, because there could be other threads
having access to the current object.

In practical BETA and gbeta programming it is very often the case that
a virtual pattern occurs as an attribute of an object that is accessed via an
immutable reference. As described in [28], virtual types can be changed into
ordinary types (whose structure is known completely at compile-time) by means
of so-called final bindings. This is possible in BETA and gbeta, but an immutable
reference to the enclosing object is an equally valid and more common way to
make references with virtual types assignable. Note that the approach based
on an immutable reference works both when the virtual in question is known
exactly and when it is known only by upper bound. Actually, an example of the
latter is the element types of the 1ists in NodesAndEdges.

A special case is the source code in a pattern declaration P containing a
virtual pattern declaration V, i.e., the code executed in a context where V is
an attribute of an enclosing object (think: V' is an attribute of ‘this’). An
enclosing object is accessed via an immutable reference, usually implicit at the
source code level, but available as this(X) for an appropriate identifier X. This
means that the name V' used on its own has a type that is the same everywhere
in the declaration of P[d This in turn means that it is both dynamically safe
and recognized as type safe by the static analysis to assign between different
references having the type of V.

Hence, a virtual attribute V of a pattern P can inside P be treated in much
the same way as a constrained type argument inside a type parameterized class:
The statically known upper bound of the virtual yields a certain available inter-
face and allows for assignment to all non-existentially typed references having

4 For those who know that this isn’t quite true: In the enclosing MainPart.
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supertypes of the upper bound of the virtual, and the virtual is known to be
“equal to itself” such that assignments between references with the type of V" are
also allowed. This makes it safe and convenient to program patterns containing
virtuals.

Finally, we can apply this knowledge about the typing of gbeta in general
and gbeta virtuals in particular to the example shown in Fig.[3 and the method
listBuild shown near the end of Sect. EE1l. Whenever an immutable reference
to an object is established (e.g., with a constant argument like g:< @Graph), all
references to virtual attributes in that object are then known to be the virtuals of
exactly that object. This means that references declared to have the same virtual
type, i.e., the type of the same virtual pattern, are assignment compatible. For
instance, the elements of ne.nodes in the method 1istBuild are known to have
the type of ne.g.Node, exactly like the local attribute n of 1istBuild. Hence, it
is safe to assign an element from ne.nodes to n, even though we have no static
knowledge about the exact pattern of which ne is an instance. Similarly, n may
safely be given to build as an argument, because that argument is declared to
have type g.Node — and g is known to be the same object as ne.g, because of
the binding g: :@ne.g in the invocation of build.

In this description we have used the term ‘type’ to denote the knowledge
established by static analysis about each of the entities — patterns and objects
— accessible in the run-time environment (patterns are, at least conceptually,
available at run-time).

In particular, the type of a virtual pattern is a compile-time description that
restricts the possible actual patterns denoted by a given virtual attribute to
a well-defined (but generally unbounded) set of patterns. This description is
parameterized by a run-time context; in other words, it is a function that maps
a run-time context into a run-time entity, in this case a pattern.

From this notion of the type of a virtual pattern it might be possible to
derive a notion of virtual types, defined without referring to virtual patterns or
similar concepts. There is an ongoing debate as to whether ‘virtual X’ should be
‘virtual types’ or ‘virtual classes’, also touched upon in [7]. The approach taken
in gbeta is a kind of ‘virtual classes’ approach, because patterns may (also) be
considered as classes.

The main difference between virtual patterns and (pattern-less) virtual types,
considered from a practical point of view, would be that virtual types can not be
used to create new instances, whereas virtual classes/patterns can be used just
like other classes/patterns to create objects. As a result it is, e.g., possible to
create nodes and edges in a given subfamily of Graph, and to compose them into
a graph, again without having any static dependency links between the graph
creation code and the exact Graph subfamily being used. It is our experience
that the constructive use of virtual patterns is extremely useful. It is also yet
another example of a situation where it is possible to use (in this case enlarge or
create) a Graph without creating monomorphic dependencies; with an approach
based on type parameterization or even virtual types, it would be necessary to
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refer to the exact classes of one particular class family in order to create new
nodes and edges.

5 Related Work

The language gbeta has been developed as a generalized version of BETA, so
the design of BETA is an immensely important starting point for gbeta, and the
community around BETA has provided lots of valuable feed-back. Moreover, as
mentioned in Sect. @] the informal understanding of types in BETA as described
in [19] matches the actual type system of gbeta quite well, apart from the fact
that the basic concepts are more general in gbeta. However, the implementation
of gbeta is very different from the implementation of BETA. In particular, the
static analysis of virtual patterns in BETA — as described in [17] — does actually
not suffice to handle family polymorphism correctly. The problem is that this
static analysis in too many cases considers a virtual pattern in two different
objects to be the same pattern. Even though the author had used BETA for
years at this point, this problem with the static analysis of BETA only became
apparent after a close inspection of [T7]. This underscores the importance of
formalizing the semantics and static analysis — a task which has unfortunately
not yet been completed. However, the gbeta static analysis is the first one to
solve this problem in the static analysis of BETA, and moreover it handles the
added generality of gbeta.

In Sect. and it has already been discussed in what ways and to what
extent parametric genericity can provide both type safety and reuse opportu-
nities with class families. Our general conclusion is that either safety or reuse
opportunities must be compromised, and in particular the almost-solution based
on type parameterized methods will cause widespread static dependencies on the
exact class families being managed. We should mention that the proposal in [7]
is based on having type exact references to the members of a class family, thus
making family polymorphism impossible at the outset.

In [22] it is described how families of mutually recursive classes may be
expressed in OCaml, and how subfamilies may be created by inheritance. The
structural type equivalence and the sophisticated support for type inference in
this language makes it possible to decouple the classes in families, and in some
cases to avoid the heavy notation for type arguments associated with some other
approaches based on parametric polymorphism. However, this is only possible
when the types of the members of the family are known in one type checking
context, such as a single let statement. If we were to create one member of a
family and store it in a variable and later create another member of that family,
the types would have to be expressed explicitly. Moreover, this approach has the
same problem as all the other approaches based on parametric polymorphism,
namely that there must be a monomorphic call site on the call stack whenever
a polymorphic piece of code is working with members of any class family.

In the area of functional languages there is a large body of work concerned
with dependent types (see, e.g. [31]). A dependent type is a type that is allowed
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to depend on run-time values in program executions, and it is typically used to
express and prove detailed properties of the outcome of computations, such as
“reverse is a function that accepts an argument of type ’a list(n) and returns
a result of type ’a 1ist (n)”, meaning that it returns a list of the same type and
length (n) as the argument. Often, dependent types are made less useful because
support for general usage of program values in types makes type checking unde-
cidable (as in Cayenne [3]), and often it is required that programmers provide
proofs manually, using some kind of theorem prover.

The gbeta type system has not yet been proved correct, but the implementa-
tion certainly does not require manual intervention. This type system employs
dependent types in that it is part of each pattern type that this pattern is defined
in one particular run-time context, and the type system only accepts two pattern
types as being equivalent if they are associated with the same run-time context,
in addition to having the same attributes with the same types, of course. No flow
analysis is made to discover what expressions will denote the same object — we
do not consider flow analysis to be an acceptable tool as part of type checking
— so object ‘sameness’ is only detected in the case where the object is accessed
via equivalent paths of immutable references. This approach seems to work very
well in practice, so there are no immediate plans to extend the analysis in order
to discover further occurrences of object sameness.

Finally, it is instructive to compare the usage of objects in gbeta as class
repositories with the usage of structures, signatures, and functors in SML [16]
to provide packages of types and values. A structure in SML is a package of
types and values which may be created at top-level and referred to by means
of structure names (they are not first class values). A signature is a structure
specification, listing required names and kinds of types, and names and types
of values. By applying a signature to a structure, it may be ensured that the
structure conforms to the given specification, and all parts of the structure not
specified in the signature will thereafter be invisible outside the structure. Fi-
nally, a functor is a function from structures to structures (again: not a first class
function). It may take a structure constrained by a signature as an argument,
and it will itself have a signature. An application of the functor to a structure
which matches the required signature will then produce a structure with the
promised resulting signature.

Tentatively, the following concepts are related: A gbeta object is similar to
an SML structure; subtype polymorphism performs a similar role in gbeta as
signatures in SML; and a gbeta mixin may play a role similar to the one played
by a functor in SML.

The first difference between gbeta objects and the SML module system is that
gbeta objects are (partially) mutable, first-class entities, whereas SML structures
are immutable entities that may only be used at top-level, in their own, separate
name space. Moreover, it causes differences at many levels that the SML type
system is oriented toward structural equivalence, whereas the gbeta type system
distinguishes between two different declarations of the same name, except where
these two declarations are explicitly declared to be related.
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On the other hand, subsumption (subtype polymorphism) makes it possible
for a gbeta object to present a subset of the actually implemented interface, sim-
ilar to a structure with a declared signature. A mixin may be used to enhance a
pattern which may then be instantiated, yielding an object which is an enhanced
version of the object that the original pattern would have produced; when the
object is used as a class repository, this is similar to the effect of applying a
functor to a structure. Note that this may happen at run-time in gbeta.

In summary, the basic concepts in the SML module system may be useful
as a starting point for the understanding of the usage of gbeta objects in the
management of class families. However, there are so many and so deep differences
that the analogy should not be taken too far.

6 Conclusion

This paper has presented the notion of family polymorphism. It has been demon-
strated that traditional notions of polymorphism — dynamic, single-object sub-
sumption and parametric polymorphism, with or without F-bounds — do not
allow us to treat groups of objects belonging to mutually recursive families of
classes in a safe manner without causing widespread dependencies on the exact
classes involved, thereby prohibiting reuse with other families of classes.

The virtual pattern mechanism in gbeta supports polymorphic access to such
groups of objects based on a notion of types depending on the identity of objects
used as class repositories. This solves the abovementioned problems with safety
and loss of reuse opportunities, and it only requires the explicit passing of the
class family repository object together with the instances of members of that
class family.

We believe that the correct but polymorphic management of multiple related
objects is a natural and inevitable development in the area of object-orientation,
on top of the well-established polymorphic usage of single objects. In particular,
we expect various approaches to systematic production of variants of more than
one class, including systems for advanced separation of concerns, to become more
and more pervasive. Consequently, variants of groups of mutually dependent
classes will also become more and more important. Family polymorphism is
needed to ensure the traditional benefits of object-orientation, also when using
these class families.

Acknowledgments. Thanks to the anonymous referees for their valuable and
detailed comments, and to participants in various workshops on separation of
concerns, aspect orientation, and related topics for the inspiration to focus on
these ideas.
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Abstract. Aspect]™ is a simple and practical aspect-oriented extension to
Java™, With just a few new constructs, Aspect] provides support for modular
implementation of a range of crosscutting concerns. In Aspect)’s dynamic join
point model, join points are well-defined points in the execution of the program;
pointcuts are collections of join points; advice are special method-like
constructs that can be attached to pointcuts; and aspects are modular units of
crosscutting implementation, comprising pointcuts, advice, and ordinary Java
member declarations. Aspect] code is compiled into standard Java bytecode.
Simple extensions to existing Java development environments make it possible
to browse the crosscutting structure of aspects in the same kind of way as one
browses the inheritance structure of classes. Several examples show that
Aspect] is powerful, and that programs written using it are easy to understand.

1 Introduction

Aspect-oriented programming (AOP) [14] has been proposed as a technique for
improving separation of concerns in software|| AOP builds on previous technologies,
including procedural programming and object-oriented programming, that have
already made significant improvements in software modularity.

The central idea of AOP is that while the hierarchical modularity mechanisms of
object-oriented languages are extremely useful, they are inherently unable to
modularize all concerns of interest in complex systems. Instead, we believe that in the

I When we say “separation of concerns” we mean the idea that it should be possible to work
with the design or implementation of a system in the natural units of concern — concept, goal,
team structure etc. — rather than in units imposed on us by the tools we are using. We would
like the modularity of a system to reflect the way “we want to think about it” rather than the
way the language or other tools force us to think about it. In software, Parnas is generally
credited with this idea [29, 30].
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implementation of any complex system, there will be concerns that inherently
crosscut the natural modularity of the rest of the implementation.

AOP does for crosscutting concerns what OOP has done for object encapsulation
and inheritance—it provides language mechanisms that explicitly capture crosscutting
structure. This makes it possible to program crosscutting concerns in a modular way,
and achieve the usual benefits of improved modularity: simpler code that is easier to
develop and maintain, and that has greater potential for reuse. We call a well-
modularized crosscutting concern an aspectfi An example of how such an aspect
crosscuts classes is shown in Figure 1.

Aspect] is a simple and practical aspect-oriented extension to Java. This paper
presents an overview of Aspect], including a number of core language features, the
basic compilation strategy, the development environment support, and several
examples of how Aspect] can be used./| The examples show that using Aspect] we can
code, in clear form, crosscutting concerns that would otherwise lead to tangled code.

The main elements of the language design are now fairly stable, but the Aspect]
project is not nearly finished. We continue fine-tuning parts of the language, building
a third-generation compiler, expanding the integrated development environment
(IDE) support, extending the documentation and training material, and building up the
user community. We plan to work with that user community to empirically study the
practical value of AOP.

The next section describes the basic assumptions behind the Aspect] language
design. Section B_| presents the core language. Section § | outlines the compiler.
Section |5 describes the AspectJ-aware tool extensions we have developed. Section |6
shows that Aspect] can capture crosscutting structure in elegant and easy to
understand ways. We conclude with a discussion of related and future work. As an
overview, detailed design rationale and detailed compiler and tool implementation
issues are outside the scope of this paper. HYPERLINK

2 Basic Design Assumptions

Aspect] is the basis for an empirical assessment of aspect-oriented programming. We
want to know what happens when a real user community uses an AOP language.
What kinds of aspects do they write? Can they understand each other’s code? What
kinds of idioms and patterns emerge? What kinds of style guidelines do they
develop? How effectively can they work with crosscutting modularity? And, above
all, do they develop code that is more modular, more reusable, and easier to develop
and maintain?

Because these are our goals, designing and implementing Aspect] is really just part
of the project. We must also develop and support a substantial user community. To

2 AOP support can be added to languages that are not object-oriented. The key property of an
AOP language is that it provides crosscutting modularity mechanisms. So when we add AOP
to an OO language, we add constructs that crosscut the hierarchical modularity of OO
programs. If we add AOP to a procedural language, we must add constructs that crosscut the
block structure of procedural programs [4, 6].

3 This paper is written to correspond with AspectJ version 0.8.
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make this possible, we have chosen to design Aspect] as a compatible extension to

Java so that it will facilitate adoption by current Java programmers. By compatible we

mean four things:

e Upward compatibility — all legal Java programs must be legal Aspect] programs.

e Platform compatibility — all legal Aspect] programs must run on standard Java
virtual machines.

o Tool compatibility — it must be possible to extend existing tools to support
Aspect] in a natural way; this includes IDEs, documentation tools, and design
tools.

e Programmer compatibility — Programming with Aspect] must feel like a natural
extension of programming with Java.

The programmer compatibility goal has been responsible for much of the feel of the
language. Whereas our previous AOP languages were domain-specific, Aspect] is a
general-purpose language like Java. Aspect] also has a more Java-like balance
between declarative and imperative constructs. Aspect] is statically typed, and uses
Java’s static type system. In Aspect] programs we use classes for traditional class-like
modularity structure, and then use aspects for concerns that crosscut the class
structure.

There are several potentially valuable AOP research goals that Aspect] is not
intended to meet. It is not intended to be a “clean-room” incarnation of AOP ideas, a
formal AOP calculus or an aggressive effort to explore the AOP language space.
Instead, Aspect] is intended to be a practical AOP language that provides, in a Java
compatible package, a solid and well-worked-out set of AOP features.

3 The Language

Aspect] extends Java with support for two kinds of crosscutting implementation. The
first makes it possible to define additional implementation to run at certain well-
defined points in the execution of the program. We call this the dynamic crosscutting
mechanism. The second makes it possible to define new operations on existing types.
We call this static crosscutting because it affects the static type signature of the
program. This paper only presents dynamic crosscutting.

Dynamic crosscutting in Aspect] is based on a small but powerful set of constructs.
Join points are well-defined points in the execution of the program; pointcuts are a
means of referring to collections of join points and certain values at those join points;
advice are method-like constructs used to define additional behavior at join points;
and aspects are units of modular crosscutting implementation, composed of pointcuts,
advice, and ordinary Java member declarations.

This section of the paper presents the main elements of the dynamic crosscutting
support in the language. The presentation is informal and example-based.
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Figure FigureElement

incrXY(int, int)

[P

Point Line
2
getX(): int getX(): int
getY(): int getY(): int
setX(int) setX(int)
setY(int) setY(int) MoveTracking
incrXY(int, int) incrXY(int, int)

Fig. 1. UML description of a simple figure editor. The box labeled “MoveTracking” shows an
aspect that crosscuts methods in the Point and Line classes. This aspect is discussed in detail in
Section 3

3.1 Join Point Model

The join point model is a critical element in the design of any aspect-oriented
language mechanism. This model provides the common frame of reference that makes
it possible for execution of a program’s aspect and non-aspect code to be properly
coordinated.

In previous work, we have used several different kinds of join point model,
including primitive application nodes in a dataflow graph [13, 18, 23, 27] and method
bodies [27, 28]. Early versions of Aspect] used a model in which the join points were
principled places in the source code.

The dynamic crosscutting elements of Aspect] are now based on a model in which
join points are certain well-defined points in the execution of the program. This model
gives us important additional expressive power, discussed in Section 3.9 In this
model join points can be considered as nodes in a simple runtime object call graph.
These nodes include points at which an object receives a method call and points at
which a field of an object is referenced. The edges are control flow relations between
the nodes. In this model control passes through each join point twice, once on the way
in to the sub-computation rooted at the join point, and once on the way back out.

We illustrate join points using a simple figure editor, the kernel of which is shown
in Figure 1, and which also serves as a running example. (Complete code from the
paper is at aspectj.org/doc/papers/ecoop2001.) Based on these classes, executing the
first three lines of code in Figure 2 builds the objects shown below. In this picture
large circles represent objects, square boxes represent methods and small numbered
circles represent join points. Executing the last line starts a computation that proceeds
through the join points labeled below. In each case the join point is first reached just
before the action described begins executing. Control passes back through the join
point when the action described returns.
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Point ptl = new Point (0, 0);
Point pt2 = new Point (4, 4);
Line 1nl new Line (ptl, pt2);

Inl.incrXY (3, 6);

Fig. 2. The first three lines of code build the objects shown as large circles below. The
rectangles represent methods.Executing the final line of code starts a computation that
includes the sequence of join points shown as small numbered circles.

. A method call join point corresponding to the incrXY method being called on the

object 1nl.

. A method call reception join point at which 1n1 receives the incrXY call.
. A method execution join point at which the particular incrXY method defined in

the class Line begins executing.

. A field get join point where the p1 field of 1n1 is read.
. A method call join point at which the incrXY method is called on the object pt 1.

A method call join point at which the getX method is called on the object pt 1.

11. A field get join point where the _x field of point pt1 is read.

Control returns back through join points 11, 10, 9 and 8.

12. A method call join point at which the setX method is called on p1.

... and so on, until control finally returns back through 3, 2 and 1

The different kinds of join points provided by Aspect] are shown in Table 1. Note
that while Aspect] defines a number of kinds of join points, only a few kinds suffice
for many programs, and all kinds of join points behave the same with respect to other
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Table 1. The dynamic join points of Aspect]. Join points marked with * are not used in further
examples in this paper.

kind of join point points in the program execution at which...
method call a method (or a constructor of a class) is called.
constructor call’ Call join points are in the calling object, or in
no object if the call is from a static method.
method call reception an object receives a method or constructor call.
constructor call reception Reception join points are before method or

constructor dispatch, i.e. they happen inside the
called object, at a point in the control flow after
control has been transferred to the called object,
but before any particular method/constructor
has been called.

method execution” an individual method or constructor is invoked.
constructor execution

field get a field of an object, class or interface is read.
field set a field of an object or class is set.

. . * . . .
exception handler execution an exception handler is invoked.

.« e, . . E3 . . e, . .
class initialization static initializers for a class, if any, are run.

object initialization” when the dynamic initializers for a class, if any,
are run during object creation.

language featuresi This substantially reduces the complexity of learning to program
with Aspect].

3.2 Pointcut Designators

A pointcut is a set of join points, plus, optionally, some of the values in the execution
context of those join points. Aspect] includes several primitive pointcut designators.
Programmers can compose these to define anonymous or named user-defined pointcut
designators. Pointcuts are not higher order, nor are pointcut designators parametric.

A simple way to think of pointcut designators is in terms of matching certain join
points at runtime. For example, the pointcut designator

receptions (void Point.setX(int))

matches all method call reception join points at which the Java signature of the
method call is void Point.setX (int) Intuitively, this refers to every time a
point receives a call to change its x coordinate. Similarly

4 There is one exception to this rule. It is not possible to define before or around advice
on constructor reception or constructor execution join points.
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receptions (void FigureElement.incrXY (int, int))

intuitively refers to every time any kind of figure element (i.e. an instance of Point
or Line) receives a call to shift a certain distance.

Pointcuts can be combined using and, or and not operators (‘&&’, ‘| |” and ‘!”).
The following compound pointcut designator refers to all receptions of calls to a
Point to change its x or y coordinate.

receptions (void Point.setX(int)) ||
receptions (void Point.setY(int))

Primitive Pointcut Designators

Aspect] includes a variety of primitive pointcut designators that identify join points in
different ways. Some primitive pointcut designators only identify pointcuts of one
kind, for example receptions only matches method call reception join points.
Others match any kind of join points at which a certain property holds. For example,
instanceof (Point) matches all join points at which the currently executing
object (the value of this) is an instance of Point or a subclass of Point.

These two kinds of join point designators can be combined to identify join points
in useful ways. For example:

linstanceof (FigureElement) &&
calls (void FigureElement.incrXY (int, int))

matches all method calls to incrXY that do not come from an object that is a figure
element. This will mean calls that come from an object of another type, as well as
calls that come from static methods.|

The primitive pointcut designators are summarized in Table 2. They are explained
further as they are used in the paper.

User-Defined Pointcut Designators

User-defined pointcut designators are defined with the pointcut declaration. The
declaration:

pointcut moves () :
receptions (void FigureElement.incrXY (int, int)) ||
receptions (void Line.setP1 (Point)) ||
receptions (void Line.setP2 (Point)) | |
receptions (void Point.setX (int)) | |
receptions (void Point.setY(int)) ;

—~ e~~~

defines a new pointcut designator, moves(), that identifies whenever a figure element
receives a call of a method that can move it. User-defined pointcut designators can be
used wherever a pointcut designator can appear.

5> Because there is no currently executing object in static methods, the

instanceof (FigureElement) will not match such join points.
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Table 2. Primitive pointcut designators. Any ...TypeName position does normal sub-type
matching. Any ...id position does matching by string equality. See section j3.9 for information
about more sophisticated wild card matching in these positions

calls (signature)
receptions (signature)
executions (signature)

Matches call/reception/execution join points at which the method or constructor
called matches signature. The syntax of a method signature is:

ResultTypeName RecvrTypeName.meth id(ParamTypeName, ..)
The syntax of a constructor signature is:

NewObjectTypeName.new (ParamTypeName, ...)
gets (signature)

gets (signature
sets (signature
sets (signature
sets (signature

[vall]

[oldVall

)
)
)
) [oldVal] [newVall]

—~ o~ o~ —~

Matches field get/set join points at which the field accessed matches the signature.
The syntax of a field signature is:

FieldTypeName ObjectTypeName.field id
handles (ThrowableTypeName)

Matches exception handler execution join points of the specified type.
instanceof (CurrentlyExecutingObjectTypeName)
within (ClassName)

withincode (signature)

Matches join points of any kind at which the currently executing:

- object is of type CurrentlyExecutingObjectTypeName

- code is contained within CIassName

- code is contained within the member defined by the method or constructor
signature
cflow(pointcut designator)

Matches join points of any kind that occur strictly within the dynamic extent of any
join point matched by pointcut designator.
callto(pointcut designator)

Matches method call join points that in one step lead to any reception or execution
join points matched by pointcut designator.

staticinitializations (TypeName)

initializations (TypeName)

Matches class or object initializations of the specified type.
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3.3 Advice

Adpvice is a method-like mechanism used to declare that certain code should execute
at each of the join points in a pointcut. Aspect] supports before, after, and around
advice. Additionally, there are two special cases of after advice, after returning and
after throwing, corresponding to the two ways a sub-computation can return through a
join point. Both before advice and all three kinds of after advice are strictly additive
with respect to the normal computation at the join point. Around advice has the
special capability of selectively preempting the normal computation at the join point.
This advice framework is based on the declarative method combination mechanism in
CLOS [11] (which itself was modeled on the demon methods of Flavors [8, 10, 31]).

Advice declarations define advice by associating a code body with a pointcut, and
a time, relative to each join point in the pointcut, when the code should be executed.
The advice declaration

after(): moves () {
flag = true;

defines after advice on the pointcut moves (). The ()’ between ‘after’ and the

‘:” means the advice has no parameters. The effect of this declaration is to ensure that

the £1ag variable is set to true whenever a figure element finishes handling a move

method call. (The declaration of the variable is shown in the example in Section 3.4!)
A simple model for the behavior of advice is in terms of runtime dispatch. (Section

4 | outlines the techniques the compiler uses to ensure that most if not all of the

matching overhead happens at compile time.) Upon arrival at a join point, all advice

in the system are examined to see whether any apply at the join point. Any that do are
collected, ordered according to specificity (described in Section 3.5), and executed as
follows:

1. First, any around advice are run, most-specific first. Within the body of an
around advice, calling proceed () invokes the next most specific piece of
around advice, or, if no around advice remain, goes to the next step.

2. Then all before advice are run, most-specific first.

. Then the computation associated with the join point proceeds.

4. Execution of after returning and after throwing advice depends on
how the computation in step 3 and prior after returning and after
throwing advice terminate.

e If they terminate normally, all after returning advice are run, least
specific first.

o [f they terminate by throwing an exception, all after throwing advice that
match the exception are run, least specific first. (This means after
throwing advice can handle exceptions thrown by less specific after
returning and after throwing advice.)

5. Then all after advice are run, least-specific first.

6. Once all after advice have run, the return value from step 3, if any, is returned to
the innermost call to proceed from step 1, and that piece of around advice
continues running.

w
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7. When the innermost piece of around advice returns, it returns to the surrounding
around advice.

8. When the outermost piece of around advice returns, control continues back from
the join point.

3.4 Aspects

Aspects are modular units of crosscutting implementation. Aspects are defined by
aspect declarations, which have a form similar to that of class declarations. Aspect
declarations may include pointcut declarations, advice declarations, as well as all
other kinds of declarations permitted in class declarations.

The following declaration defines an aspect that implements the behavior of
keeping track of whether a figure element has moved recently. This aspect might be
used by the screen update mechanism to find out whether anything has changed since
the last time the screen was updated. (More sophisticated versions of this aspect will
be presented as the paper proceeds.)

aspect MoveTracking {
static boolean flag = false;

static boolean testAndClear () ({
boolean result = flag;
flag = false;
return result;

}

pointcut moves () :
receptions (void FigureElement.incrXY (int, int)) ||
receptions (void Line.setPl (Point)) ||
receptions (void Line.setP2 (Point)) ||
receptions (void Point.setX (int)) | |
receptions (void Point.setY(int)) ;

after(): moves () {
flag = true;
}
}

Advice of an aspect are similar to methods in that they have access to all members of
the class. So in this case the after advice can reference the static variable £1lag.

Aspect Instances

In Aspect], the default behavior of non-abstract aspects is to have a single instance.
Advice run in the context of this instance. The aspect declaration accepts a
modifier, called ‘of’ that provides other kinds of aspect instance behavior.
Discussion of this functionality is outside the scope of this paper.
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3.5 Aspect Precedence

In general, more than one piece of advice may apply at a join point. The different

advice can come from different aspects or even the same aspect. The relative order in

which such advice executes is well defined. The ordering is based on the fact that
aspects are the primary units of crosscutting functionality. So advice ordering, or
specificity, is resolved with respect to the relative precedence of the aspects in which
the advice is defined

For two pieces of advice, a; and a,, defined in aspects A; and A, respectively, the
relative specificity is determined as follows:

e If A; and A, are the same, whichever piece of advice appears first in that aspect
declaration’s body is more specific. This rule exists because one aspect may need
to define multiple advice that apply at the same join point. This commonly
happens when there are matching before and after advice, but it can also happen
with two pieces of advice of the same kind.

o If A, directly or indirectly extends A,, then a; is more specific than a,. This rule is
a natural extension of method overriding rules in OO languages. It supports the
common case where the related advice are defined in aspects that naturally exist
in an extends relationship. (Section 3.8 discusses aspect inheritance and
overriding in more detail.)

o If the declaration of A; includes a dominates modifier that mentions A,, then a,
is more specific than a,. This rule exists because, in some cases, the programmer
needs to control precedence between aspects that do not exist in an extends
relationship.

e In all other cases the relative specificity between a; and a, is undefined.
This is the most common case — two conceptually and semantically independent
aspects define advice that apply at the same join point — and the programmer does
not need to control the relative ordering of such advice.

The following mobility aspect is an example of the use of the dominates modifier.

This simple aspect implements a global flag that freezes all figure elements so that

they cannot move. The aspect works by checking the flag before any move operation,

and simply doing a “quiet abort” of the operation if moves are disabled.

aspect Mobility dominates MoveTracking ({
private static boolean enableMoves = true;

static void enableMoves() { enableMoves = true; |}
static void disableMoves () { enableMoves false; }

around () returns void: MoveTracking.moves ()
if ( enableMoves ) {
proceed() ;

}
}

It would not make sense for this aspect to extend MoveTracking, because it
doesn’t define a more specialized version of the move tracking functionality. But it is
essential that it have precedence over MoveTracking, so that it can abort a move
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before it gets registered. Note that the code for this aspect shows that one aspect can
refer to a pointcut defined in another aspect in the same way that static fields are
referred to in Java.

3.6 Pointcut Parameters

In many cases it is useful for advice to have access to certain values that are in the
execution context of the join points. For example, a more sophisticated version of the
move tracking aspect might record the specific figure elements that have moved
recently rather than just a single bit saying that some figure element has moved
recently.

Aspect] provides a parameter mechanism that makes it possible for advice to see a
subset of the values in the execution context of join points. This mechanism operates
in both advice and pointcut declarations. In advice declarations values can be passed
from the pointcut designator to the advice. In pointcut declarations values can be
passed from the constituent pointcut designators to the user-defined pointcut
designator. In both cases, the flow of values is from the right of the ‘:’ to the left.
The net effect is that values made available by primitive pointcut designators can be
used in the body of advice.

For example, the following piece of advice has access to both the object receiving
the method call and the argument to that call:

before (Point p, int nval):
receptions (void p.setX(nval)) {
System.out.println(“*x value of ” + p +
“ will be set to ” 4+ nval + “.");
}

The parameter mechanism uses a combination of positional and by-name matching.
The list of parameters to the left of the *:’ declares that this piece of advice has two
parameters, of type Point and int, named p and nval respectively. Then, to the
right of the colon, those two parameter names can be used in the same position that a
type name would normally appear to say that the parameter should get the
corresponding value. So, the p and nval in p.setX (nval) mean that the effective
signature is Point .setX (int), and that p should get the object receiving the call,
and nval should get the value of the first argument to the call.

Definition and use of parameters works in a similar way in user-defined pointcuts.
In this code

pointcut incrXYs (FigureElement fe) :
receptions (void fe.incrXY(int, int));

after (FigureElement figElt): incrXYs(figElt) {
<'figElt’ is bound to the figure element heres
}

the pointcut declaration says that incrXYs (FigureElement) exposes a single
parameter, of type FigureElement, and that it is the receiver of the incrXY
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method call. The advice declaration says that £igElt should be bound to the first
parameter of incrXYs, which is the figure element being moved. Note that the name
of the parameter in the pointcut declaration does not have to be the same as within the
advice declaration.

Values can be exposed from other primitive pointcut designators as well. A
common case is to use instanceof with a parameter to provide access to the object
making a call, as follows:

pointcut gets(Object caller) :
instanceof (caller) &&
(calls (int Point.getX()) ||
calls(int Point.getY()) | |
calls(Point Line.getP1()) ||
calls (Point Line.getP2()));

The primitive pointcut designators expose values as suggested by the naming
convention in Table 2. The RecvrTypeName position in method signatures exposes
the object receiving the method call and so on.

Static Typing of Receiver

In a highly polymorphic pointcut designator like moves, there is no common super
type that accepts all of the method calls in the pointcut (i.e. there is no type that
accepts all of incrXY, setPl, setP2, setX and setY). That means it isn’t
possible to write moves to expose the figure element that is moving by simply
plugging a common parameter into the receiver position of each receptions. One
cannot write something like:

pointcut moves
receptions
receptions
receptions

FigureElement fe):

void fe.incrXY(int, int)) ||
void fe.setPl (Point)) | |
void fe.setP2 (Point)) ||

—~ o~~~

because setP1l is not defined on FigureElement. Instead, the object receiving
the calls must be picked up using instanceof as follows:

pointcut moves (FigureElement fe) :
instanceof (fe) &&
(receptions (void FigureElement.incrXY (int, int)) ||
receptions (void Line.setPl (Point)) ||
receptions (void Line.setP2 (Point)) | |
receptions (void Point.setX (int)) | |
receptions (void Point.setY(int)));

Access to Return Values

In some cases, after returning advice may want to access the value being
returned through the join point. This is done with special syntax, to make it clear that
the return value is only present in after returning advice:
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after (Point p) returning (int x):
receptions (int p.getX()) {
System.out.println(p + “ returned ” +
x + " from getX().”);

Parameters and Proceed

Within an around advice that has parameters, proceed accepts parameters with
the same signature as the around advice itself. Calling proceed with different
actual values for those parameters will cause all remaining advice and the rest of the
computation to see the new values. This can be used to implement advice that does
pre-processing on the values as follows:

around (int nv) returns void:
receptions (void Point.setX(nv)) ||
receptions (void Point.setY(nv)) {

proceed (Math.max (0, nv)) ;

The effect of this advice is to ensure that any method call to change the x or y
coordinate of a point has its parameter clipped to greater than zero before the change
proceeds.

3.7 Reflective Access to Join Point

To make certain kinds of advice easier to write, Aspect] provides simple reflective
access to information about the current join point. Within the body of an advice
declaration, the special variable thisJoinPoint is bound to an object representing
the current join point. The join point object provides information common to all join
points, such as what kind of join point it is and the signature of the surrounding
method. It also provides information specific to each kind of join point, i.e. a field
reference join point provides access to the field signature.

3.8 Inheritance and Overriding of Advice and Pointcuts

To support aspect-libraries, Aspect] provides a simple mechanism of pointcut
overriding and advice inheritance. To use this mechanism a programmer defines an
abstract aspect, with one or more abstract pointcuts, and with advice on the
pointcut(s). This, then, is a kind of library aspect that can be parameterized by aspects
that extend it. For example, the following defines a simple library of tracing
functionality.
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abstract aspect SimpleTracing ({
abstract pointcut tracePoints() ;

before () : tracePoints() {
printMessage (“Entering”, thisJoinPoint) ;

after(): tracePoints() ({
printMessage (“Exiting”, thisJoinPoint) ;

}

void printMessage (String when, JoinPoint tijp) {
code to print an informative message
using information from the join point

}
}

Using the library aspect in a specific situation just requires extending the aspect
and supplying a concrete definition for the abstract pointcut.

aspect IncrXYTracing extends SimpleTracing

pointcut tracePoints() :
receptions (void FigureElement.incrXY (int, int));

Making the abstract pointcut concrete in the sub-aspect has the effect of inheriting the
advice declaration from the super-aspect into the sub-aspect. If the sub-aspect
includes a dominates modifier, that modifier affects the precedence of the inherited
advice.

3.9 Property-Based Crosscutting

The pointcuts presented above are all defined in terms of an explicit enumeration of
method signatures. Although this is appropriate in many cases, we have found that it
is useful to be able to define a pointcut by means of certain other properties of join
points. To enable such property-based crosscutting, Aspect] includes two kinds of
features, wildcarding in pointcut designators and control-flow based pointcut
designators.

Wildcarding in Pointcut Designators. Aspect] includes a very simple wildcarding
mechanism in pointcut designators. Examples of what this mechanism allows the
programmer to say are:
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e receptions(* Point.*(..))
matches receptions of calls to any method defined on the class Point (i.e.
incrXY (int, int),getX(),get¥Y (), setX(int), set¥Y(int)).!

e receptions (Point.new(..))
matches receptions of calls to any constructor for an object of type Point (i.e.
the Point (int, int) constructor).

e receptions (public * com.xerox.scanner.*.*(..))
matches receptions of calls to any public method defined on any type in the
com.xerox .scanner package.

e receptions (* Point.get*())
matches receptions of calls to any method defined on Point for which the the id
starts with get and which accepts zero arguments — i.e. the nullary getters
getX () and getY ()

Control-Flow Based Crosscutting. Aspect] also includes two primitive pointcut
designators that allow picking out join points based on whether they are in a particular
control-flow relationship with other join points. In order to do this, these designators
differ from others in that they accept pointcut designators as parameters.

The cflow (pcd) pointcut designator matches all join points that are strictly
within the dynamic extent of the join points matched by pcd. The points matched by
ped itself are not matched by cflow (pcd). A canonical use of cflow is to
distinguish between top-level versus recursive calls of a method. So, for example,

pointcut moves (FigureElement fe): <as aboves;

pointcut topLevelMoves (FigureElement fe) :
moves (fe) && !cflow(moves (FigureElement)) ;

The definition of topLevelMoves reads as any join point matched by moves, but
not within the control flow of moves. In other words, if the move operation invokes
another move operation recursively, that recursive operation will not be matched.

4 Implementation

This section briefly outlines the current language implementation.

The main work of any AOP language implementation is to ensure that aspect and
non-aspect code run together in a properly coordinated fashion. This coordination
process is called aspect weaving and involves making sure that applicable advice runs
at the appropriate join points. As is the case with most other language features, aspect
weaving can be done by a special pre-processor [7], during compilation, by a post-
compile processor [14], at load time, as part of the virtual machine, using residual
runtime instructions, or using some combination of these approaches.

® This will also match calls to methods defined in the class Object. If the programmer
explicitly wants to exclude these they could write: receptions(* Point.*(..)) &&
!receptions (* Object.*(..)).
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The Aspect] language design strives to be silent on the issue of when aspect
weaving should be done. We provide a compiler-based implementation of the
language that does almost all weaving work at compile-time. This exposes as many
programming errors as possible at compile time and avoids unnecessary runtime
overhead. Certain special cases of advice involve residual dispatch overhead at
runtime.

The compiler uses a pay-as-you-go implementation strategy. Any parts of the
program that are unaffected by advice are compiled just as they would be by a
standard Java compiler.

The compiler transforms the source program in three ways: the body of every
advice declaration is compiled into a standard method, parts of the program where
advice applies are transformed to insert static points corresponding to the dynamic
join points, and code to implement any residual dynamic dispatch is inserted at those
static points.

4.1 Compilation of Advice Bodies

Every before or after advice body is compiled into a standard method and the advice
is run by a call to the method from appropriate points in the code. This potentially
means that the use of advice will add the overhead of a single method-call. But, these
methods are always either static or final, so they can easily be inlined by most JVMs
[11]. This means there should generally be no observable performance overhead from
these additional method calls.

An around advice body is compiled into one method body for each corresponding
static point in the code. This allows us to pass the needed state for the around
efficiently on the call-stack and to implement the proceed statement without
needing to use Java’s reflection mechanisms. This implementation strategy trades an
increase in bytecode size for significantly reduced runtime overhead.

4.2 Corresponding Method

The compiler transforms the source program into a form in which there is an explicit
corresponding method for each dynamic join point that might have advice at runtime.
This transformation is only performed for join points that might have advice, not all
join points. So, for example, in a program that has advice on the pointcut designated
by gets (int Point. x), the compiler would transform references of the form
p._x, where p is a Point, to Point.$jp$0s (p), and add the following method
to the class Point:

private static int $jp$0(Point obj) {
return obj. x;

}

Once this corresponding method has been generated, before and after advice
are implemented by making the corresponding method call the advice methods, as
needed.
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Fig. 3. A portion of the screen when using the AJDE extension to JBuilder 4. The main
window on the right shows the code for the class Point. The structure view on the left
shows the class Point, and shows that setX, setY and incrXY are all crosscut by
advice; setX is further expanded to show what advice crosscuts it. The user can click on the
advice to jump there.

There are many cases, including this one, where the compiler will add additional
method calls in order to create corresponding methods. This happens for method call,
method call reception and field access join points. Extra method calls are also added
as part of the implementation strategy for around advice. The overhead of these
methods is small in any JVM, and again since they are all static or final, they will be
optimized away by good JVMs. We expect a future version of the Aspect] compiler to
provide optimizing modes that will eliminate some of these minor overheads.

4.3 Dynamic Dispatch

The wuse of certain pointcut designators, like cflow, callsto, and
instanceof, can require a run-time test to determine whether a particular
corresponding method actually matches a particular join point designator. In such
cases, the corresponding method includes residual testing code that guards the
execution of the advice. This overhead is relatively small.

5 Tool Support

In object-oriented programming, development tools typically allow the programmer
to easily browse the class structure of their programs. Such support enables the
programmer to see the inheritance and overriding structure in their program, as well
as seeing compact representations of the contents of individual classes [13, 18, 23].
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Fig. 4. A portion of the screen when using the Aspect]-aware extension to emacs. The text in
[Square Brackets] following the method declarations is automatically generated, and serves to
remind the programmer of the aspects that crosscut the method.

For Aspect], we are developing analogous support for browsing aspect structure.
This enables the programmer to see the crosscutting structure in their programs. It
works by showing a bi-directional coupling between aspects (and their advice), and
the classes (and their members) that the advice affect. Figure 3 shows one of the
extensions we have made to JBuilder 4. This extension to the structure view tool
allows the programmer to easily see a summary of all the crosscutting affecting the
class Point. If the structure view window is focused on an aspect, it will show all the
targets of that aspect’s advice.

A second kind of environment extension provides a more light-weight reminder of
the aspect structure. This extension works by annotating the source code, as seen in
the editor, with an indication of whether aspects crosscut that code. Figure 4 shows
how we have extended emacs with this functionality. The automatically generated
annotations name the aspects that crosscut the method. A keystroke command can be
used to pop up a menu of the advice, choose one, and jump to it.

We currently support Aspect]-aware extensions to emacs, JBuilder and Forte for
Java. Additional tool support includes debugger extensions to understand that advice,
display it correctly on the stack etc., as well as extensions to Javadoc [17] to make it
understand crosscutting structure and generate appropriate hyper-links etc.

All of these extensions work by consulting a database that is maintained by the
compiler. Once the API stabilizes, we intend to make it public so that others can
develop tools that use it as well.
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6 Understanding Crosscutting Structure

One of the most important questions we must answer is how easy is it to program
with Aspect]. In particular, is crosscutting structure, implemented with AspectJ,
something that appears easy to understand and work with? We do not yet have
enough experience to say for sure, but our experience to date suggests that the answer
is yes.

6.1 Modular, Concise, and Explicit

Consider the following simple aspect, which is not part of the figure editor example.
This aspect implements a simple error logging functionality, in which every public
method defined on any type in the com.xerox.printers package logs any errors
it throws back to its caller.

aspect SimpleErrorLogging {
Log log = new Log();

pointcut publicEntries() :
receptions (public * com.xerox.printers.*.*(..));

after () throwing (Error e): publicEntries() {
} log.write(e) ;

} This aspect appears to be better than the plain Java implementation of the same

functionality in several ways:

e The aspect is more modular. In the ordinary Java implementation, code for this
aspect would be spread across every public method.

e The aspect is more concise. In the plain Java version something like six lines of
code would be added to each public method to wrap the body in a “try...
catch...” statement.

e The aspect is more explicit. In this code, the structural invariant underlying the
crosscutting is clear. A quick look at the code is all it takes to understand that all
the public methods defined in the com.xerox.printers package should do
error logging.

Consider a program maintenance scenario in which a programmer must work with
a system with this kind of functionality. In the plain Java implementation, the
programmer would discover the logging code one method at a time. After seeing
several such methods the programmer might guess that logging was being done by all
public methods of that class or perhaps even the package. But they would have to
make careful use of a tool like grep to be sure. And of course they might not even
make this guess.

In the Aspect] implementation, every public method would carry an annotation,
similar to that in Figures 3 and 4, so that when the programmer look at the first public
method they would see an annotation, something like that in Figures 3 and 4, which
would tell them that the method was crosscut by the SimpleErrorLogging
aspect. They could quickly go to the aspect, read the ten lines of code, and understand
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the intent of the code. The structural invariant underlying the functionality — that all
public methods must log — would be clear and enforced.

Aspects that use explicit enumeration of method signatures can also be more
modular, concise and explicit than their plain Java counterparts. Consider the now
familiar moves pointcut:

pointcut moves (FigureElement fe) :
instanceof (fe) &&
(receptions (void FigureElement.incrXY (int, int)) ||
receptions (void Line.setPl (Point)) ||
receptions (void Line.setP2 (Point)) | |
receptions (void Point.setX (int)) | |
receptions (void Point.setY(int)));

—~ o~~~

Even though this pointcut is enumeration rather than property-based, putting the
complete set of method signatures in a single place makes the crosscutting structure
explicit and clear. When reading the MoveTracking aspect it is easy to tell what
invariant it preserves — whenever something moves it records that fact. Writing the
Mobility aspect in terms of MoveTracking.moves, makes it clear that multiple
aspects of the implementation crosscut all the move operations. The IDE support
ensures that when we happen to be looking at the setX method for Point, we see
that Mobility and MoveTracking crosscut there. Navigating to either aspect will
show their structure and the fact that Mobility is defined in terms of
MoveTracking.

This clarity is preserved when enumeration-based crosscutting is used together
with property-based crosscutting. This is evident in the topLevelMoves pointcut.

pointcut topLevelMoves (FigureElement fe) :
moves (fe) && !cflow(moves (FigureElement)) ;

Our experience is that the c£1ow pointcut designator takes only a short while for
people learning Aspect] to learn, and once they do so, they find it quite easy to
understand this code. It is certainly much easier than to understand what is going on
from the middle of the classic tangled implementation of this functionality.

Clear explicit crosscutting structure can come from the way multiple advice
declarations interact as well. In the SimpleTracing aspect of Section 3.8 there
are two advice declarations:

before () : tracePoints() {
printMessage (“Entering”, thisJoinPoint) ;

after(): tracePoints() ({
printMessage (“Exiting”, thisJoinPoint) ;

Even without knowing what join points tracePoints will match, we
understand something important about the structure of this code — the entering and
exiting messages happen in pairs, on the way into and back out of join points matched
by tracePoints.
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6.2 The Role of IDE Technology

IDE technology plays an important role in these scenarios. In the course of preparing
the paper we encountered a bug in which MoveTracking and Mobility had
inconsistent moves pointcuts. The bug was immediately apparent, because the
environment showed numerous methods tagged with the Mobility and
MoveTracking aspects and one method tagged with just MoveTracking.

Because it is now standard practice for OO programmers to use some kind of IDE
support and because it is so easy to incorporate Aspect] support into an IDE, we
believe it is reasonable to expect programmers to have IDE support available for such
scenarios.

The ability of the IDE to present the structure of the program depends on the
degree to which the code declaratively captures that structure. OO IDEs do a good job
of presenting inheritance structure because code in OO programming languages
captures inheritance explicitly. The Aspect] IDE support works well because code in
Aspect] captures crosscutting explicitly.

7 Related Work

In earlier work we proposed aspect-oriented programming [24] and presented three
examples of domain-specific [1] AOP languages [5] that we had developed. Aspect]
differs from those three systems in that it is a general-purpose language, it is
integrated with Java, it has a dynamic join point model, and we are developing a full
compiler, rather than just a pre-processor.

7.1 Other Work in AOP

Adaptive Programming [27] provides a special-purpose declarative language for
writing class structure traversal specifications. Using this language prevents
knowledge of the complete class structure from becoming tangled throughout the
code. Adaptive Components [36] build on adaptive programming by using similar
graph-language techniques to allow flexible linking of aspectual components and
classes. This makes aspectual components reusable. Aspect] supports reusable aspects
using the pointcut-overriding and advice-inheritance mechanism, neither of which
requires a special graph language.

Composition Filters [28] wrap objects inside of filters that operate on the messages
the objects receive. The filters have crosscutting access to the messages received by
an object. But attachment of filters to objects is done as part of class definitions, so
composition filters are less well suited than Aspect] for crosscuts that involve more
than one class.

De Volder has proposed a logic meta-programming (LMP) approach that can serve
as kind of an AOP language toolkit [32, 33]. In this approach, the equivalent of our
pointcut designators use logical queries to specify crosscuts. This approach can take
advantage of unification to define parametric pointcut designators. It supports higher-
order pointcut designators as well. We have considered extending Aspect] with this
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kind of power, but have decided not to do so, in order to keep the language simpler
and easier for Java developers to learn quickly. We may re-consider this issue in
release 2.0 or later; we believe the current pointcut designator syntax leaves us room
to do so in an upward compatible way.

7.2 Multi-dimensional Separation of Concerns

Subject-oriented programming is a means for composing and integrating disparate
class hierarchies (subjects), each of which might represent different concerns [9].
More recent work on multi-dimensional separation of concerns (MDSOC) [2, 19] is
intended to separate concerns along multiple dimensions at once. Hyper/J [15] is a
specific proposal for MDSOC. Hyper/J works by having the programmer write two
kinds of meta-declarations: The first describes how to slice concerns out of a set of
classes; the second describes how to re-compose those concerns into a new program.
Hyper/J has the potential to slice a concern out of code without re-factoring the
classes. By comparison, in Aspect] the separation of crosscutting concerns is done in
the original code, by writing it as an aspect. We believe re-factoring the code with an
aspect will be easier to maintain than slicing concerns out, but it is too soon to know.

7.3 Reflection

Computational reflection [19-22, 26, 38] enables crosscutting programs. For example,
it is possible to write a small piece of meta-code that runs for all methods. Smalltalk-
76 included meta-level functionality [12]. CommonLoops and 3-KRS proposed
different meta-level architectures for OO languages [3] PCL provided the first
efficient metaobject-protocol [25]. Much of the research in reflection has explored
varying the meta-level architecture to support different kinds of crosscutting [2] and
to achieve flexibility without sacrificing performance [34].

With the exception of reflective access to thisJoinPoint, Aspect] has been
designed so that the semantics of advice is not a meta-programming nor a reflective
semantics. In particular, Aspect] the identifiers in pointcut designators do not refer to
program representation or interpreter state — they do not involve reification.

7.4 Object-Oriented Programming

Flavors [35], New Flavors [37], CommonLoops [16] and CLOS [34] all support
multiple-inheritance, declarative method combination and open classes. C++ supports
multiple inheritance [35]. While Aspect] includes elements of these, Aspect] also
provides more powerful and modular support for crosscutting than can be achieved
with these features.

Declarative method combination, as in the CLOS line of languages, is not
sufficient for AOP, because it lacks the pointcut mechanisms that enable crosscutting.

Ordinary multiple-inheritance (MI) is not sufficient for AOP for two reasons. First,
a single aspect can include advice for all the different participants in a multi-class
interaction. Using MI, a separate mixin-class must be defined for each participant
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class. Second, aspects work by reverse-inheritance — the aspect declares what classes
it should affect rather than vice-versa. This means that adding or removing aspects
from the system does not require editing affected class definitions.

Completely unstructured open classes, as in CLOS and its ancestors, enable some
degree of crosscutting modularity, but they do so in a totally unstructured way. In
Aspect], classes and aspects are modular units, even if an aspect can crosscut classes.|

7.5 Other Work

Walker and Murphy have proposed a system based on implicit context that is also
intended to improve separation of concerns [37]. Implicit context is similar to Aspect]
in that the separation is made explicit in the source code. But it differs from Aspect]
in that it provides reflective access to the entire call history of a system. Thus explicit
context can reason about a wider dynamic context than is possible with cflow.
Aspect] programmers could write aspects to manually gather call history information
and thereby duplicate some explicit context functionality.

Implicit parameters provide dynamically scoped variables within a statically typed
Hinley Milner framework [16]. Implicit parameters are lexically distinct from regular
identifiers, and are bound by a special construct whose scope is dynamic, rather than
static as with let. Implicit parameters have some of the power of using cflow to pass
dynamic context. Implicit parameters are more powerful, in that the binding they
create can be set from any reference site. But they do not have explicit crosscutting
modularity support because references to the parameter are still spread throughout the
code. Many implementations of Scheme provide the fluid-let construct that
dynamically binds variables by side-effect, and then re-instates the previous binding
after evaluation of the body is completed.

8 Future Work

We plan to use Aspect] as the basis of an empirical assessment of aspect-oriented
programming. We want to develop a real AOP user community, and work with them
to understand the practical effects of AOP. Our main focus now is building up and
supporting the user community. To enable this, we are focusing on fine-tuning the
language design and improving the quality of the compiler, IDE extensions and
documentation.

The compiler has three main limitations that we are currently working on: it uses
javac as a back-end rather than generating class files directly; it requires access to all
the source code for the system; and it performs a full recompilation whenever any part
of the user program changes. We believe we know how to build an incremental
compiler that will perform reasonably well on modestly large systems, but fast

7 Flavors, New Flavors and CLOS use the Common Lisp module system, called the package
system. It is typically used in only very coarse-grained ways, certainly not at the level of
single classes as in Java, and usually not even at the level of single packages in Java.
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incremental compilation for a language like Aspect] is definitely an area for future
research.

In the tools area, we plan to support more IDEs. We will also make a crosscutting
structure browsing API that will allow others to develop tools that understand Aspect]
code. Our existing navigation model doesn’t capture the structure of cflow
pointcuts as well as we would like, so this will also be an area for future work.

Beyond the 1.0 release we plan to explore new kinds of pointcut designators based
on dataflow properties of the program. Our goal with this functionality, which we call
dflow, is to be able to capture crosscuts such as the extent of a value and control
boundary crossings.

9 Summary

Aspect] is a seamless aspect-oriented extension to Java. Programming with Aspect]
feels like a small extension of programming with Java. Aspect] programs are largely
ordinary Java programs in which we use ordinary Java for class-like modularity, and
use aspects to implement crosscutting modularity.

Implementing crosscutting concerns using Aspect] benefits in three ways over a
plain Java implementation of the same functionality: the implementation is more
modular and concise; the structure of the crosscutting is captured in a more explicit
form; and because of the first two properties, programming environment tools can
help the programmer navigate and understand that structure.

Looking forward, our goal is to work with the Aspect] user community to assess
the benefits of using aspect-oriented programming, in more complex systems as well
as to continue to explore language design, methodological and other issues.
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Abstract. We present JAVAMOD, a true module system constructed on
top of a Java-like language. More in detail, this means that basic modules
are collections of Java classes and specify in their interface the imported
and exported classes with their types; furthermore, it is possible to write
structured module expressions by means of a set of module operators
and a type system at the module level ensures type safety.

In designing such a type system, one has to face non trivial problems,
notably the fact that a module M which extends an imported class C
can be correctly combined only with modules exporting a class C which,
besides providing the expected services, causes no interferences with its
subclasses defined in M.

What we obtain is a module language which is extremely flexible and
allows to express (without any need of enriching the syntax of the core
level, that is, the Java language), for instance, generic types as in Pizza
and GJ, mixin classes (that is, subclasses parametric in the direct su-
perclass) and mutually recursive class definitions split in independent
modules.

1 Introduction

Widely used object-oriented languages, like Java and C++, typically provide
only weak module systems. Java packages, for instance, are basically just a mean
for structuring the namespace, while there is no support for the following features
which are highly desirable for a modular approach to software development.

Module interfaces A module interface is a specification of the services a given
module both needs from and provides to others. As it is well-known, these
specifications serve as a formal contract [26] between server and client. Hence,
the client can rely on the server specification without any need at looking at
the implementation; on the other side, the correctness of an implementation
w.r.t. the specification can be separately checked.

Module interfaces also allow to handle in a flexible way visibility levels,
specifying that only a subset of the components defined in a module (classes

* Partially supported by Murst - TOSCA Teoria della Concorrenza, Linguaggi di Or-
dine Superiore e Strutture di Tipi and APPlied SEMantics - Esprit Working Group
26142.
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in the case we are considering) are exported and possibly with a restricted
interface.

Note that in object-oriented languages visibility levels and other modular-
ity related aspects are often handled at the class level, making the class
mechanism more complex. A separation of concerns allows a more clean and
powerful language design, as already pointed out in [30]; see also [I7] for an
extended discussion on this point.

Separate type-checking A code fragment (module) which needs some ser-
vices from others should be possibly typed in isolation, by just specifying
these services, and it should be possible to provide only later their actual
implementation. On the contrary, in Java a class whose definition relies on
the specification of other classes can be typed only if all these classes actually
exist (as either source or bytecode) in the environment.

Module expressions A principle which has recently become popular in the
programming language community (see, e.g., [25]) is that a module system
should have two linguistic levels: a module language providing operators for
combining software components, constructed on top of a core language (fol-
lowing the terminology introduced with Standard ML) for defining module
components. The module language should have its own typing rules and be
as independent as possible from the core language; even more, it could be in
principle instantiated over different core languages (see [4]).

Despite of the considerable effort has been invested in the last years in study-
ing theoretical foundations and developing new forms of module system, there
is relatively little amount of effort spent until now, both on the theoretical and
implementation side, on applying these ideas to the case of object-oriented lan-
guages.

In particular, at our knowledge there has been no attempt at integrating a
rich module system supporting the three features mentioned above with the Java
language, apart from the simple extension of the package system proposed in [6].

In this paper, we face one important part of this integration problem, that
is, the design of a typed module system on top of a Java-like language as core
language (see the Conclusion for a brief discussion on application to a realistic
Java extension). We choose Java as a paradigmatic and real example of a typed
object-oriented language where classes are types, hence subtyping coincides with
inheritance. In designing such a type system, one has to face non trivial prob-
lems, notably the fact that a module M which extends an imported class C' can
be correctly combined only with modules exporting a class C' which, besides pro-
viding the expected services, causes no interferences with its subclasses defined

! Let us mention the wide literature about foundations and improvements of Standard
ML module system (see, e.g. [24] [22]), the notions of mizin (see, e.g. [8] 9, 20, [2]
1]) and wnit [19] and the type-theoretical analysis of recursion between modules
proposed in [12].
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in ME We can propose at least two solutions for this problem; that developed
in this paper has the advantage of allowing a simpler type system.

The resulting language, which we call JAVAMOD, allows to express (without
any need of enriching the syntax of the core level, that is, the Java language),
for instance, generic types as in Pizza [28] and GJ [10], mixin classes (that is,
subclasses parametric in the direct superclass [20} [7} [1]) and mutually recursive
class definitions split in independent modules. The language has two (strati-
fied) levels. At the module level there are module expressions, constructed from
basic modules by the three operators of merge (putting together two modules
connecting their imported and exported classes), hiding (making totally or par-
tially invisible from the outside some exported classes) and renaming (changing
the name of some exported classes). A basic module is a collection of Java classes,
that is, the core level is pure Java.

In the extended version of this paper [5] we provide a simple and intuitive re-
duction semantics for module operators of JAVAMOD by translation in a simple
module calculus, called MINIJAVAMOD, and show that the type system we have
defined actually guarantees that well-typed module expressions behave correctly
w.r.t. this semantics. At the module level MINIJAVAMOD can be seen as a super-
set of JAVAMOD, in the sense that it is more expressive and module expressions
in JAVAMOD can be easily seen as expressions in MINIJAVAMOD. The core level
is a minimal Java fragment enriched by the possibility of annotating superclasses
with the required class type in extends clauses.

The design of both JAVAMOD and MINILJAVAMOD at the module level is
largely based on our previous work on CMS|4, 3], a simple and powerful calculus
of modules, generic w.r.t. the underlying core calculus and suitable for encoding
various existing mechanisms for composing modules (including parameterized
modules like ML functors and mutually recursive modules), in the same way
A-calculus provides a theoretical basis for functional languages.

The paper is organized as follows. In Sect2l we informally describe the mod-
ule operators of JAVAMOD by some examples and illustrate their flexibility for
expressing (keeping as core language pure Java) different language constructs;
in particular, we show how to express generic types as in Pizza [28] and GJ [10],
mixin classes as in [20, [7, (], and mutually recursive class definitions split in
independent modules. In Sect Bl we discuss in detail the typing problems related
to imported superclasses, and describe the solution chosen in JAVAMOD. Sect 4]
is devoted to the formal definition of a type system for JAVAMOD. In SectHl
we compare the approach taken in this paper with related work. Finally, in the
Conclusion we summarize the relevance of the work and outline directions for
further developments.

2 An example of interference is when C' contains some method which is also defined
in some subclass in M, causing unexpected overriding
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2 A True Module Language for Java

In this section we informally present our proposal for adding modules to Java;
we call JAVAMOD the language obtained through this extension. The aim is to
give an informal overview of the language (see Sect[d for the formal definitions),
to show the benefits of the approach in terms of software reuse and modification
and to discuss the main theoretical issues that have to be tackled when adding
modules to Java.

2.1 Basic Modules

Roughly speaking, a basic module in JAVAMOD is a collection of Java classes,
exactly as happens for packages. However, there are three main differences that
make JAVAMOD a true module system.

The first distinguishing feature is that modules in JAVAMOD are typed, in
the sense that each module has a unique module interface (not to be confused
with Java interfaces). Accordingly to the classical ADT approach, the interface
of a module M is logically separate from the implementation of M. In practice,
interfaces could either be automatically generated from module definitions, or
provided by the programmer in separate files. Taking the latter approach, it
would make sense that several modules could implement the same interface,
instead of always having the same name for both interface and implementation
as we assume here for simplicity. Moreover, keeping separate interface files has
the advantage that a module can be safely recompiled if it is modified in a way
that still implements the same interface.

The second major difference with Java packages is that a module M can be
parametric, in the sense that it can depend on a number of imported classes
whose definition is not known at time of definition of M, but rather must be
provided from other modules in a proper way that will be better specified in the
sequel.

For instance, let us consider the following example of basic module definition
in JAvAMoOD:

interface PairMod;
import
Elem:{}
export
Pair:{
Pair(Elem fst,Elem snd);
void set(Elem newfst,Elem newsnd) ;
Elem fst();
Elem snd();
}

module PairMod;
class Pair{
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Elem fst;

Elem snd;

Pair(Elem fst, Elem snd){
this.fst=fst;
this.snd=snd;

}

void set(Elem newfst, Elem newsnd){
fst=newfst;
snd=newsnd;

}

Elem fst(){return fst;}

Elem snd(){return snd;}

A Dbasic module consists of an interface (keyword interface) and an imple-
mentation (keyword module), which are assumed to be defined in separate files
but have the same name (this is a convenient name convention for matching
interfaces with implementations).

The interface of a module is made up of an import and an export list. For
simplicity in this paper we consider only classes and not interfaces. The interface
for PairMod specifies an imported class named Elem and an exported class Pair.

Imported classes are used as formal parameters in the corresponding imple-
mentation (i.e., in the definition of module PairMod), whereas exported classes
must be defined in the implementation and are the class which are visible from
the outside (we call them ezported or also public in analogy with Java packages).
The classes defined in the implementation which are not exported are local to
the implementation.

Intuitively, PairMod is a generic module which takes as parameter a class
called Elem and returns a class called Pair: in other words, PairMod is equivalent
to a generic class in Pizza or GJ [28] [I0] or to a functor in ML [27]. However,
note that in JAVAMOD instances of PairMod are not obtained by functional
application (as happens in Pizza, GJ and ML), but rather by merging with
other modules (see the paragraph devoted to the merge operator below), hence
mutual dependencies can be expressed.

We require the set of the names of the imported classes to be disjoint from
the set of the names of the (both public and non public) classes declared in the
body of the module. As happens for Java packages, it is possible to access public
classes of a module through the dot notation; however, this is correct only for
non parametric modules (i.e., modules with no imported classes).

Each class in the import/export lists must be associated with a class type;
a class type is a collection of field declarations and method and constructor
headerﬂ[QlJ. Note that class types could be not expressed as Java interfaces,
which only may contain instance method headers.

3 In general, module interfaces can contain also information about the class hierarchy,
as shown in Sect[3} this is not the case for the module PairMod where both Elem and
Pair implicitly extend Object.
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Class types are introduced in JAVAMOD for allowing separate type-checking
of modules; for instance, the imported class Elem is associated with the empty
class type, therefore it can be used inside PairMod only as an abstract type
(in other words, the only information about Elem is that Elem is a subclass of
Object.). The definition of class Pair must implement the associated type in the
export list; more precisely, the exact type of Pair that can be inferred from the
class definition must be a subtype of the type in the export list of the interface.
Waidth class subtyping is allowed, that is a class can have more members than
those listed in its exported type, whereas depth subtyping is not correct, that
is, exported members must keep their exact type, accordingly with the fact that
in Java types cannot be changed in overridden methods.

In the example above, the class Pair is exported with a proper supertype
of its exact type, since the two fields fst and snd have been omitted; access
to these two fields is forbidden outside the module. For this reason, the Java
access modifier public is redundant for modules in JAVAMOD: members which
are listed in the interface are public, whereas members which are omitted in
the interface are only visible inside the module, as happens with the package
visibility level of J avall. Note that all classes mentioned in the class types of the
export list must be public; this is a notable difference with Java packages, where
a class can be not public but still appear as type in public classes.

2.2 Module Expressions

We illustrate now the third main difference with Java packages. JAVAMOD sup-
ports module expressions in the sense that it is possible to write complex ex-
pressions denoting structured modules, even though modules are not first class
values. Such expressions are built on top of basic modules by means of three
operators for combining modules: merge, hiding and renaming.

Merge The merge operator allows the user to combine together two modules.
Informally speaking, let M7 and Ms> be two basic modules which are type com-
patible for merging (see the next paragraph); then their merge is equivalent to a
basic module M where each imported class of M; matching a public class C' of
M> has been bound to C' and conversely. The imported classes of M are those
of My and M> that do not match any public class, whereas the public (resp. non
public) classes are the public (resp. non public) classes of M; and Ms.

Type compatibility is defined as follows: the sets of public classes of M7 and
M5 must be disjoin in order to avoid name clashes; furthermore, the types of
classes imported in both M; and M5 must match. Finally, the imported classes
of My and M> matching the name of a public class C' in the other module must
also match the type of C'. When merging two modules, matching between class
types must be exact; see Sect Bl for more details about this choice.

4 For reasons of space and simplicity in this paper we do not consider the private and
protected access modifiers.

® Note that this requirement does not apply to non public classes, where accidental
name clashes can be resolved by a-renaming [5].
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As informally described above, merge is not only an operator for putting
modules together, but also for instantiating imported classes. For example, let
us consider the following module, where the class Elem represents points:

interface ElemMod;
export
Elem:{}

module ElemMod;
class Elem{
int x,y;
void move(int dx,int dy){
x=x+dx;
y=y+dy;
}

Then we can define

interface LineMod;
export
Elem:{}
Pair:{
Pair(Elem fst,Elem snd);
void set(Elem newfst,Elem newsnd) ;
Elem fst();
Elem snd();
}

module LineMod;
PairMod merge ElemMod;

The module LineMod defines the two public classes Pair and Elem and im-
ports no classes. The class Elem represents points, and is exported with the
empty type, whereas the class Pair represents pairs of points which determine
a line.

We turn now to consider a more meaningful example showing how it is pos-
sible in JAVAMOD to split mutually recursive data types into different modules.
To this aim, consider the following module implementing trees:

interface TreeMod;

import

Forest:{
Forest();
Forest add(Tree t);
boolean equals(Forest f);

}
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Node:{boolean equals(Node e);}
export
Tree:{
Tree(Node e);
Tree addChild(Tree t);
boolean equals(Tree t);

}

module TreeMod;
class Tree {
Node root;
Forest children;
Tree(Node e){this(e,new Forest());}
Tree(Node e, Forest f){ root=e; children=f;}
Tree addChild(Tree t){ return new Tree(root,children.add(t));}
boolean equals(Tree t){
return root.equals(t.root) && children.equals(t.children);
}
}

The module TreeMod provides a highly generic implementation for trees since
it is parametric in both the data type forest representing the children of a given
tree and the type of the elements labelling the nodes. The constructor Tree (Node
e) corresponds to the ability of creating trees with a single node and, therefore,
no children.

Assume now to have a module ForestMod implementing forests as lists de-
fined as follows:

interface ForestMod;
import
Tree:{
Tree(Node e);
Tree addChild(Tree t);
boolean equals(Tree t);
}
Node:{boolean equals(Node e);}
export
Forest:{
Forest();
Forest add(Tree e);
boolean equals(Forest f);

}

module ForestMod;
class Forest {
Tree tree;
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Forest next;

Forest O{}

Forest(Tree tree, Forest next){
this.tree=tree;
this.next=next;

}

Forest add(Tree t){
return new Forest(t,this);

}

boolean equals(Forest f){
return tree.equals(f.tree) && next.equals(f.next)

}

}

The module ForestMod is independent of the implementation of the data
type tree. Note that the default constructor Forest () is visible from the outside,
whereas the visibility of the constructor Forest(Tree tree, Forest next) is
limited to the module.

We can now bind the imported class Tree of ForestMod to the correspond-
ing public class of TreeMod and, conversely, bind the imported class Forest of
TreeMod to the corresponding public class of ForestMod.

interface Treelnst;

module Treelnst;
TreeMod merge ForestMod;

The module TreeInst we obtain is still parametric in the type of the labels
represented by the two imported classes Node in TreeMod and ForestMod which
are shared in TreeInst; however, the implementation for the type forest has
been fixed. As a matter of fact we have combined together two generic types
to produce two mutually recursive types, following a schema rather natural and
intuitive. Note that this is much more than the simple possibility offered in
Java of defining mutually recursive classes (even in different packages), since in
this case the dependency is fized once for all, hence it is impossible to use two
different instances of TreeMod in the same program (for instance, if we need
to deal with both integer labelled and string labelled trees). On the other side,
existing languages with true module systems, like ML, usually do not support
recursive modules [15].

Renaming The renaming operator allows a bijective renaming of the exported
classes of a given module. Such an operation is useful especially to solve name
clashes or to bind imported classes when merging two modules.

For example, a module implementing the data type of points is unlikely to
have the interface of the module ElemMod previously defined, but it is more rea-
sonable to think of ElemMod as being obtained by renaming a module PointMod
with the following interface:
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interface PointMod;
export
Point:{}

Therefore, ElemMod could be more reasonably defined by:

interface ElemMod;

module ElemMod;
PointMod rename Point to Elem;

We can take advantage of the renaming operator also for giving a more
meaningful name to the class Pair obtained by merging PairMod with ElemMod:

module LineMod;
(PairMod merge ElemMod) rename Elem to Point, Pair to Line;

In this way, the interface of LineMod has been changed into:

interface LineMod;

export

Point:{}

Line:{
Line(Point fst,Point snd);
void set(Point newfst,Point newsnd);
Point fst(); Point snd();}

Hiding Hiding is a standard module operator used for abstracting implemen-
tation details. Roughly speaking, hiding in JAVAMOD corresponds to signature
matching in ML [27] and is based on the notion of subtyping between interfaces.
More formally, a module interface I; is a subtype of a module interface I iff:

— the set of imported classes of I; is included in the set of imported classes of
I, (width subtyping for imported classes);

— the set of exported classes of I5 is included in the set of exported classes of
I, (width subtyping for exported classes);

— if the imported class C has type C7 in I; and C7’ in I, then C'7/ must be
a subtype C1 (depth subtyping for imported classes);

— if the exported class C has type C7 in I; and C7’ in I3, then CT must be a
subtype C7’ (depth subtyping for exported classes).

Subtyping between class types corresponds to the usual width subtyping between
record types, as formalized in SectZ.2]

According to this definition of subtyping, by means of the hiding operator
it is possible either to completely hide a public class (i.e., make it non public)
or to only hide some of its members (fields, methods and constructors). This
operator is particularly useful in conjunction with the merge operator. Consider,
for instance, the more realistic situation where the previously mentioned module
PointMod has the following interface:
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interface PointMod;
export
Point:{void move(int dx,int dy);}

Then the module ElemMod obtained by renaming Point by Elem in PointMod
could no longer be correctly merged with the module PairMod since, accordingly
to the type rule for merge, the type of Elem in PairMod must coincide with the
type of Elem in ElemMod. However, we can solve this problem by means of the
hiding operator:

interface LineMod;

module LineMod;
PairMod merge (ElemMod show {export Elem:{}});

The expression ElemMod show {export Elem:{}} corresponds to hide the
method move of the class Elem in the module ElemMod; in other words, the
module ElemMod has been coerced to an interface where Elem has the empty
type.

We conclude this section by briefly discussing some other renaming/hiding
mechanisms which are not considered in this paper. A useful possibility would
be that of renaming class members, for instance methods. However, this would
be fairly more core-dependent than the show operator. On the contrary, a com-
plementary hiding operator specifying what is hidden instead of what is visible
and the possibility of coercing a module to an existing named module interface
are standard possible extensions.

3 An Open Issue: Extending Imported Classes

In Sect[2 we have presented some interesting features of JAvAMOD by means of
several examples; in particular, we have shown that JAVAMOD supports generic
classes and the ability of splitting mutually recursive data types in different
modules.

This section is devoted to another interesting feature: mixin classes. A mixin
class does not extend a fixed superclass, but simply specifies the set of fields and
methods a generic superclass should provide. In this way, the same mixin can be
instantiated on many superclasses, producing different subclasses, thus avoiding
code duplication and largely improving modularity and reuse. Several papers
have investigated mixins and their usefulness (see, for instance, [20] [16), [7] [T}, [14]).

The expressive power of mixins can be recovered in JAVAMOD, since classes
defined in a module can extend imported classes. As an example, consider the
definition of the following module OrdPairMod:

interface OrdPairMod;
import
Elem:{boolean less(Elem e);}
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Pair:{Pair(Elem fst,Elem snd);
void set(Elem newfst,Elem newsnd) ;
Elem fst(); Elem snd();}
export
OrdPair:{0rdPair(Elem fst,Elem snd);
void set(Elem newfst,Elem newsnd);
Elem fst(); Elem snd(); void ord();}

module OrdPairMod;
class OrdPair extends Pair{
OrdPair(Elem fst,Elem snd){
super (fst,snd) ;
}
void ord(){
if (snd().less(fst())) set(snd(),fst());
}
}

The class OrdPair can be regarded as a both generic and mixin class, so that we
would be tempted to call it a generic mixin; indeed, OrdPair can be considered
a mixin class since it extends the imported class Pair, hence, in principle, it can
be instantiated on different superclasses, yielding different subclasses. On the
other hand, Pair is generic in Elem and, therefore, the same holds for OrdPair.

We can now instantiate the generic mixin represented by OrdPair by merging
the module OrdPairMod with the module PairMod defined in Sect 2l By definition
of the merge operator, the resulting module still has an imported class, Elem; in
other words, we have instantiated OrdPairMod on a generic class and, hence, as
a result, we have obtained another generic class.

Until now everything seems to work fine; however, the ability of extending
imported classes introduces some challenging issues involving both the type sys-
tem and the semantics of the language.

A first problem that has to be considered is the possibility of introducing
cycles in the inheritance hierarchy; it is not hard to figure out a possible scenario
where a user tries to merge together two modules M1 and M2, the former defining a
public class B which extends an imported class A, the latter defining a public class
A which extends an imported class B. Clearly, in this case the semantics of the
resulting mixin is not well-defined, therefore these kinds of situation should be
statically avoided by considering ill-typed the expression M1 merge M2. In order
to do this, information about the inheritance hierarchy must be introduced in
the module interfaces.

For example, the interface of the module OrdPairMod should be changed as
follows:

interface OrdPairMod;

import

Elem:{boolean less(Elem e);}
Pair:{Pair(Elem fst,Elem snd);
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void set(Elem newfst,Elem newsnd) ;
Elem fst(); Elem snd();}
export
OrdPair:extends+ Pair
{0rdPair(Elem fst,Elem snd);
void set(Elem newfst,Elem newsnd);
Elem fst(); Elem snd(); void ord();}

In other words, besides the class type of OrdPair, the interface of OrdPairMod
must expose also the imported superclass of OrdPair. We use the keyword
extends+ rather than extends, since the type information C' extends+ C’ does
not imply that C is a direct subclass of C’; indeed, if C' directly extends C”
which, in turns, directly extends C’ and C' is public, C" is not public and C” is
imported, than the needed information is that C' is a subclass of C’.

We can better formalize the considerations above as follows; for each public
class C' of a given module M, the following mutually exclusive kinds of informa-
tion about the inheritance hierarchy can be found in the interface of M:

— C extends+ C’, where C’ is a imported class of M. This information is
essential for avoiding cycles in the inheritance hierarchy when merging M
with other modules. Note that removal of this information from the interface
is unsafe since it can lead to undetected cycles. Similar considerations apply
also when C' extends a class M’.C" of another module M’ (see SectZ2).

— C extends+ C’, where C' is a public class of M. This information is not
needed for avoiding cycles, but it is useful for type-checking expressions, since
we can rely on the information that C' is a subtype of C’. This information
can be safely hidden. For sake of simplicity we do not consider this possibility
in the full formalization of the language given in Sect .2l

— No hierarchy information. This implicitly means that C' extends+ Object.

Note that in principle we could specify inherited classes not only for public
but also for imported classes; for instance, it could be useful to specify that a
certain imported class C extends another imported class C’. Despite its obvious
utility, for sake of simplicity here we do not consider this further feature whose
introduction in the language would not be trivial.

As a final remark, note that information about the class hierarchy of a given
module can be easily inferred by the compiler.

A second major problem related to the extension of imported classes con-
sists in the definition of matching between class types when imported classes are
instantiated with public classes (i.e., when merging modules in JAvAMOD). As
already stated in Sect 2] in this case we require type matching between imported
and public classes to be exact; this seems to be quite a strict constraint, since at
first glance one would be tempted to use the structural subtyping relation = be-
tween class types used for the hiding operator. Unfortunately, this would lead to
type inconsistencies. To see this, assume to merge the module OrdPairMod with
another module AnotherMod defining a public class Pair having the following

type:
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{Pair(Elem fst,Elem snd);

void set(Elem newfst,Elem newsnd);
Elem fst(); Elem snd();

Pair ord();

}

According to the definition of C, the type of Pair in AnotherMod is a subtype of
the type of Pair in OrdPairMod. But, if we merge the two modules together, then
we obtain a type inconsistency since the method Pair ord() in Pair cannot be
correctly overridden by the method void ord() in OrdPair, since the return
types are not compatibleﬁ. A different kind of problem arises if Pair has a
method void ord();in this case, there is no type inconsistency, since the method
can be correctly overridden by the method void ord() in OrdPair, but this
overriding is unexpected, in the sense that it has not been planned by the designer
of the module OrdPairMod. Hence, one can wonder whether in this case it is
sensible to keep standard semantics (that is, the method in OrdPair overrides
that in Pair) or to define an alternative semantics preventing this unwanted
effect. Note that this problem is not peculiar of Java, but common to every
typed object-oriented language; however, in Java also overloading is a source
of problems, since the extension of an imported class may introduce unwanted
method overloading and change the overloading resolution of method calls in the
body of the subclasses.

In literature several proposals for solving this problem can be found; we refer
to Sect Bl for a survey. However, the use of subtyping on class types in conjunction
with parametric subclasses seems to be still an open issue.

The solution presented in this paper gives up to use subtyping on class types,
forcing exact type matching. However, this rule is not so restrictive as it may
seem, since, when possible, exact matching can be obtained through the hiding
operator. For example, before merging AnotherMod with OrdPairMod, it is pos-
sible to hide the method Pair ord() of class Pair in AnotherMod, so that it is
not visible in the subclass OrdPair and no conflicts arise. This approach has the
main advantage of being simple from the type-theoretical point of view; also the
semantics is intuitively clear, even though its formalization requires some care.
The basic problem is that a call p.ord() where p has dynamic type OrdPair
must invoke the method in Pair rather than that in OrdPair in a context where
the static type of the receiver is Pair and this method is visible, analogously to
what happens for private methods in Java; see [5] for the technical solution. A
choice based on hiding extra-methods is also taken in [17] [18].

An alternative solution to hiding methods can be provided by a mechanism
for renaming methods, as supported, for instance, by Eiffel [26].

Another possible solution consists in avoiding to hide the extra-members of
classes used for instantiating imported classes in favor of a more powerful (but
also complex) type system being able to reject all the instantiations which would
lead to the inconsistencies mentioned above. Indeed, in practice our approach

5 More precisely, in Java the return type of an overridden method cannot be changed
at all.



368 Davide Ancona and Elena Zucca

can be considered not so adequate from the point of view of software reuse.
Reconsider, for example, the modules PointMod and LineMod as defined in the
paragraph devoted to the hiding operator in Sect.2l Since the method move of
class Point is not visible in the class Line of LineMod, we fail to have a real
implementation of lines, since we cannot invoke the point-specific method move
upon the two components fst and snd of a line.

A type system able to solve this problem has not been fully investigated
yet, though a solution following the principle of forbidding unwanted interfer-
ences can be found in [7} [I]. This corresponds to the simplified situation where
each imported superclass is extended by exactly one subclass. However, the gen-
eral problem arising when the language supports both parametric modules and
classes (as in JAVAMOD) and not simply mixin classes turns out to be more
challenging.

4 Type-Checking Modules in JavaMod

In this section we make some considerations on how a compiler for JAvAMoOD
should work in practice and we specify a type system which formalizes the static
semantics of the language. We refer to [5] for the formal definition of the dynamic
semantics of JAVAMOD. However, note that our concern here is mainly on type-
checking, therefore we avoid any consideration on code generation issues, even
though this topic is far from being simple and deserves a deep investigation (see
the Conclusion).

We first give an idea of how a compiler for JAVAMOD could be designed in
practice, and then turn to specify a type system for it.

4.1 A Compiler for JavaMod

The first issue we need to address is how a module can be defined in practice. As
already explained in Sect[2] we take the rather classical ADT approach which
requires the notion of module interface and implementation to be strongly sep-
arated. Therefore, the definition of a module M is split into at least two files:
the interface (containing the type of M visible to all other modules) and the
implementation file (containing the source code for M).

Note that the interface file is not produced by the compiler, but must be
provided by the programmer, therefore the compilation for M fails if no interface
file for M is available. The interface file is unique for any module; on the contrary,
the implementation of a basic module M can be split in several files each of
them containing the declaration of a subset of the classes of M. Therefore, basic
modules can be structured in the same way as packages. Finally, structured
modules (i.e., those built on top of basic modules) are defined by a unique
implementation file containing the corresponding module expression.

We can adopt the same name conventions of Java packages: the notation M.C
is used for referring to a class C defined in another module M if no ambiguities
arise, it is possible to use the import directive in order to omit M.
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We specify now how the compiler for JAVAMOD is expected to behave. First
of all, the user should be able to invoke compilation on a given module M (for
instance, by mentioning the interface file or one of the implementation files of
M); the compilation fails if the interface or the implementation for M are not
available. Otherwise, the source code of M is parsed and type-checked; the com-
pilation is separate in the sense that the compilation of M can be accomplished
without any need for the source code of the modules M depends on. In most
cases, the compiler looks only for the interface files of the modules mentioned
in M, but there are cases where also a check of the existence of some binary
file is required, in order to avoid mutually recursive definition of modules whose
semantics would be undefined.

For instance, consider the following two module definitions:

module M1;
M2 rename C1 to C2;

module M2;
M1 rename C2 to Ci;

Clearly, M1 and M2 have no semantics, therefore we expect the compilation
of these two modules to fail. Indeed, in order to avoid these kinds of cycles, the
compiler must check that if module M1 is defined in terms of M2, then M2 must
be compiled prior to M1; an effective way to enforce this compilation order is to
require the presence of the binary of M2 for successfully compiling M1. Following
this approach it is not possible to successfully compile the two modules defined
above (see the type system defined in Sect[2).Note that this checking could
be performed at the source level if all sources were available, but here we are
interested in a separate compilation framework where each module can be type-
checked without looking at (and even in absence of) the code of other modules.

On the other hand, note that there are some other kinds of mutual dependen-
cies which are safe and should not been rejected by the compiler. For instance,
module interfaces can be mutually recursive, as in the following example:

interface M1,;
export

c: {M2.CmQ;}
interface M2;
export

c: {M.CcmO;}
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Basic module definitions can be mutually recursive as well:

module M1;
.éiass Cq{ ... new M2.CO...}
module M2;
.éiass Cc{ ... new M1.CO ...}

These examples are easily recognized as safe by the compiler, since in these
cases module M1 (and M2 too) does not refer to the whole module M2 (resp. M1),
but rather to a single member of its (for more details, see Sect[Z2).

If all required interface and binary files are present, then the compiler can
type-check the code of M. Finally, if the source code of M turns out to be
statically correct, then the compiler needs to check whether the definition of M
is really an implementation of the corresponding interface specified by the user
(this is formally captured by a subtyping relation between module types, see

Sect A2).

4.2 A Type System for JavaMod

The abstract syntax and the types for JAVAMOD are given in Fig[ll. For reasons
of space, we focus only on modules and omit all definitions and rules related to
the core language (see [13] 23] [T] for the definitions of type systems for subsets
of Java closely related to the core language of JAVAMOD).

MD ::= module M; ME (module declaration)
ME := M |  (module name)
CD;EJ |  (basic module)
ME; merge ME; |  (merge)
ME rename C) to C» |  (renaming)
ME show Mt (hiding)
Mt 2= Cp:Cr'¢ — ij:é;';»gj (module type)
Cr u= extends+C Cr | Ct (extended class type)
Cr == {m fi€ 7, m;(5;)7€7 C(7)'<"} (class type)
C = C|M.C (extended class name)
r u=0 (Java type)
7 ou= el (arguments type)
CD = class C ... (class declaration)

Fig. 1. Abstract syntax and types of JAVAMOD.
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A module declaration consists of a module name and a module expression.
Module expressions are inductively defined on top of module names and ba-
sic modules (which are collections of class declarations) by means of the three
operators of merge, renaming and hiding. Module declarations and expressions
coincide with those informally introduced in Sect[], except for one difference:
renaming is restricted to a single class name. However, this restriction is mini-
mal, since an expression like M rename A to B, C to D can be considered as a
syntactic abbreviation for M rename A to B rename C to D.

Module types specify two sets of imported and exported classes; the notation
C;:C7;*¢!1 denotes the map associating with each class C; the type C7; (for any
i € I), hence it is well-formed even in case of repetitions, but not when classes
are overloaded. Imported classes are associated with class types, i.e. types where
no superclass is specified (recall from Sect[] that this kind of information is
essential only for exported classes). Class types contain field names with the
corresponding types, method names with the corresponding headers (result and
arguments type) and constructor headers (class name and arguments type). On
the contrary, an extended class type is a class type which may contain also a
reference to a superclass (denoted by an extended class name); exported classes
are associated with extended class types, hence for them it is possible to derive
information about their ancestors from the module type.

As already explained, an extended class name of the form M. C'is used inside
a module M’ for referring to a class C defined in another module M. For sake
of simplicity, we do not model the import directive so classes defined in other
modules can be mentioned only by using their extended name. Finally, note that
Java types and extended class names coincide, since we have omitted interfaces.

The typing rules for module declarations and expressions are defined in Fig[2]

The first typing rule defines well-formed module declarations. The main judg-
ment I" = MD ¢ has the following meaning: the module declaration MD is
statically correct in the module environment I'. A module environment I is a
sequence of the form M;:<Mr;, K;>'! associating a module type M7; and a
compilation flag K; with each module name M; (i € I). The types Mt; corre-
spond to the interface files associated with each module M;. The compilation
flag K; is true if and only if M; has already been compiled (i.e., its binary file
is available to the compiler); as previously explained, compilation flags are used
for avoiding cycles in the module expressions (see also the comments on the typ-
ing rules below). If I' = M;: <M, Ki>i€I, then I't and I'c denote Mi:MTiiEI
and M;:K;"€!, respectively; furthermore, the expression I’y (M) denotes M if
M:Mr is in I, is undefined otherwise. An analogous notation is used for I¢.

The type-checking of M succeeds if the environment I" is well-defined (judg-
ment - I" o, defined in Fig[)), the method expression MF is well-typed (judgment
I'; M+ ME:M7'") and has a module type M7’ which is a subtype of the interface
M of M declared by the user (judgment I' = M7' Ty M7, defined in FigH).
This last requirement ensures that the declaration for M really implements its
interface specified in the environment I".
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FIo
I'sM & ME-MT'
I'-M7 Ty Mt

I'Fmodule M is ME ¢

Ir(M)=Mr

I'c(M)
;M =M:Mr Ir(M)=Mr

LME CDj:<Cj’¢Tj> vJ E/{jeJ Ir(M) = Ci:Cr:*¢" — Cz:é;'igL
I'yM & CDS7:CCri's! — Cy:C

I';M MElz(C,-:C’T,-Zell, Cp:C1pP€8 — Cy:Ct; , Cp:Cryy )
/\]'ej2 AbeBl

Ty M - ME>:(Ci:Cr€™2 Cy:C7yP5582 — Cy:Ct; 7, Cp:Cryy )
I'Cr;<C1; Vi € By UBsy

, — — (%)
I'; M + MFE; merge MEs:(Cy:Cr;'€V2 C’j:CT;EhUBQ, Cj:CT:;-EJQUBl)
(x)Vi,jehUl, C;=C; = C1; =CTj
I's M= MEMT Mt = C;:Cri*€! — ij:é;';EJ

I'; M = ME rename Cy to C; :M7[C;/Ck] ke Jl/&UJ

I'yM &= ME:MT'
I'’MEMTo
I'-M71' Ty Mt

I'+ ME show Mt:MTt

Fig. 2. Typing rules for module declarations and expressions

The following typing rules define well-formed module expressions.

The rule for module names is straightforward; note that type-checking suc-
ceeds only if M has been already compiled, so that it is not possible to type-check
mutually recursive module expressions, as already explained in Sect [Tl

The typing rule for basic module depends on the core level judgment I'; M +
CD:<C,Ct> used for typing class declarations, which is not defined here but
assumed to correspond to some of the existing formalization of the Java type
system (see, e.g., [13]). For any correct class declaration CD this judgment re-
turns the name C and the extended class type of the class defined by CD with all
members, either inherited or declared in C. The environment I" and the module
name M are used for retrieving information about classes defined in other mod-
ules and in M, respectively. The side condition is only used for retrieving the
imported classes of the module. Note that the exported classes inferred by the
rule may be different from those associated with M in the module environment.

In the rule for the merge operator, the sets of indexes B; and By correspond

to the imported classes of My and Ms, respectively, which are bound in the
merge process while I; and I correspond to those which are not bound; J; and
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Jo correspond to unbound exported classes. The notation C;:Cr;*€t, CjZCTijJ
denotes disjoint union of maps, hence is well-formed only when {C; | i € I}N{C} |
j € J} = 0. The rule can be instantiated under the implicit side conditions that
all disjoint unions are well-defined; for instance the way is written the resulting
type of the expression MFE; merge MFE; ensures that exported classes do not
conflict. The only explicit side condition ensures that imported classes are not
overloaded in the resulting module. The third premise ensures that for each
class which is bound the exported type matches the imported type (judgment
I'+ Cr; < Cr; defined in FigH).

The side conditions for the renaming operator ensure that only exported
classes can be renamed and that the renaming is bijective. The notation
M7[C;/Cy] denotes the type obtained by renaming Cy by C; in M.

The rule for hiding is straightforward (see Figldl for the definition of the
subtyping relation Cjy).

Fig[3l contains the rules for well-defined environments and types.

A module environment M;:<MT;, K;>"€! is well-defined if for every 1 € I,
the module type M 7; is well-defined in the same environment (recall that module
types can be mutually dependent) and in the module M, if module names are
not overloaded (first side condition) and there are no cycles in the inheritance
hierarchy involving classes belonging to different modules (the straightforward
definition of the auxiliary function noCycles has been omitted).

A module type M7 is well-defined in a module environment I" and in a
module M (I'; M b Mt o) if (first and second hypothesis) the (extended) class
type of every imported/exported class C is well-defined in the same environ-
ment and module and in the class C' (needed for checking the correctness of
constructor headers), if imported and exported classes are disjoint (first side-
condition) and imported/exported class names are not overloaded (second and
third side-condition).

An extended class type Cr is well-defined in a module environment I', a
module M and a class C (I'; M; C'+ Ct o), if its corresponding extended class
name is well-defined in the same environment and module (first hypothesis) and
if its corresponding class type is well-defined in the same environment, module
and class (second hypothesis). Note that for sake of simplicity, the extended class
name of the ancestor class can only denote either an exported class of another
module or an imported class of M (see the side-conditions and the comments
below on well-defined extended class names); this corresponds to maintain only
the minimal information needed for avoiding cycles in the inheritance graph
(recall the considerations in SectB]).

A class type C7 is well-defined in a module environment ", a module M and
a class C (I'; M; CF Cr ¢), if fields and methods are not overloaded] (first and
second side conditions) and if all the types and arguments types mentioned in
C't are well-defined in the same environment and module and w.r.t. all classes
imported/exported in M (first and second hypothesis).

" For simplicity we avoid method overloading of Java.
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Mpy<Mri, K>, My - M7, o Yiel Yijel Mi=M; = Mr;i=M7; K;=K;
F Mg<Mri, K;i>€1 o noCycles(M;:MT;*<")

IsM;Ci=Cry o Viel

— el jedJ
MGk Cry o Vjed G NG =0

— —c7 Vi,jel C;=C; = Cr;=CTj
I''M b Ci:Cri€' — C:C1; 7 ¢ Vi,jeJ C;=C; = Cri=Crj

I;M;FCo '
I M;CkCr o (M) = Ci:Crii€! — ;.0
I'; M; CF extends+C Cro (C=MC,VC=Cy) = kel
M7 o YVieIUJ er ——jeJ
IMET o Vie JUL I'r(M) = Ci:Cri"™™" — C;:07;

M- o opiel . (7.)i€d leL ) J
s M; Ok {r fiS5 75 my(75)7€7 C(R)'€h} o Vi,jeJmi=m; = i=7j

_ Ir(M)=CpCri — szé;_;eJ
F;Ml_CkO kelulJ
_ Dr(M)=CiOriE szé;_,]jeJ

M #M
—~jeJ
F'M’I—M.Cko FT(M)=6—>C]'ZCTJ‘
' keJ

I'sMbt; o Vjed
F;MPTJE‘]O

Fig. 3. Well-defined environments and types

An extended class name C is well-defined in a class environment I" and a
module M, if C refers either to one of the classes in C:S/Y/ (either using the
plain name, in the first rule, or prefixing the name of M, in the second rule)
or to an exported class of another module which has no imported classes (third
rule).

The typing rule for arguments types is straightforward.

Finally, Fig Hlcontains the rules defining the matching and the subtyping rela-
tion between (extended) class types and the subtyping relation between module
types.

As already stated, in our approach matching is exact (first two rules); note
that the extended class name in extended class types is simply ignored.

Subtyping on module types and on (extended) class types are clearly struc-
tural.
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The rule for module types allows both width and depth subtyping: in a sub-
type there can be more exported classes and less imported classes w.r.t. the
supertype (width subtyping), whereas the types of the exported classes already
present in the supertype can be refined and the types of the imported classes
already present in the supertype can be less specific (depth subtyping). Note the
contravariance between imported and exported classes.

The rule for extended class types expresses the fact that the information
about the ancestor class cannot be forgotten via subsumption.

The rule for class types allows width but not depth subtyping: in a subtype
there can be some additional field/method/constructor, but the types of the
members already present in the supertype cannot change.

I'FCracCr
I'F extends+C Cr <1 C1’

Ir-Cr<Cr

I'-CriCeCriViel
I'-Cr;CoCryYjed Icr

. —~jeJ eI’ ——Jj€J’ !
T+ Ci:CTiZEI N CJCT; EM C’L:CT;lel — Cj:CT,; J g J

I'CrCe CT
I+ extends+C CT Co extends+C C7/

I'cI
(= Vi€ (=)€L icl’ —Njed ((=NieL! J
IEAm fi¥7 7 my(7)7€7 C()'er} Eo {m fi7 7 my(7)7€7 C(R)' <"}y o,

Fig. 4. Matching and subtyping relations

5 Related Work

In this section we discuss other existing proposals for defining module systems on
top of object-oriented languages and, more in general, other approaches which
tackle the problems mentioned in Sect[l which arise when extending imported
superclasses.

As mentioned in the Introduction, there are no attempts, for what we know,
at integrating a true module system with Java, apart from the simple exten-
sion of the package system proposed in [6]. There are, however, some proposals
of languages including both modules and classes; at our knowledge, these are
MzScHEME [19], OCAML [29] and MOBY [17]. In MZSCHEME the module lan-
guage provides basic modules (called units) and operators which are similar to
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those of CMS, in particular allowing mutual recursion; however the core lan-
guage is an object-oriented extension of Scheme, that is, an untyped language.
In OCAML and MOBY classes are integrated with an ML-like module system:;
in other words, the module language is a small applicative language, where the
unique module combinator is function application. Moreover, both support struc-
tural object type (that is, an object type is essentially a record of typed fields
and methods, and there is some fixed rule to determine when a type is a subtype
of another), following the long tradition in theoretical object calculi.

We analyze now how the above mentioned proposals and others tackle the
problems mentioned Sect[3] which arise when extending imported superclasses.

We briefly recall the main issues. As mentioned there, in order to get a cor-
rect instantiation of a mixin (a class which extends an imported class) on a given
superclass, it is not enough to require this superclass to provide all the compo-
nents specified in the mixin. Indeed, extra-components of the superclass could
interfere with components defined in the mixin. The most typical situation of
interference is when the superclass has some extra-method with the same name
and type of some method in the mixin, leading to unexpected overriding. How-
ever, other similar situations can arise depending on the language; for instance
in Java unexpected hiding of fields and static components and unexpected over-
loading (see [1] for a solution tailored to Java). In all these cases, one has to
decide whether the unexpected interference has to be accepted or rejected.

There are basically two approaches to solve this problem.

The first possibility consists in requiring the matching between the expected
superclass type in the mixin and the actual type of the superclass to be exact.
In this case, extra-components in the superclass have to be either implicitly or
explicitly hidden. This approach has the advantage of keeping simpler the type
system; the semantics is intuitively clear, even though its formalization requires
some care (see the definition of method look-up in [A]).

The second possibility consists in allowing extra-components, checking at in-
stantiation time that there are no interferences. This approach requires a more
involved type system: in particular we need more type information in module
interfaces (for each imported class the types of all its subclasses inside the mod-
ule), and a mechanism for type propagation, since the type of a subclass of an
imported class depends on the type of the actual superclass.

In MzSCHEME, the core language is untyped, so the problem simply does
not arise. The solution of both OCAML and MOBY follows the first approach
mentioned above, as this paper does, in the sense that extra-components of the
superclass are hidden.

In OCAML the solution is even more restrictive in the sense that there is no
way of hiding public methods.

In MOBY, hiding is implicit: application of a parametric module requires that,
in the argument, the type of each class is a structural subtype of the expected
type, and extra-methods are not part of the resulting type. In dynamic semantics,
the fact that method look-up must take into account hiding of inherited methods

& In [18] both structural and named types are considered.
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can be achieved by adding in run-time configurations the information on the
static type of the receiver in method calls, as we do in [5], and splitting the
association from method names to method bodies in two parts (a dictionary and
a method suite).

The above discussed proposals, and this paper as well, all focus on con-
structing a flexible module system on top of an object-oriented language, with-
out changing the underlying core level. In particular, mixin classes are obtained
indirectly as classes whose superclass is an imported class.

Other proposals, on the contrary, add mixin classes as a new construct at
the core level.

In [1], an extension of Java with mixin classes is proposed, called Jam (to-
gether with an implementation by translation in pure Java). The language has
been designed with the main objective in mind to obtain, rather than a new
theoretical language, a working and smooth extension of Java.

The interference problems are solved by the second kind of approach. In par-
ticular, interferences which would produce an ill-formed Java class are forbidden
at instantiation time (for instance, methods with the same name and arguments
type but different return type or incompatible throws clause).

An analogous solution, in the context of an object calculus, is taken in [7].

In [20], the authors describe MIXEDJAVA, a language with a Java-like syntax
where it is only possible to declare either mixins or interfaces, while usual classes
are seen as particular mixins which define all the components. In MIXEDJAVA,
there are two kinds of mixins, atomic and compound. The declaration of an
atomic mixin is of the form mixin M extends I { ... } , where I is an inter-
face which specifies the expected superclass type. Instantiation of a mixin on a
superclass is generalized to mixin composition. Overriding takes place only for
the methods which are explicitly mentioned in the interface I. Other methods in
P are neither overridden, nor hidden. The dynamic semantics in this case (that
is, if there is a method m in P not mentioned in I which has the same name of
a method in M) is rather complex: invocations in either M or P always refer to
the corresponding definition in M and P, respectively, while invocations in clients
are ambiguous and must be disambiguated by the programmer by an explicit
casting.

Finally, we mention another proposal, [11], which tackles the interference
problem at the level of objects, rather than classes, that is, in a delegation
context.

6 Conclusion

We have presented JAVAMOD, a true module language constructed on top of
Java-like classes, which allows to express, without enriching the syntax of the
core level (that is, keeping pure Java as core language), a variety of constructs,
including generic types, mixin classes and mutually recursive class definitions
split in independent modules.
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As already stated, the work presented in this paper solves one important
part of the problem of integrating a rich module system with the Java language
that is, the design of a typed module system which safely fits in the Java type
system. Much remains to be investigated on the side of implementation/and or
getting a realistic extension of Java. The simple reduction semantics we have
provided for JAvAMoD [B] allows to obtain, starting from an arbitrary module
expression, a basic module where classes are written in an enriched Java language
(allowing class type annotations for the superclass in extends clauses) for which
we have defined a simple model of execution. This theoretical result could directly
lead to a direction for implementation. A much more difficult and interesting
problem is that of providing an implementation actually constructed on top of
Java. This last topic has not been properly investigated yet, however we have
already discovered interesting implementation directions. For instance, the use of
symbolic links (as supported in Unix, for instance) seems to be a promising (even
though platform dependent) approach for implementing the merge operator; by
modifying the system class loader this technics should work in principle also
for the renaming operator. On the contrary, a correct implementation of the
show operator seems to be more challenging, as correctly highlighted by the
model defined in [5]. Finally, an extension of Java should also deal with many
features which have not been considered here for simplicity, like abstract classes
and interfaces, exceptions, overloading, static methods and fields and access
modifiers. However, most of these features seem to be orthogonal to the main
issues in designing the module type system tackled in this paper, hence should
just imply more complexity, but no significant new problems; the most delicate
point are those features which would be in a sense totally or partly redundant in
presence of a true module system, like interfaces, visibility levels and packages,
hence could be eliminated in JAVAMOD but still considered in order to get full
compatibility with pure Java code.

On the more theoretical side, as extensively explained in Sect.Bland Sect[H in
this paper we have developed one of the two main solutions we have in mind for
the problem of imported superclasses, that is, requiring exact matching and al-
lowing the user to hide some components of an exported class in order to achieve
this exact matching. As already stated, this solution has the advantage of keep-
ing the type system simpler, but has the drawback that extra-components of the
superclass are not part of the subclass type even when these extra-components
do not interfere. We plan to fully investigate the second main solution, that is,
the definition of a more complex type system allowing to specify in class types
for imported classes also non interference requirements, as we have already done
in Jam [I] in the easier case in which the non interference requirements involve
only one class at time.
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Abstract: The normalization of semi-formal modeling methods, such as the
UML, leads to re-visit the problem of early OO integration test planning.
Integration is often conducted under some incremental steps. Integration test
planning aims at ordering the components to be integrated and tested in
relationships with the already tested part of the system. This paper presents a
modeling of the test integration problem from a UML design, then details
existing integration strategies and proposes two integration strategies: a
deterministic one called Triskell and an original semi-random one, based on
genetic algorithms called Genetic. Strategies are compared in detail
(algorithmic cost and optimization choices) and a large part of the paper is
dedicated to an experimental comparison of each strategy on 6 real-world case
studies of various complexities (from a [$mallJtelecommunication software to
the Swing Java library). Results show that a good modeling of this optimization
problem associated with well-chosen algorithms induce a significant gain in
terms of testing effort and duration.

Key word: Software Testing, Object-Oriented Modeling, UML, Test Economics,
Test Cost, Integration Testing, Graph Algorithms, Stub Minimization.

1 Introduction

Design-for-testability aims at integrating design and testing in the same process, and
includes the problem of test planning from early design stages. In the case of object-
orientation, due to inheritance and dynamic binding, the control is no more
centralized in the main encapsulation unit, namely the class. However, the testing task
remains unchanged but must deal with the whole architecture to determine subtle
errors. The particular problem tackled to testers by OO architectures (class and
package diagrams) is the strong connectivity between their components. While
integration testing is performed to find errors in component interfaces when they
communicate with each others, the complexity of these architectures makes the
classical integration strategies useless.

To efficiently pinpoint the errors, it is preferable to avoid the [big-banglJintegration
methods [} 2]. Instead, an incremental strategy is appropriate: the more classical
integration strategies are [bottom-up[land [top-down[lones. They are based on a
graph representation of the system under integration that is assumed to be acyclic.

J. Lindskov Knudsen (Ed.): ECOOP 2001, LNCS 2072, pp. 381-401, 2001.
© Springer-Verlag Berlin Heidelberg 2001
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Bottom-up methods begin by testing leafs of the graph and then tests the upper levels
step by step, while top-down methods begin by the top level and descends in the
graph hierarchy step by step [2]. In the first case, only test drivers have to be
implemented, while the top-down also needs [stubsl]for simulating the lower non-
integrated components. These strategies are meaningless for most OO systems, where
cycles of dependencies between components often exist, as it will be shown in the
case studies. The integration problem must be re-thought for OO systems. A model
must be defined and strategies proposed to take into account the highly connected
structure of most OO designs.

This paper focuses firstly on the problem of bridging this gap between the actual
design architecture, expressed by UML class and package diagrams, and an abstract
modeling of the integration test problem (in terms of test dependence graph). Then,
we concentrate on the algorithmic problem of producing the best integration test plan
for delay-driven projects. The main difficulties for a cost/duration-efficient
integration is the minimization of the number of "stubs" to be written (cost) and the
number of steps needed to achieve the integration (duration). A stub is a dummy
simulator used to simulate the behavior of a real component not yet integrated. In the
paper, the performance of a strategy is thus related to the number of generated stubs
and the number of integration steps.

Among the many existing proposals [[4| bl P} L0} L1} [13]] that deal with this problem,
we concentrate on those of David C. Kung and al. [10] and Kuo Chung Tai & Fonda
J. Daniels [4] since they both detail effective and feasible algorithms. A large part of
the paper is thus devoted to an experimental comparison between the performances of
these approaches with respect to two original strategies (one deterministic and one
genetic based algorithm). This comparison is based on the complexity of the
algorithm, the number of stubs needed as well as the number of integration steps. Six
real-world case studies of various scales serve as the comparison benchmark. Since
the theoretical problem is NP-complete, no optimal feasible solution is existing.
However, for the chosen comparison criteria, the results reveal that the various
approaches are not equivalent and that the proposed algorithms are very promising.
This paper is organized as follows. In Section 2, the two-dimensional (effort/duration)
problem of integration testing is detailed. Section 3 opens with some definitions about
structural test dependencies and outlines the mapping from UML to a test dependence
graph (with a more complete set of modeling rules than the one presented in [12]).
Then, four algorithms to compute an integration test plan by minimization of the
number of stubs are outlined (Section 4): the Triskell and Genetic ones correspond to
the main contributions of this paper with the experimental results presented in Section
5. One of the difficulties for such comparison is to exhibit significant criteria of
cost/duration performances: our assumptions and their limitations are detailed. The
experimental comparison between the performances of each strategy is presented at
the end of the fifth section.

2 Stub Minimization and Testing Resource Allocation

Integration testing is defined here as the way in which testing is conducted to
integrate components into the system. A [¢omponent(lis a stable part of the software
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with a well-defined interface described wit e.g. a UML model: for sake of clarity, a
component will be restricted either to a class or to its specific method in the detailed
design. One of the main difficulties for a cost-efficient integration is to minimize the
number of stubs to be written. Integration testing duration also depends on the number
of testing resources available for performing the integration.

The problem of integration planning is a two dimensional one. One dimension of the
problem is the allocation of the available testing resources (or testers) to the
integration tasks, the second dimension concerns the minimization of the effort to
create the stubs. For sake of clarity, we consider in this paper that the number of stubs
to be created is a good indicator of the testing effort: we just mention that the nature
of the stub and its complexity could be taken into account by ad-hoc adaptations of
the presented algorithms. To deal with this two-dimensional problem, each strategy
focus on one of these aspects first (both dimensions are NP-complete). Depending on
the analysis of the problem, the integration strategies may either be allocation-first or
stub-minimization-first guided.

2.1 Stub Minimization

Let us to define what is a stub: if a component C; uses one or more service(s) of

another component C,, we say C; "depends' on C,. During the incremental

integration process, when C; is integrated, if C, has not already been integrated, we
have to simulate the services of C2. Such a simulator is usually called a "stub".

In this paper, we model two types of stubs: specific stubs and realistic ones (see

Figure 1).

— A specific stub simulates the services for the use of a given client only. This
kind of stub forces the caller component to used a predefined calling
sequences since the stub provides "canned" outcomes for its processing. In
that case, the stub is specific to a particular caller component, and as many
specific stubs have to be created as they are caller components.

— A realistic stub simulates all services that the original class can provide. In
that case, the stub works whatever the caller component is using it.

Note that realistic stubs can be obsolete (but reliable) implementations of stubbed
components (see [Figure 1)) as well as an available library that would be replaced by a
dedicated component later.
A stub is not a real component and will not be used in the final product. Thus, we
have to minimize the effort to create stubs. In particular, if we assume that every stub
requires the same effort to be created, then the minimization of stub creation effort is
synonymous with the minimization of the stub number. This assumption could be
easily relaxed by associating complexity values to stubs, corresponding to their
creation effort. No stub is needed when the dependencies between components in the
system generate no cycles: integration strategies will thus differ mainly by the way
they detect cycles and the criterion used to break them.
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Test-dependent on Service simulation
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Specific stub

Figure 1. Realistic/specific stubs

2.2 Testing Resource Allocation

Let us define a "tester” as a testing team of a given fixed size. It represents a given
unit of testing effort that can be allocated to a testing task. Let us make the following
assumption to help presenting the test repartition strategy: a [tester[Ineeds one time
unit or [§tep ” to integrate a component to the system and test it. This notion of step
can easily be adapted by giving a weight to each component corresponding to its
estimated testability. In terms of time measurement, the integration is a discrete
process and not a continuous one: that is the reason why step notion is close to the
real integration activity. However, the mapping of a [stepl] into a real-time
measurement is not studied here since we only try to capture the following
information: being given a system, which strategy requires the less time for achieving
integration?

By another way, the question of testing resources allocation is: being given n testers,
what is the best way to allocate integration testing tasks to minimize the number of
steps of the integration?

Both problems, testing resource allocation and stub minimization, always go together.
When we allocate a component to a [tester[] the tester may have to create a stub,
especially in the object-oriented paradigm where components can depend, directly or
indirectly, on each other and vice-versa. Depending on the analysis of the problem,
the integration strategies may either be allocation-first guided or stub-minimization-
first guided. In the literature, David C. Kung and al. [|L0]], Kuo Chung Tai and Fonda
J. Daniels [|}] proposed strategies to allocate the testing resources first but they did not
explicitly deal with the dimension of stub minimization.

The third (Triskell [[12]) and fourth (Genetic) ones correspond to our propositions. We
argue that the best way to deal with this two-dimensional problem (both dimensions
are NP-complete) is to first guide integration by minimizing stubs and then allocating
resources.
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3 From UML to Test Dependence Graph (TDG)

In this section, we recall the notion of test dependencies and its associated model
called Test Dependence Graph (TDG). This model has been introduced in [[7, [12] but
the part of model concerning regression testing is simplified here. Indeed,
implementation parts from specification/contractual ones are not distinguished in the
context of integration testing. The presented model has also been extended to capture
the polymorphic dependencies (through transitive relationships) as well as the nature
of the dependence (Aggregation, Association, Inheritance or Implementation). We
then obtain a general model on which all the published integration strategies can be
implemented: Kung's ORD model (that is also the underlying model used by Tai &
Daniels) is a particular case of the TDG. This common basis for modeling makes
comparison possible.

Definitions

—  Test Dependence Graph (TDG): 1t is a directed graph whose vertices represent
components (classes and/or included methods, depending on the detail level of
the design) and directed edges represent test dependencies. In a TDG, loops may
occur because components may be directly or indirectly test dependent from each
other.

—  Test dependence levels: Depending on the level of detail in the design, we may
define test dependencies between classes or between methods of classes (in case
of high detail level). We distinguish three levels of test dependencies:

1. Class-to-class: 1t is the dependence level that can be induced from a design
model, as soon as a stable class diagram is available. A vertex in a TDG
models a class. An edge of TDG links these vertices.

2.  Method-to-class: If a method m has an object of a class C declared in its
signature, a method-to-class dependence exists between this method and this
class. In TDG, we model this method and class by vertices. These vertices
are linked with an edge.

3. Method-to-method: This dependence can be inferred only by analyzing the
implementation body of a method. If method m; calls method m,, a method-
to-method dependence exists between these methods. In the TDG, we model
these methods by two vertices and directed edges connecting m; to m, and
all redefinitions of m, in subclasses of class containing m, (dynamic
binding).

From a UML class diagram, only class-to-class and method-to-class test dependencies

can be inferred to build a TDG. Using information available in the UML dynamic

diagrams, some method-to-method test dependencies can be inferred. If source code is
available, then all test dependencies can easily be extracted to build a TDG.

Concerning only the most general class-to-class test dependencies, the TDG can be

extracted from a design model such as a UML description of an OO system. The way

the TDG is build is a (safe) over-estimation of the actual dependencies. In the TDG,

an arrow from B to A means that [B is test dependent on ALl If it is possible, A

should be tested before B. When more detailed information is available on a system

(through a detailed model or extracted from the code) we can produce a more accurate
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TDG at the granularity of methods as explained in [12]. Since the actual strategies [
except for Triskell one [Jdo not take into account this level of detail, this part of the
model is not used for comparison

Three main rules are used to map the UML model into a TDG as presented in Figure

). Being given two components: A and B:

— If B inherits (derives from) A, A is test-dependent on B by an inheritance
dependence. The edge that connects vertex A to vertex B is labeled [1[]in the
TDG.

— If A is a composite (an aggregate) of B, A is test-dependent on B by an
aggregation dependence. The A to B edge is labeled [Ag[lin the TDG.

— If A is associated or depends on B, A is test-dependent on B by an association
dependence. The A to B edge is labeled [As[in the TDG.

Inheritance Composition Aggregation
with or without with or without
navigability navigability

== 5
A A ! Ds

XB||x0:B

Association  Dependency
with or without
navigability

Figure 2. UML to TDG: Class-to-class edges: Main transformations

To deal with polymorphism dependencies (the rules (a) and (b) in the left part of
Figure 3), we choose to add extra edges to the TDG. If a component A is test-
dependent on a component B by an aggregation dependence or by an association
dependence, A is test-dependent by an aggregation dependence or by an association
dependence (respectively) on all components derived from B.

In the right part of [Figure 3| we take into account abstract components and interface
ones that cannot be instantiated. In the figure, rules (c) and (d) must be applied first,
and then the third rule (e) for deleting the vertex corresponding to the abstract class B.
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Figure 3. Polymorphic and abstract classes transformations rules

4 Integration Strategies

In this section, we present three deterministic strategies (Kungls, Tai-DanielsJand

Triskell) and one semi-random strategy based on genetic algorithms (Genetic by Akif

Kamel). All solutions presented here are based on a TDG. If a set of components is

included into a cycle of dependencies, we say these components belong to the same

Strongly Connected Component or SCC. The main difference between the various

strategies lies in the way that cycles are detected and then broken.

To illustrate these strategies, we use a small example of TDG (see |[Figure 4). The

outcome of each strategy will be presented step by step. Even if some algorithms may

appear complex and not intuitive, we choose to detail the application of each strategy

precisely on this small example to make the experiments repeatable and the paper

self-contained.

Several points have to be noticed:

— Each strategy is presented in three parts, (i) a stub choice step, (ii) a resource
allocation step and (iii) its illustration with the TDG of Figure 4

— Since a stub is a dummy component, when a component A needs a stub for a
component B during its integration, the integration will not be achieved until the
component A has been tested with the real component B. In the result of our
example, we underline this step of testing with the real component B by putting it
in (parenthesis).
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P As As
A B » C
A
I As Ag Ag Ag
As
As As l
D » E » F
A As T
Ag Ag As I
As
G H

Figure 4. An example of TDG

— The result of an integration test strategy is a partial order tree, each vertex
representing a component. For sake of conciseness, this partial order tree has
been flattened as follows: when a choice between equivalent vertices is done, we
use the ASCII code order of the vertex labels. For example, between vertices C
and E, we will firstly choose C (topological sort).

— Stubs are needed because of the existing SCCs. Each strategy applies a proper
criterion to remove some edges and break the SCC. Any successor from a
removed edge is stubbed. Dotted arrows represent such edges and gray
background boxes represent stubs

4.1 Kung and al.’s Strategy [|L0]

To choose a stub, Kung argues that an association relationship always exists inside a

cycle and this kind of relationship is the weakest of three kinds: Inheritance,

Aggregation and Association. To break a cycle, one of its association relationships is

removed. The testing resource allocation procedure is based on the Lheight!| of

vertices in the TDG, i.e. the maximum number of vertices included in paths from the

considered vertex to a leaf vertex. Then a leaf vertex has a height value of 1.

Although Kung gives a way to choose a stub, the problem of stub minimization is not

explicitly taken into account since the strategy is first allocation-guided. This

algorithm is illustrated in [Figure 5

(i) Stub choice:

—  Search all SCCs using transitive closure.

—  Assign a height for each SCC. This height is called "major level".

— For each SCC, recursively remove association edges until there are no more
cycles.

—  Successors of removed association edges are stubbed. They are specific stubs.
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(ii) Resource allocation:

—  Without taking into account the edges removed in step 1, a height value called
"minor level" is assigned to each vertex of each SCC. This value allows defining
a partial order into a SCC.

— The vertices allocation is based on the [pair (major level, minor level)] that
defines a partial order:

smaller: (x1,y1) < (X2, ¥2) © (X1 <X2) V(X1 = X2 A Y1 < Y2)

—  The vertex with smaller pair (major level, minor level) will be allocated earlier. If

two vertices have a same pair (major level, minor level), choose any one to stub.

2
A A
A 1€ > B 1 —> 1
A i A\ A
1 As- ! Ag 1 Ag Ag
' + ‘ As |
: A A
| b TP E 4 TP R 2

Ag Ag As I

Figure 5. Kung and al.[s strategy

(iii) Illustration:

Table 1land 2 present the application of Kung and al.[s strategy on the TDG of [Figure
2. Table 1 underlines the SCC order and corresponding stub choice: the strategy
requires 4 specific stubs (dotted arrows) and 3 realistic stubs (gray background
boxes).

Table 1. The SCC and the edges to remove

SCC Major Level Edge to remove

A 1 %)
{BDEFH} 2 {BD, DE, EF, FE}

{C} 1 %)

{G} 3 %)

Table 2|shows the pairs (major level, minor level) of all vertices in |Figure 4| and their
integration order. The order in parenthesis concerns the re-allocation step: stub
replacement by the real component for final integration and testing. The number of
integration steps is 11 (the maximum order).
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Table 2. Major level, minor level and integration order
Vertex | Major | Minor | Integration | Vertex | Major | Minor | Integration

level | Level order Level | level order

A 1 1 1 E 2 4 8

B 2 1 3,(5) F 2 2 6, (10)

C 1 1 2 G 3 1 11

D 2 1 4, (9) H 2 3 7

4.2 Tai-Daniels’ Strategy [4]

To choose a stub, Tai and Daniels adapt their strategy from Kungls argument
concerning association priority in the allocation step. To break a given cycle, some
association relationships are removed. For the resource allocation procedure height of
vertices in the TDG is used to define an order. This algorithm is illustrated in |[Figure
).

As

1* major level Al B 27\ ¢l
%
I As- Ag Ag Ag
: L As
Ya As As
o vl Dz\—P E 1l > F2
major leve
. As
A Ag As I
G2 As H I
3™ major level

Figure 6. Tai-Daniels[strategy

(i) Stub choice:

Assign a height for each vertex, using a depth-first algorithm, without taking into
account the association relationships. This height is called “major level”.

All successors of association edges from smaller major level to greater major
level are stubbed.

Successors of removed association edges are stubbed. They are specific stubs.

In each major level, association edges are removed if they are in a cycle and their
successor is a stub.

If there is still a cycle, a weight is assigned to each edge of this cycle. The weight
of edge [ellis calculated:

weight (e) = (number of existing edges, incoming to predecessor of e, from other
vertices in the same major level with predecessor of e) +
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(number of existing edges, outgoing from successor of e, to other vertices in the
same major level with successor of e).

— Remove successively edges with respect to their priority weights until there are
no more cycles.

(ii) Resource allocation:

— Do not take into account the edges removed in the first part, assign a local height
for each component in each major level using a depth-first algorithm. This
number is called "minor level”.

— Allocate vertices according to the order given by pairs (major level, minor level).
The vertex with smaller pair (major level, minor level) will be firstly allocated. If
two vertices have same priority, choose any one to allocate first.

(iii) Mustration:
Table 3land [[able 4|present the result of Tai-Daniels's strategy applied to [Figure 4

Table 3. Major level and inter-level edges removed

Major Level | Vertices | Edge to remove
1 A,B,C BD
2 D,E,F EH
3 G,H

Tai-Daniels[strategy requires 2 specific stubs (dotted arrows) and 2 realistic stubs
(gray background boxes) for inter-level dependencies. The number of integration
steps is 11 (the maximum order).

Remarks:

The edge FD in 2™ major level participates in the cycle (D E F) and D is a stub for
upper major level (1 major level). So, to break this cycle, we remove this edge (3™
specific stubs). In 2™ major level, there is still a cycle (E F) and no E, neither F is
ready a stub. Hence, to break this cycle, we have to use the edge weight.

The weight (EF) =2 + 1 = 3, weight (FE) = 1 + 1 = 2. Between two edges, EF and
FE, weight (EF) > weight (FE) and we choose to remove the edge EF (4™ specific
stubs). The successor of this edge is stubbed. F is the 3" realistic stub.

Table 4. Major level, minor level and integration order

Vertex | Major | Minor | Integration | Vertex | Major | Minor | Integration
level level order level | level order
A 1 1 1 E 2 1 4, (8), (10)
B 1 2 3, (6) F 2 2 7
C 1 1 2 G 3 2 11
D 2 2 5 H 3 1 9
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4.3 Triskell Strategy

Triskell strategy is a two-part strategy: the first part corresponds to the stub
minimization problem while the second focus on testing resource allocation. The
method does not take into account the type of relationship between components as a
priority. To break a cycle, the vertex that participates in as many cycles as possible is
stubbed. The underlying argument is that the nature of the relationship is less
important than the effort to stub any relationship. So the algorithm is first stub-
minimization guided. The nature of the relationship (association, inheritance,
aggregation) is also taken into account only as a second priority, using Kungls
argument (association first). The testing resource allocation procedure is based on the
depth of vertices in TDG, i.e. the maximum number of vertices included in paths from
the considered vertex to a root vertex. Then a root vertex has a depth value of 1. This
algorithm is illustrated in [Figure 7

< A A
A7 > BS —>» 6
A
I As Ag Ag Ag
A
Ag Ag

G 1

Figure 7. Triskell strategy

(i) Stub choice:

— Progressively stub the vertices, which participate in as many cycles as possible,
using Tarjanls! algorithm [15)[12]]. Let vertex 2 cycles (vertex) be the function
that results in the set of cycles to which the vertex belongs. When a vertex v is
stubbed, each cycle of the vertex 2 cycles (v) set is broken and the incoming
edge of v in this cycle is removed to create a specific stub. For a given vertex,
there are as many specific stubs as the number of independent cycles traversing
this vertex.

— When two vertices belong to the same number of cycles, according to Kungls
argument, we stub the vertex which its incoming association edges belong to
more cycles than the other. In case of equality, the next criterion consists of
selecting the vertex with the lower incoming degree in the SCC. This criterion
minimizes the number of specific stubs. Finally, if needed, an arbitrary order is
taken, e.g. the vertex identifier ASCII code order
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(ii) Resource allocation:

— Do not take into account the removed edges in the first part, assign a depth for
each vertex

— Allocate vertices with priority of maximum vertex depth: bigger depth, earlier
allocation. If two vertices have the same depth, we choose the vertex with smaller
identification.

(iii) Mustration:

Table 5|shows all cycles to which each vertex belongs. The vertex E is traversed by
the maximum number of cycles. This vertex is chosen to be stubbed (1% realistic
stub). The incoming edges of E in these cycles are DE and FE. They are broken to
create 2 specific stubs. [Table € presents the depth of each vertex and its integration
order. The number of integration step is 10.

Table 5. vertex 2 cycles results
Vertex vertex_2_cycles (vertex) [vertex_2 cycles (vertex)|
A - 0
B (BDE),(BDEF), 3
(BDEHF)
C - 0
D (BDE),(BDEF), 4
(BDEHF),(DEF)
E (BDE), BDEF), BDEHF), 7
(DEF),(DEHF),(EF),(EHF)
F (BDEF),(BDEHF), 6
(DEF),(DEHF),(EF),(EHF)
G - 0
H (BDEHF),(DEHF),(EHF) 3
Table 6. Depth and Test Order
Vertex Depth Test Order | Vertex Depth Test Order

A 7 1 E 2 7
B 5 4 F 4 5,(8)
C 6 2 G 1 10
D 6 3,(D) H 3 6

4.4 Using Genetic Algorithms for Stub Minimization

Since the question of integration planning is a two-dimensional NP-complete
problem, semi-random optimization algorithms have been studied. We present here an
original application of genetic algorithms to this problem. On one hand, genetic
algorithms (GAs) [Pl [14] are applied to reduce the search space and direct it to reach a
good solution. On the other hand, they allow escaping routes out of local
optimization. They are widely used in many areas for problem optimization and are
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efficient for solving NP-complete problems. In our study we use them to search the
first dimension of integration problem, the minimization of stub number.

GAs are iterative non-deterministic algorithms, one important characteristic of these
algorithms is their generality and the ease of implementation. They require a fitness
function, a mechanism to traverse the search space (via crossover and mutation
operations) and a suitable solution representation (by individual and population).

In our strategy, the fitness function is the number of stubs, each individual is an
integration order and the population is a set of integration orders. Our strategy
consists of:

(i) Stub Choice:

Choose a maximum number of iterations.

For each SCC:

— Randomly generate some initial individuals (i.e. integration order) for the initial
population P (0).

— Compute the fitness function (stub number) for each individual in the current
population P (t).

—  Choose two individuals with the best result of the fitness function.

—  Generate P (t+1) from two chosen individuals via genetic operators: crossover
and mutation.

—  Repeat from the 2™ step to the end until the maximum number of iterations is
reached.

(ii) Resource allocation:
Similar to Triskell algorithm.

(iii) Mustration:

We use two genetic operators:

—  The mutation operator MU (x, y, individual): it exchanges the x-th element and
the y-th element of individual.

A | As B As » ¢

A A A
1 As/ Ag Ag Ag

Figure 8. The SCC
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— The crossover operator CR (x, individuall, individual2): we use the partially
mapped crossover PMX [[l4]. The new generated individual I; contains ordering
information partially determined from its parents individuall and 2. A random
cut point x is chosen in both parents, the entire right part of individual?2 is copied
in the new individual I;. If an element of the left part of individuall is not present
in I; then it is added to I;. If this element exists in I;, then its position in I; is
determined and the element from individuall corresponding to this position is
copied in I;.

Both operators use one random function to define the position cut point. The number

of iterations and the order for executing the genetic operations is also randomly

chosen. Another operation STOP (Population) chooses the best individual in

Population and stops the procedure. In case of equality, the individual which i-th

element has smaller ASCII code.

Table 7|shows a manipulation of the SCC {B D E F H} with the initial integration

orders are [( = {F E H D B} and I; = {E B D F H}. After 3 steps, we obtain the

integration order (D, B, H, F, E). We stop and the integration order for whole TDG in

Figure 4lis {A, C, D, B, H, F, (H), E, (D), (F), G}. The number of step is 11. The

number of realistic stubs is 2 (E and F) and of specific stubs is 3 (DE, HF and EF).

Table 7. Apply of Genetic Algorithm with [Figure 4
Iteration Population Stub number Genetic Result
(fitness function) operation
0 I,={FEHD B} 4 MU (1,5,1)) | L={HBDFE}
I,={EBDFH} 4

1 Iy, I 4,2 CRG3,I, ;) | L={DBHFE}

I,={HEFDB}
2 L, 15 2,2 STOP (Pyp) IL={DBHFE}

5 Case Studies

We choose to present six real-world case studies. One is from the telecommunication

field and five others are in the domain of software technology (V).

1. A Telecommunication Switching System: Switched Multimegabits Data Service
(SMDS) is a connectionless, packet-switched data transport service running on
top of connected networks such as the Broadband Integrated Service Digital
Network (B-ISDN), which is based on the Asynchronous Transfer Mode (ATM).
A detailed description of an SMDS server design and implementation (totaling
22KLOC) can be found in [12]]. The class-diagram studied here is composed of
37 classes implementing the core of the switch, with 72 connects.

2. Part of an Object-Oriented Compiler: The GNU Eiffel Compiler is a free open-
source Eiffel compiler distributed under the terms of the GNU General Public

' Al the Dbenchmark input TDGs can be downloaded from
http://www.irisa.fr/testobjets/testbenchmark
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License as published by the Free Software Foundation. It is available for a wide
range of platforms. The current distribution (available from
http://SmallEiffel.loria.fr) includes an Eiffel to C compiler, an Eiffel to Java
bytecode compiler, a documentation tool, a pretty printer and various other tools,
with their sources (all in all, around 70KLOC). Its UML class diagram is
available in MDL, PDF or Postcript format at
http://www.irisa.fr/pampa/UMLAUT/smalleiffel.[mdl|pdflps]). The total size of
this compiler is more than 300 classes but we dealt with its core only, totaling
104 classes with 140 connects.

3. InterViews graphic library: This case study is from Kunglsl article |[10]. Its size is
146 classes and 419 connects.

4. Pylon library (http://www.eiffel-forum.org/archive/arnaud/pylon.htm). It is an
Eiffel library for data structures and other basic features that can be used as a
foundation library by more ambitious or specialized Eiffel libraries. Its size is 50
classes with 133 connects.

5. Base classes of Java 2 Platform Standard Edition Version 1.3
(http://java.sun.com/j2se/1.3/docs/api/index.html). Its size is 588 connected
classes by 1935 connects.

6. Package "Swing" of Java 2 Platform Standard Edition Version 1.3
(http://java.sun.com/j2se/1.3/docs/api/index.html). Its size is 694 classes with
3819 connects.

Difficulties of the Study and Experimental Environment

Several remarks must be done to understand the scope and limitations of the study,
and provide a stable basis for replication. The validity of the experiments depends
mainly on the approximation of the cost of stubs construction. Ideally, the strategies
should be compared not only in terms of stub number, but also in terms of stub
complexity. Kungls classical approach argues that the complexity of the stubs
depends on the nature of the stubbed relationship, since "association relation
represents the weakest coupling between the two related classes Jwhile [the other two
relations, namely, inheritance and aggregation, involve not only control coupling, but
also code dependence and data coupling" (see [10], p. 34). However, the complexity
of the integration also depends on the complexity of the functionality to be simulated,
e.g. number and complexity of methods of the stubbed class. Stubbing an inherited
Lempty[] class (e.g. containing only attributes) may be much more easier than
stubbing a provider class involving many possible complex method calls. In
contradiction with Kungls argument, the practice show that cycles may occur with
only inheritance and aggregation relationships. In conclusion, since there is no
consensual basis, we choose to consider that nothing can be decided at class level. In
the case studies, Triskell strategy mainly select association edges: 1 aggregation is
stubbed for Pylon case study, 4 aggregations for java library and 2 aggregations and
one inheritance for Swing. For the others, only association edges are selected.
Building the TDG for SMDS, Pylon and Small Eiffel cases studies was not
automated, while we have implemented a builder program to extract from the Java
and Swing libraries the dependencies. This little tool uses the introspection Java
mechanism.
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Results

We only display the detailed results for two case studies (InterViews and Swing) in
Table 8|and [Table 9 The first columns of the tables list the number of testers (from 1
to 10). The other columns list the number of steps needed to integrate all the
components for each strategy. A gray background marks the best value. In addition,
the last line of the tables gives the number of stubs we have to create to break cycles
in the TDG. This number of stubs is not dependent on the number of testers for the
presented strategies.

Based on the table results, we display in |[Figure 9 the relative efficiency (in terms of
percentage) in comparison with the result of Triskell strategy. In these figures, the (%
of step number( Jvalues correspond to the ratio of the number of steps required for the
strategy under consideration and the result of Triskell strategy.

Table 8. Results with InterViews graphic library case study

testers number | Kung | Tai-Daniels | Genetic Algorithm | Triskell
1 155 204 157 152
2 84 105 79 76
3 61 72 53 51
4 49 55 40 38
5 44 46 32 31
6 39 41 27 26
7 37 36 23 24
8 35 31 21 22
9 35 28 20 21
10 32 27 19 21
stub number 13 22 8 6
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—--—- Genefic strategy: 8stubs | | | |_ _ _ Genetic strategy: 17 stubs

Triskell's strategy: 6 stubs —--—- Triskell's strategy: 14 stubs

Figure 9. Relative results with InterViews (left) and Java Swing (right)
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Table 9. Results with Java Swing library case study

testers number | Kung | Tai-Daniels | Genetic Algorithm | Triskell
1 740 826 715 717
2 373 418 358 359
3 255 282 239 239
4 197 215 179 180
5 162 171 143 144
6 137 146 120 120
7 119 126 103 103
8 107 111 90 90
9 97 102 80 80
10 90 91 72 72
stub number 16 61 17 14

The algorithms perform quite differently over the various case studies but main trends
appear that will be discussed. [Table 10 and |Table 11| summarize the whole set of
results obtained with five testers. The first table lists the number of stubs for each case
study that was found by each strategy. The second table lists the number of steps for
five testers, depending on strategy and case study. A gray background marks the best
result in each line of the table.

Comparison of Algorithms and Comments

In [10], Kung et al. wrote that, according to their strategy, 8 stubs are required for the
InterViews graphic library. Here, we get 13 stubs since Kung(s algorithm does not
specify the order of removed association relationships in the SCC. Here, we took the
ASCII code order of the vertices. With another order we get 7 stubs, that is a better
result than Kung with the same algorithm: due to this unspecified part, the algorithm
results are not stable (in that case between 7 and 13 stubs). This remark reveals that
the chosen order is very important and highly modifies the stub minimization
efficiency.

Table 10. Stub number for each case study

Case studies Kung | Tai-Daniels | Genetic | Triskell
SMDS, 37 classes, 72 connects 11 14 13 9
SmallEiffel, 104 classes, 140 connects 4 10 6 1
InterViews, 146 classes, 419 connects 13 22 8 6
Pylon, 50 classes, 133 connects 6 9 3 3
Java, 588 classes, 1935 connects 9 55 8 7
Swing, 694 classes, 3819 connects 16 61 17 14
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Table 11. Step number for each case study (allocate for five testers)

Case studies Kung | Tai-Daniels | Genetic | Triskell
SMDS, 37 classes, 72 connects 17 17 13 13
SmallEiffel, 104 classes, 140 connects | 29 28 23 22
InterViews, 146 classes, 419 connects | 44 46 32 31
Pylon, 50 classes, 133 connects 17 23 12 12
Java, 588 classes, 1935 connects 152 199 124 123
Swing, 694 classes, 3819 connects 162 171 143 144

Kung used a transitive closure to compute the SCCs. The complexity of this algorithm
is O(n’) with n is the number of components. It requires much more time in
comparison to other strategies that are based on depth-first algorithms: it can neither
be used in a realistic large industry project nor for small systems at a detailed level of
analysis (method level). On the contrary, Triskell is based on an adaptation of
Bourdoncle's algorithm [3]]. This algorithm itself is based on Tarjan(s algorithm [[15]]
(linear with the number of vertices). Then, the global algorithmic complexity is close
to O(n) [the pathological unrealistic graph where there are as many SCCs as they are
vertices may lead to a O(n?) complexity.

Clearly, Tai-Daniels[ strategy is the less efficient one both for stub minimization and
integration duration. The reason of this disappointing behavior can be illustrated with
the simple example given in Figure 10; the test order is (A, B, C, D, A) with one stub
(D). In Kunglsistrategy and in our approaches, no stub is needed and the best order (B,
D, A, C) is obtained. The difference between Kung and Triskell strategies is mainly
due to the fact that Kungls strategy criterion is local (association first) while Triskell
algorithm globally aims at reducing the number of stubs. We already discussed the
reason we cannot compare the complexity of stubs at a class level of detail: all
algorithms can be adapted to take into account this inherent complexity, but no
objective comparison basis would have been available in that last case.

11 1.1
A B
A
1 As Ag
2.1 2.1
C
Figure 10. With Tai and Daniels(strategy, D is stubbed to test A

The behavior of the genetic algorithm is promising, but seems to be less efficient than
the deterministic optimized Triskell algorithm. Detailed results in annex show that it
obtains sometimes a better result than Triskell. The main advantage of the Genetic
strategy is that it can more easily be adapted to take into account the complexity of
components, without extra computational cost. To conclude, Kung strategy behaves
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well but the computational cost is prohibitive for real projects. Tai-Daniels analysis of
the problem is really pertinent but the strategy results are disappointing. Triskell is
close to Kung but doesn/t make any difference between stub types for determining a
better result and Genetic fitness function should maybe be improved to be more
efficient.

As qualitative result, we may say that integration strategies are mature enough to be
really applied to large-scale projects for saving time and cost. An interesting viable,
alternative to stub minimization, consist of performing big-bang integration only on
the SCCs in all the cases in which their cardinality is small. The argument is that a
little SCC identifies a coherent set of classes that can be tested in one time (big bang).
Ideally, such a solution would let the decision of breaking a SCC to the tester. In the
best case, no stub would be needed.

The assertion that cycles very rarely occur in an OO design is an opinion that is
contradicted by all of qurs experiments: most OO systems are highly connected and
even well-written ones' include some of hard-to-test cycles. For instance, the Java
library generates about 8.000 cycles that are broken with 7 stubs. A correlated
consequence of our studies would be to pinpoint large cycles of dependencies global
to several packages (since cycles into a package are acceptable).

6 Conclusion

The paper has dealt with an important issue in testing of object-oriented systems: the
definition of a cost-effective integration testing process. The two-dimensional aspect
of the problem of integration planning has been presented (stub minimization and
testing resource allocation) as well as a model adapted to a comparison of four
possible strategies. The rules for building this model from the UML have been given
and the algorithms explained in detail. We have presented an empirical comparison of
the performance of these algorithms to compute an integration test plan. This
comparison was conducted on six real-world case studies. Both theoretical
considerations (on algorithmic complexity and stub selection criteria) and
experimental results allow us to differentiate these strategies. A lesson learnt from this
comparison is that Triskell and Kung!s strategies (the latter using Tarjan(s algorithm
to determine SCCs) are directly applicable on real industrial projects. The next
qualitative step for improving integration testing would concern criteria to distinguish
the cost of a stub. Other future work concerns on interactive strategies that combine
big-bang and incremental integration. The creation of stubs could be reduced when
the set of strongly connected classes corresponds to a well-defined subset of system
functionality that can be reasonably tested in one block.
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Abstract. Use case models are used in object-oriented analysis for capturing
and describing the functional requirements of a system. Use case models are
also used in communication between stakeholders in development projects. It is
therefore important that the use case models are constructed in such a way that
they support the development process and promote a good understanding of the
requirements among the stakeholders. Despite this, there are few guidelines on
how to construct use case models.

This paper describes an explorative study where three different sets of
guidelines were used for constructing and documenting use case models. An
experiment with 139 undergraduate students divided into 31 groups was
conducted. Each group used one out of the three sets of guidelines when
constructing a use case model from an informal requirements specification.
After completing the use case model, each student answered a questionnaire.

The results of the experiment indicate that guidelines based on templates
support the construction of use case models that are easier to understand for the
readers, than guidelines without specific details on how to document each use
case. The guidelines based on templates were also considered as the most useful
when constructing use cases. In addition to better understandability, our
experiment indicates that the guidelines based on templates result in better use
case models regarding also other quality attributes. Our results further indicate
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case.
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1 Introduction

The concept of use case modelling was introduced by Jacobson in 1992 [1]. He also
introduced a use case driven approach to software development. Since then, use case
modelling has become a popular and widely used technique for capturing and
describing the functional requirements of a software system. It is also used as a
technique for bridging the gap between descriptions that are meaningful to software
users and descriptions that contain sufficient details for modelling and constructing a
software system. A use case model has two parts, the use case diagram and the use
case descriptions. The diagram provides an overview of actors and use cases, and
their interactions. The use cases’ text details the requirements. An actor represents a
role that the user can play with regard to the system, and a use case represents an
interaction between an actor and the system.

In a use case driven software development process, the use case model is
recommended as a primary artefact and is, for example, input to design and a basis for
planning, estimation, testing and documentation. In addition, a use case model will
often be part of a contract between the development organization and the customer
regarding the functional requirements of the system to be developed. Therefore, the
quality of the use case model may have a large impact on the quality of the resulting
software system. Nevertheless, there is no commonly agreed theory on how to
construct use cases, and there are different opinions about what constitutes quality in
use case models.

UML adopts use cases but offers little advice on how to apply them. The support
for use case modelling in most UML CASE-tools is also limited. For example, they
do not support traceability from use cases to other diagrams even though it is
recommended in use case driven development.

Quality attributes of use case models and advice on how to construct them have
been proposed in the literature [1-14]. These recommendations are mostly based on
extensive experience from software projects. However, to our knowledge only the
guidelines for use case authoring developed in the CREWS project [14] have been
subject to empirical evaluation.

Use case models are frequently claimed to be easy to understand for the
stakeholders involved in a development project [1-3], and a good understanding of the
use case model is important if the use case model is to contribute successfully to the
development project. In our opinion, understandability is therefore an important
quality in use case models. Moreover, the large number of, sometimes contradictory,
guidelines for use case modelling to choose from motivate the overall objective of this
study: To empirically investigate the effect of different guidelines on the quality, in
particular understandability, of a use case model.

We conducted an experiment with 139 students divided into 31 groups. The groups
were organized in pairs; one group was the customer for a system to be developed,
while the other group was the development team. The development teams used one out
of three different sets of guidelines in the construction of a use case model for the
system. The use case models were evaluated by the authors of this paper according to a
set of quality attributes. To evaluate understandability, the students answered questions
about the functionality in the use case models. The students were also asked about how
useful they found the guidelines.
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The remainder of this paper is organized as follows. Section 2 gives an overview of
different guidelines and recommendations on use case modelling together with
suggestions for properties of quality. Section 3 describes our experiment in details.
Our results are presented in Section 4 and discussed in Section 5. Section 6 discusses
threats to the validity of the results. Ethical considerations relevant to this experiment
are discussed in Section 7. Section 8 concludes and describes future work.

2 Use Case Modelling

Use cases can be described in many ways ranging from an informal, unstructured
style to a more formal style approaching pseudocode [16]. Different organizations
construct and apply use case models differently [13]. Independently of the format and
notation, deciding a suitable level of detail is a challenge. A too fine granularity
makes the use case model difficult to grasp, while a too coarse granularity hides the
complexity [2].

Cockburn [5] recommends that the format should be chosen for each project, and
that the choice should be driven by both characteristics of the development team and
the main purpose of the use case model. The level of experience in the team, both
regarding application domain and regarding use case modelling, is a relevant factor
because little experience may require more support from the use case format. Another
relevant factor is the cohesiveness of the team since a team working closely together
can write more casual use cases than a larger, perhaps geographically dispersed team.

The future use of a use case model in a development project should also be an
important issue when determining the appropriate format. An example is applying use
case models in estimating effort for software development projects [6,17,18]. We
have conducted a case study that indicates that the format of the use case model
impacts the estimates [18].

Different formats may also support other activities differently, for example, the
ability to identify classes during design or the ability to validate and verify an
architectural decision.

There are, in our opinion, challenges at three levels when constructing a use case
model. All three levels may be improved by appropriate guidelines. In our
experiment, we test one guideline at each of the three levels, which are respectively
described in Sections 2.1, 2.2 and 2.3. Section 2.4 describes some quality attributes of
use case models.

2.1 Minor Guidelines

Actors are identified by considering who will receive information from a system and
who will provide it with information. Use cases are identified by asking what are the
main tasks of each actor. The first set of guidelines used in our experiment, called
Minor guidelines (alternative 1 in Appendix A), are based on those found in [1,6].
They describe how to identify actors and use cases, but give little direction on how to
construct them.
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We included this alternative in our experiment primarily because we wanted to
investigate how the students documented their use case models when they were not
given specific guidelines on how to do it. Another purpose was to study how a more
elaborate description of how to identify actors and use cases affected the resulting use
case models.

2.2 Template Guidelines

A template is often recommended for documenting use cases because the predefined
structure of a template forces the developer to identify and include important elements
in each use case [2]. Examples of templates can be found in [2,5,6,10,11,12]; their
most typical content is shown in Table 1. Our second set of guidelines is thus based
on templates. The Template guidelines (alternative 2 in Appendix A) include a
template for describing actors and a template for describing for use cases. These
templates are based on the templates used in [2,5,6].

Table 1. Content of templates

Property [2] [5] [6] [10] [11] [12]
Title X X X X X X
Actor(s) X X X X X
Trigger X X

Scope X

Summary X X X X
Preconditions X X X X X

Basic flow of events X X X X X
Extension points X X X X X

Alternate courses X X X X X
Post-condition X X X X

2.3 Style Guidelines

There are different recommendations on how to structure the description of the flow
of events. In [1] and [8], narrative text with alternatives and extensions is
recommended. Cockburn [5] recommends that users should warm up with narratives,
but that the final use cases should follow a predefined template, as narrative use cases
are often ambiguous and lack structure.

The guidelines described in [14] focus on the individual events in the flow of
events. The aim is to give each description of events a standard structure and thereby
make them easier to read. There seems to be an agreement on the following advice on
how to describe the flow of events and each single event:

e Each event should be numbered in order to show how the process moves forward.
e Each event should clearly show which agent is active.
e Each event should be described with a present tense verb phrase in active voice.
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e The user's vocabulary should be used.
e Repetition in the flow of events should be handled with a while, for or repeat..until
construction.

However, there is some disagreement on the following:

o Whether the flow of events should be described in one section with narrative text,
as a numbered list of events or as a list of event-response pairs.

e The handling of alternatives. In [6] and [14] an if.then construction is
recommended, while such a construct is warned against in [2].

e The use of pseudocode in the description of each event. The structure
recommended by Ben Achour et al. [14] strongly resembles pseudocode, while
Kulak and Guiney [2] claim that pseudocode is too different from the user's
language.

We have used a modified version of the guidelines described in [14], which we call
Style guidelines]| (alternative 3 in Appendix A) as the third set of guidelines in our
experiment. We have modified the guidelines slightly based on the results from the
experiment described in [15]. That experiment indicated that some of the original
guidelines were difficult to use since they were implemented by few of the
participants, and some were superfluous since all the participants, including those
who did not receive the guidelines, implemented them. We decided to use these
guidelines because they had been subject to evaluation in two former controlled
experiments and could thus be evaluated in a different context in our experiment.

2.4 Recommendations for Use Case Models

It is believed that the quality of use case models has an impact on the quality of other
documents subsequently produced in the development process. Hence, it seems
sensible to investigate which properties of a use case model contribute to its quality.
Many recommendations exist, for example, the following found in [2,8,12-14]:

The use case should be easy to read.
The descriptions should not include any assumptions of design or implementation.
The descriptions should not include interface details.

Events that are not related to the overall goal of the use case should not be
described.

The action descriptions should be complete.
e The flow structure should be correct and unambiguous.
e The terminology should be consistent.

We have used these recommendations as a basis for the attributes against which the
use case models in our experiment are evaluated.

! The original proposers of the guidelines called them guidelines for style and content. For
simplicity reasons we will denote them just Style guidelines.
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3 The Experiment

This section describes the participants in our experiment, how they were trained, the
detailed procedure of this experiment and the marking scheme. Finally, the
hypotheses are presented.

3.1 Experiment Participants

The experiment was conducted as part of a compulsory project in an undergraduate
course in software engineering with 139 students divided into 31 groups. We
conducted a survey to identify the students' background.

The students were mostly aged between 20 and 30. Out of the 139 students, 43 had
some experience from professional software development, while 9 had a lot of
experience. There were 20 students who had professional experience with
requirements engineering, 4 of them had done use case modelling. None of the
students were familiar with any of the guidelines used in this experiment.

The students with experience in either project management or the languages used
in the course (UML and Java) were evenly distributed among the groups. The other
students were randomly assigned to the groups. Making the groups as similar as
possible was important to study the effects of the guidelines.

The groups were organized in pairs with one group having the role of customer for
the system to be developed, while the other group had the role of development team.
Each group participated in two pairs, in one pair as customer for either system A or B
(see appendix B) and in the other pair as development team for the other system.
There was one exception; one group was both customer and developer for system A
because of the odd number of groups.

3.2 Training

The software engineering course consisted of lectures and seminars. The students
were divided into six seminar groups led by graduate students. Requirements
engineering was taught in a one-hour lecture; basic use case modelling was taught in
another one-hour lecture and in a one-hour seminar. The students were taught the
concepts of actors and use cases, and they were given two examples (the same two for
all groups) on how to describe use cases and their flow of events. In another one-hour
seminar, the students were taught the guidelines and examples of how to use them.

3.3 Procedure of Experiment

The first activity in the student project consisted in creating an informal requirements
specification based on the description of the system for which they were customers.
This requirements specification was then handed on to their development team. The
development teams made a detailed requirements specification including a use case
model. The groups had two weeks available for this task, and they had the opportunity
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to ask lecturers, seminar leaders and fellow students for help. It was recommended
that they should talk to their customer in order to clarify their requirements.

When the requirements specification was completed, it was made available to the
customer group. Some groups received use case models written using the same
guidelines as they had used themselves, while others received use case models written
using different guidelines.

The students then individually answered a questionnaire (shown in appendix C)
with questions about the functionality in the use case model they had made
themselves and about the functionality in the use case model they received from their
development team. The questions were constructed based on the original system
description. The questionnaire also included a question about how useful they found
the guidelines, which was answered by ticking one of the following alternatives: Very
useful, quite useful, quite useless or very useless. There were also questions about
how much time they had spent working on both the informal and the formal
specification, on communication with their development team and on reading through
the use case model from the development team. The students had previously been
asked to record effort so it should be possible for them to recapture the time used. It
was compulsory to answer the questionnaire, and it was done at times normally
scheduled for seminars. The students were given directions on how to answer the
questions, and one of the authors was available for questions when they answered the
questionnaires.

Answers to questions about functionality were used in another experiment to
evaluate differences in understandability between requirements expressed in natural
language and requirements expressed in an activity diagram [19]. In that experiment
the participants were asked to tick the correct answer to a question from a list of
possible an answers. In our experiment it was infeasible to give the participant a
predefined list of alternative answers because we did not know the actual use cases
beforehand. Instead the participants answered using free text. The questionnaire
included two blank lines after each question to give the participants an indication of
the length expected for their answers.

When answering the questionnaire, all the students had available a copy of their
own requirements specification and the one made by their development team. On
average they spent 40 minutes on these questions.

3.4 Marking Scheme

The resulting use case models were evaluated according to a list of different
properties inspired both by the recommendations on how to write use cases described
in Section 2 and by the marking schemes for flow of events suggested in [14,15].
Ben Achour et al. [14] used the following marking scheme in their experiment for
evaluating the CREWS guidelines:

e Completeness for each event, determined by counting the amount of events that
included agents, objects, communication sources and destination

e Completeness of the whole flow of events, determined by counting irrelevant
action descriptions compared with a use case made by an expert on the application
domain (a low count gave a high score)
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e Number of correctly placed variations
e Number of homonyms and synonyms (a low count gave a high score)

In our experiment there were very few missing elements in the descriptions, so we
decided not to include this aspect. Since our use case models were constructed from
different informal specifications, we did not have the opportunity to compare the
individual use cases with ideal solutions, but in our opinion there were very few
irrelevant descriptions of events. We did, however, find missing or unrealistic
descriptions, so the realism of the description of the flow of events was also
considered in our evaluation. There were significant differences in how the students
handled variations in the use cases. We have therefore counted both the number of
variations for each use case model and the number of correct placements in the flow
of events. The students used inconsistent terminology in the use case models. We
therefore also included this aspect in our evaluation.

Cox & Phalp [15] describe a replication of the experiment conducted by
Ben Achour et al. [14]. They found the original marking scheme difficult to use
because it was too detailed to give a good overall assessment of the individual use
cases. In addition to the marking scheme above, they therefore also evaluated the use
cases more subjectively according to:

Plausibility — the realism of the use case

Readability — the flow of the use case

Consistent structure — consistent terminology and use of present simple tense
Alternative flow — consideration of variations

We found all these aspects relevant and therefore included them in our evaluation. In
the two experiments described above, only single use cases were evaluated. In our
experiment, complete use case models were constructed, each containing several use
cases. Since we considered also aspects of the overall model, and because of the large
number of use cases in our experiment, we used a slightly different marking scheme,
which is based on a more overall evaluation of the use cases:

¢ Single diagram — the use case model should include one single diagram showing
all the actors and use cases.

e Actors — the correct actors were identified. Correctness was determined relative to
the informal requirements specification.

e Use cases — the correct use cases were identified. Correctness was determined
relative to the informal requirements specification as above.

e Content — the description of each use case contained the information required by
all the sets of guidelines: actor, assumptions that must be valid before the use case
starts, flow of events, variations and post-conditions.

e Level of detail — the descriptions of each event were at an appropriate level of
detail. There should be no unnecessary details about user interface or internal
design. Each event should be atomic, that is, sentences with more than two clauses
should be avoided.

e Realism — the flow of events was realistic, that is, the events follow a logical and
complete sequence, and it is clearly stated where variations can occur.

e Consistency — the use of terminology was consistent.
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Table 2. Properties supported by guidelines

Type of guideline Single Actors Use Con- Levelof Rea- Con-

diagram cases tent  detail lism  sistency
Minor guidelines X X X
Template guidelines X X
Style guidelines X X X X

Table 3. Marking scheme

Property Mark Comment

Single diagram 0-1 1 = correct, 0 = wrong
Actors 0-3 3 =all correct, 0= all wrong
Use cases 0-3 3 =all correct, 0= all wrong
Content 0-3 3 =all correct, 0= all wrong
Level of detail 0-3 3 =all correct, 0 = all wrong
Realism 0-3 3 =all correct, 0= all wrong
Consistency 0-2 2 =all correct, 0 = all wrong

The guidelines gave different support for these properties. Table 2 shows which
guidelines support which properties. Each use case model was given a mark for each
of these properties based on an overall assessment according to the marking scheme
in Table 3.

The size of the use case models is also measured. Size is measured as a vector:

< Number of actors,
number of use cases,
median number of actions in the flow of events,
median number of variations >

We believe that the number of identified actors and use cases, together with the
number of events and variations, indicate quality of the guidelines — the higher
number, the better quality.

3.5 Hypotheses

This section presents the hypotheses tested in this experiment. Our first hypothesis
(H1)) is that different guidelines for constructing use case models have different
effect on how well the use case models are understood by their readers.

H1: There is no difference in understanding when reading use case models constructed with
different guidelines.

H1,: There is a difference in understanding when reading use case models constructed with
different guidelines.

Our second hypothesis (H2;) is that the different guidelines have different effect on
the understanding of the requirements from the point of view of those who use the
guidelines to construct use case models.
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H2: There is no difference in the understanding of the requirements when using different
guidelines in the construction of use case models.

H2,: There is a difference in the understanding of the requirements when using different
guidelines in the construction of use case models.

Our third hypothesis (H3,) is that the different guidelines are of different usefulness to
those who construct the use case models.

H3,: There is no difference in the usefulness of the different guidelines when constructing
use case models.

H3;: There is a difference in the usefulness of the different guidelines when constructing use
case models.

4 Results

This section describes the results from the testing of the hypotheses. We used the non-
parametric Kruskal-Wallis test since our data sets were not normally distributed.
Results of the effect of the guidelines on other quality attributes are also presented.

4.1 Assessment of Understandability

After reading the completed questionnaires, we found that many of the questions
about the functionality were irrelevant for the use case models describing system A.
The reason was that many of them included other functionality than we had expected
from the original description (Appendix B). We therefore consider only system B in
the analysis of the answers about functionality.

The answers to the questions about functionality were compared with the
functionality actually described in the use case models in order to determine their
correctness. Each answer was given a mark of 0 (wrong answer or no answer), 1
(correct answer to a simple question or partially correct answer to a complicated
question) or 2 (correct answer to a difficult question). Questions 1, 2 and 7 for system
B (Appendix C) were classified as simple. The answers for system B could obtain a
maximum of 13 points.

An example of a partially correct answer is when question B.2, “How is the roster
made and updated, and who is responsible for it,” has the answer “unit nursing
officer.” This answers the second part of the question but not the first part. The
guidelines were compared regarding the score on correct answers for each individual
customer and individual developer.

Table 4 shows the number of students who read the use case models for system B,
distributed by the guidelines used in the construction of these models; similarly for
the use case model construction. This table also shows the minimum, median,
maximum and standard deviation of the scores on correct answers given by the
readers and constructors, respectively.
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Table 4 Descriptive statistics on the data used in the assessment of understandability

Type of  Read- Scores on reading Const- Scores on constructing
guideline ing ructing

Min  Med- Max Std Min  Med- Max Std

ian ian

Minor 14 2 6 11 2,6 13 5 8 12 2,4
guidelines
Template 26 5 9 12 2,1 25 4 9 12 2,5
guidelines
Style 27 1 8,5 13 2,9 28 2 9 13 2,7
guidelines
Total 68 66

Reading Use Case Models — Hypothesis H1. There was a significant difference in
the score on correct answers between the customers who had read use case models
constructed by developers who had used either the Template or Style guidelines
compared with those who had used the Minor guidelines (Figure 1). There was no
significant difference between the Template and Style guidelines, although the
Template guidelines were slightly better.

The level of significance (alpha-level) chosen for this test was 0.05. The p-value of
0,021 obtained from the test signifies that we can reject Hl, and that we can assume
with a 95% probability that there is a difference between the guidelines.

Guidelines N Median Ave Rank Z
Minor 14 6,000 22,2 -2,61
Template 26 9,000 40,1 1,85
Style 28 8,500 35,4 0,32
Overall 68 34,5

I
N
d
|

H = 7,58 DF
H=17,70 DF =2 P

= 0,023
0,021 (adjusted for ties)

Fig. 1. Kruskal-Wallis test on correct answers for customers who had read use case models for
system B

Half of the customers read use case models constructed using the same guidelines as
they had used themselves in the role of developers. The other half read use case
models constructed with guidelines with which they were unfamiliar. We investigated
whether there was a difference in understanding related to whether the guidelines
were familiar.

When the guidelines were familiar, there was a significant difference in favour of
the Template guidelines (Figure 2). However, the number of subjects for the Style
guidelines was much higher than for Minor or Template guidelines (24 vs. 5 and 6).
This may explain why the Style guidelines did worse than when all the customers for
System B were considered.
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Guidelines N Median Ave Rank Z
Minor 5 9,000 15,3 -0,64
Template 6 11,000 28,8 2,84
Style 24 8,000 15,9 -1,83
Overall 35 18,0

H=28,11 DF =2 P = 0,017
H=8,49 DF =2 P 0,014 (adjusted for ties)

Fig. 2. Kruskal-Wallis test on correct answers for customers who had read use case models for
system B constructed with the same guidelines as they had used themselves

When the guidelines were unfamiliar, the Style guidelines apparently did well
(Figure 3). However, this sample is very small (4), which means that we should not
draw any conclusions on the effect of the Style guidelines from this test. We repeated
the test with only the Minor and Template guidelines, and found a significant
difference (p = 0,004) in favour of the Template guidelines.

Guidelines N Median Ave Rank Z
Minor 9 6,000 8,2 -3,19
Template 20 8,000 18,7 1,25
Style 4 11,000 28,3 2,48
Overall 33 17,0

H = 13,45 DF = 2
H=13,73 DF = 2

= 0,001
0,001 (adjusted for ties)

W
]

* NOTE * One or more small samples

Fig. 3. Kruskal-Wallis test on correct answers for customers who had read use case models for
system B constructed with different guidelines than they had used themselves

Understanding Requirements — Hypothesis H2. There were no significant
differences between the guidelines when we compared the scores of the developers on
the questions about functionality in the use case models they had constructed
themselves (Figure 4). This indicates that the understanding of the requirements
among those who had developed a use case model, depends primarily on other factors
than the guidelines used when they constructed the use case model. The p-value of
0,835 obtained from the test indicates that we cannot reject H2,.
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Guidelines N Median Ave Rank Z
Minor 13 8,000 31,0 -0,53
Template 25 9,000 33,4 -0.04
Style 28 9,000 34,8 0,47
Overall 66 18,0

H=0,35 DF =2 P = 0,838
H=0,36 DF =2 P 0,835 (adjusted for ties)

Fig. 4. Kruskal-Wallis test on correct answers for developers who had constructed use case
models for System B

4.2 Assessment of Usefulness — Hypothesis H3

The questionnaire given to the students also included a question about how useful
they found the guidelines. This question was answered by ticking one of four
alternatives and each alternative was given a mark: very useful = 3, quite useful =2,
quite useless =1 and very useless = 0. This question was equally relevant to both
system A and B. All the questionnaires were therefore included in this analysis. This
gave a total of 138 subjects (one of the students did not answered this question).

The p-value of 0,113 obtained from this test gives a weak indication that the
Template guidelines were found most useful. We repeated the test with only the
Minor and Template guidelines, and found a significant difference in favour of the
Template guidelines (p=0,039). This indicates that we can reject H3,.

Guidelines N Median Ave Rank Z
Minor 33 2,000 61,7 -1,29
Template 44 2,000 77,8 1,68
Style 61 2,000 67,7 -0,46
Overall 138 69,5

H=23,31 DF =2 P = 0,191
H=4,37 DF =2 P 0,113 (adjusted for ties)

Fig. 5. Kruskal-Wallis test for developers on how useful they found the guidelines they had
used

4.3 Assessment of Quality

The use case models constructed by the students in our experiment were evaluated
according to the marking scheme described in Table 3, Section 3.4. Table 5 shows
that use case models constructed using the Template guidelines obtained the highest
overall score on the quality attributes. The developers using the Minor guidelines
were best at understanding that they should make one single diagram, and they did
better than those using the Style guidelines on identifying the correct actors and use
cases. The use case models constructed using the Style guidelines obtained the highest
score on consistency, that is, consistent use of terminology, and they did quite well on
level of detail and realism.
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Table 5. Average score on the properties of quality

Type of Single Actors Use Content Level Real Consist Sum
guideline diagram cases of det. ism ency

Minor Best Mid Mid Worst Worst  Worst  Mid Worst
guidelines  (0,9) (2,3) 2,1) (1,1 a7 @7 (1,7) (11,3)
Template Mid Best Best Best Best Best Mid Best
guidelines  (0,8) (2,6) 2,5 2,5) 22 24 1,7 (14,6)
Style Worst Worst  Worst  Mid Mid Mid Best Mid
guidelines  (0,6) (2,2) (1,8) 1,7) (1,9 (2,0 (1,8) (12,0)

Table 6 shows the size of the use case models constructed using the different
guidelines. The fields of the size vector contain the median value (see Section 3.4).
The use case models constructed using the Minor guidelines included on average the
largest number of actors and use cases, but the lowest number of events in each use
case. Only one of the use case models constructed with these guidelines included
variations. The use of the Template and Style guidelines resulted in use case models
of approximately equal size. However, the use case models constructed with the Style
guidelines had slightly more use cases, while those constructed with the Template
guidelines included more variations.

Table 7 shows some typical mistakes committed by the subjects in this experiment
related to each of the quality attributes.

Table 6. Median size for the use case models

Type of guideline Size

Minor guidelines <3,8,2,0>
Template guidelines <2,5,5,2>
Style guidelines <2,6,5,1>

Table 7. Typical mistakes in the use case models

Property Typical mistake(s)
Single — Splitting the use case model into several diagrams, one diagram for each
diagram single use case.
Actors — Omitting external systems.
— Including several actors who have exactly the same goals when using the
system and who should therefore have been a single actor.
Use cases  — Including auxiliary functions that were not part of the requirements,
overlooking use cases.
— Splitting events relating to the same goal on several use cases.
Content — Onmitting assumptions or result.
Level of — Describing what happens inside the system or the user interface.
detail — Giving a brief and too incomplete description.
Realism — Including common functionality in several use cases when it should have

been separated out as a use case on its own.
Omitting variation or neglecting to state where in the flow of events they
can occur.

Consistency — Using different words for the same entity.
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5 Discussion

This section discusses how the different guidelines affected the understandability and
quality in our experiment.

5.1 Minor Guidelines

The Minor guidelines contained the most elaborate description of how to identify
actors and use cases. The use case models constructed using these guidelines
included, on average, the largest number of actors and use cases. However, they did
not receive the highest score on correct actors and use cases, which indicates that
some of their actors and use cases were superfluous. These guidelines also received
the lowest overall score on the quality attributes. In our opinion, this indicates that
these guidelines gave insufficient support on how to document actors and use cases,
because good support for documenting use cases would have helped remove the
superfluous actors and use cases.

The groups who used the Minor guidelines seemed to have more problems
following the guidelines than the other groups. The use case models constructed using
these guidelines did significantly worse on understandability than the use case models
constructed with the other guidelines. We believe the reason was that these use cases
lacked a coherent structure. The students participating in this experiment also found
these guidelines the least useful.

5.2 Template Guidelines

The results in Section 4.1 indicate that use case models constructed using the
Template or Style guidelines are easier to understand than use case models
constructed using the Minor guidelines. The tests on the scores on correct answers
from the customers also give a weak indication that the Template guidelines are better
than the Style guidelines. We believe that the structure imposed by the Template
guidelines makes it easier to find information in these use case models.

The Template guidelines also did better than the other guidelines regarding
different quality attributes of the use case models. In our opinion, this may indicate a
relationship between those attributes and the understandability. For example, the
groups that followed the Template guidelines handled variations better than the other
groups. This is an important aspect since the basic flow of events is often well known,
but the alternatives to the basic flow are often not thought of.

These groups followed the guidelines most closely, which indicates that the
guidelines are easy to use. The Template guidelines were also considered significantly
more useful than the Minor guidelines and slightly more useful than the Style
guidelines. We believe that these differences may be due to the templates being easier
to understand and apply because it is made explicit what information should be
inserted. In our opinion, the support from a template may be particularly important in
an environment where the developers have little experience with the application
domain and therefore need to work a lot on the requirements to develop a good
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understanding. We also believe that the template is particularly useful for developers
who have little experience with use case modelling.

5.3 Style Guidelines

Two experiments have previously been conducted to evaluate the Style guidelines
regarding how they contribute to completeness, correctness and consistency in the use
cases [14,15]. The results from the first experiment showed that the guidelines were
usable and helpful in improving the use cases regarding those properties. (These
guidelines were proposed by the same research group that conducted the experiment.)
However, these results were not confirmed when the experiment was replicated [15],
but both agree that the guidelines should be considered when authoring use cases.

In our experiment, the Style guidelines did almost as well as the Template
guidelines when the understanding of the readers was compared, and they did better
than the Minor guidelines on both quality attributes and usefulness. Hence, it appears
that the Style guidelines did better in our experiment than in the experiment reported
n [15]. This may be due to a different marking scheme or because the participants in
our experiment had more time to thoroughly understand and apply the guidelines. We
do not believe that the modifications we made to the original Style guidelines
invalidate a comparison, because the changes we made consisted in removing parts of
the guidelines that were not applied by the subjects in that experiment. In our opinion,
this indicates that Style guidelines may successfully supplement Template guidelines.

6 Threats to Validity

This study is exploratory in the sense that we do not know any other studies where
different guidelines on use case modelling have been compared. We would call it a
semi-controlled experiment because it was done as part of a course, and thus we had
not full control over all parts of the study. For example, we could not control the
informal specifications from which the groups constructed the use case models.
Moreover, we do not know in details how the students worked when constructing the
use case models.

Determining how to analyze the results was a challenge, in particular regarding
correctness of the answers to the questionnaires and the different attributes of the use
case models. On the other hand, we believe that the organization in customer and
developer groups contributed to a realistic setting. The next sections describe factors
that we believe may have influenced our results.

6.1 Students as Subjects

Our experiment was conducted with students as subjects. It is therefore uncertain to
what extent our results can be generalized to an industrial setting. However, many of
the students in this experiment were experienced software developers who work part-
time or previously worked in industry. Out of 139 students, 43 answered that they had
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some relevant experience, 9 answered that they had a lot of experience. In our
opinion, a large percentage of the students may therefore be comparable to
professional software developers with up to two years experience.

Use case modelling is a relatively new technique; many organizations are currently
starting to use it. Hence, it is not uncommon that developers have none or only a little
experience with use case modelling. So, typical professionals may not have much
more experience with use case modelling per se than our students, but on the other
hand, our students are less experienced with requirements and with modelling in
general than are professionals.

Host et al. [20] compared the results from students and professional software
developers in a study on factors affecting the lead-time of software development
projects. They did not find significant differences between the answers from the
students and the professionals, even though knowledge of factors affecting lead-time
appears to depend on experience from software development projects.

To overcome the difficulties of using students as subjects, we plan to carry out a
similar experiment with 20 professionals as subjects in a four-hour experiment. The
explorative nature of this study was an important reason why we chose to conduct an
experiment with students as subjects even though they may not be fully compatible
with professional developers. Therefore, we found it necessary to test our
experimental design on students and perhaps ecliminate some hypotheses before
conducting an experiment with professionals, as recommended by Tichy [21].

6.2 Complexity of the Task

The use case models constructed in our experiment were smaller than most use case
models describing real systems. Therefore, we do not know if our results are
applicable when the use case models are considerably larger. We conducted a case
study in industry on how to apply use case models in estimation [18]. One of the two
software development projects used in that case study was characterized as medium
sized. That project lasted 7 months, and the use case model consisted of 7 actors and 9
use cases, which is not substantially more than the number of actors and use cases in
the use case models in the experiment reported in this paper. However, the number of
events and variations was considerably higher than in our experiment. We therefore
believe the use case models in our experiment may be comparable to use case models
in small industrial projects.

Our guidelines did not handle secondary actors nor included and extending use
cases, and alternative flows of events were handled superficially. This may also mean
that the use case models in our experiment are not comparable to use case models for
real systems on all aspects. We used quite simple guidelines because we wanted to
limit the number of attributes of the use case models that we would have to consider.
Again, the reason for this decision was the exploratory nature of our research.
Nevertheless, we plan to conduct further studies using extended guidelines.

The differences in size among the use case models in our experiment may have
influenced the correctness of the answers about functionality. A small use case model
consisting of a small number of use cases described with few details may have made
it easy to answer the questionnaire correctly despite low quality of the use model.
Correspondingly, very detailed use case models may be time consuming to read,
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which in turn may lead to wrong answers even though they are of high quality.
Another aspect of this, is that a high quality use case model may have appeared very
convincing to the customer group, and thereby led them to believe that all their
requirements were included even if they were not.

6.3 Participants Both as Customers and Developers

The organization into customer and developers meant that the readers of the use case
models all had experience with writing use cases. This will not always be the case for
all the stakeholders in a real project. Therefore, we cannot be sure that the result
indicating that the use case models constructed using Template guidelines are the
easiest to understand, is applicable to customers who are unfamiliar with use case
modelling.

However, it is recommended that use case models should be constructed together
with their future users. To enable the future users to participate in the use case
modelling process, it is common to train them in basic use case modelling. Many
customers therefore have some knowledge of use case modelling.

6.4 Motivation

In a large course like our software engineering course, there will inevitably be
differences in motivation among the students. We observed differences in motivation
regarding answering the questionnaires since the seminars where this was done were
compulsory. The students were not used to attendance being compulsory, so some
were quite negative about that.

6.5 Dependence on Informal Specifications

The use case models were constructed from informal specifications made by the
customer groups. The informal specifications had varying quality, and there were
differences in how closely they were followed by the development team. In the cases
where the informal specification covers all the information in the use case model, the
students may have been able to answer the questionnaire correctly without having
understood the use case models. Moreover, although the students were given an
explanation of how to answer the questionnaire, some may not have understood
exactly on what they should base their answers.

6.6 Experience

Experience with use case modelling may lead to higher quality of the use case models
independently of the guidelines. Experience with the application domain might in our
experiment have affected the answers to the questionnaires as it may lead to
expectations regarding the functionality [22]. However, there were few subjects with
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application domain experience. We believe that differences in experience did not
affect the results since the students were randomly assigned to the groups.

6.7 Questionnaires

Some of the groups made specifications with functionality that was very different
from what we expected to be the outcome when we wrote the system descriptions.
This lead to some of the questions being irrelevant for some of the use case models.
The questions generally seem to have been better suited for system B than for system
A. Questions made specifically for each use case model would probably have made it
easier to determine how well the use case model was understood. This was infeasible
due to the large number of groups and that we wanted the students to fill in the
questionnaires shortly after the use case models were completed.

The correctness of the answers was determined subjectively. This may represent a
source of error, as it was not always obvious what the correct answer should be.
However, the use case models were simple and the answers given were a maximum of
two lines of text, so in most cases determining whether an answer was correct was
relatively easy.

7 Ethical Considerations

Due to the project being compulsory, the workload on the groups should be
approximately even. This meant that all the groups had to use some kind of
guidelines, and that learning and implementing them should be equally work
consuming. It should also be ensured that all the students had the opportunity to learn
equally much.

In our experiment, we attempted to achieve not too large differences between the
groups of students by not making the guidelines too different. Of course, this concern
made it more difficult to observe the different effects of the various guidelines.

The results from the experiment were presented to the students in a one-hour
lecture to give all the students a flavour of all the guidelines. As an afterthought, we
realize that this was probably insufficient to ensure that all the students learned
equally much. If such an experiment is to be repeated, we would recommend that all
the students are given exercises including all the guidelines.

The students were in the questionnaire encouraged to give feedback on how they
felt about the experiment. Most of the students were positive, for example, they
reported that they through this experiment learned more about use case modelling
than they would have done otherwise.

8 Conclusions and Future Work

We have identified three categories of guidelines for use case modelling, and we have
conducted an experiment with the aim of detecting the effects of using them. The
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results from the experiment indicate that guidelines based on templates support the
construction of use case models that are easier to understand for the readers than
guidelines without specific details on how to document use cases. The guidelines
based on templates were also considered by the participants as the most useful when
constructing use cases. Our experiment further indicates that the guidelines based on
templates result in better use case models regarding also other quality attributes.

Style guidelines focus on the documentation of the flow of events of each use case.
They appear to have contributed to some of the quality attributes. Therefore, it may be
beneficial to combine the template guidelines with style guidelines.

This study was exploratory. We will use the results as a basis for further studies
both on how to improve the ease of understanding use case models and on how they
should be used in subsequent phases of a development project. The following research
activities are planned:

e A replication of this experiment using modified versions of the guidelines
presented in this paper. The modifications will be based on the results from this
experiment and on the extensions suggested in Section 6.2. We also intend to
investigate the effects of the different guidelines on the understanding of the
groups as a whole, by letting the groups answer the questionnaires instead of the
individual participants.

o A follow-up controlled experiment similar to the one reported in this paper, but this
time in industry with professional software developers.

e A case study on the application of use case models in software development
projects in industry, in particular on how use case models can be used in estimating
software development effort.

e A field experiment on how different stakeholders in a project understand use case
models and how a reading technique may improve it [22].
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Appendix A

This appendix contains the three sets of guidelines used in this experiment.

Alternative 1 — Minor guidelines

The Use Case Model should include:

1. A use case diagram that shows actors and use cases
2. A description of each actor
3. A description of each use case

Below is a description of the process that you should follow when constructing
the use case model.

1. Start by identifying the actors

An actor is an entity that interacts with the system. Actors can be:
e A human user

e  Another system which receives services from this one

e  Another system which offers services to this one

e  Actors are external to the system

The first step in identifying actors consists in finding users, but remember that
users =/= actors:
= Identify the most important users of the system
e For whom will the system be constructed?
Who receives information from the system?
Who supplies the system with information?
Who removes information from the system?

= Identify other users
e  Which interactions will de done with other systems?
e  What external hardware is necessary?
e  Who performs administration and maintenance?

The second step consists in finding roles:

= Find out what roles the users have (roles encapsulate the way the system is
used, but remember that roles are not equivalent to users nor to job-
descriptions)

= An actor constitutes a single role
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=

2. Identify use cases and draw a use case diagram

The use cases describes what the actors wishes to do with the system, that is

the actors goals

Each goal is represented by a use case

Identify use cases by looking at

e  What are the main tasks of each actor?

e  Will the actor read/write or change some of the information in the
system?

e Should the actor inform the system about changes happening outside the
system?

e Does the actor wish to be informed about unexpected changes?

Describe each actor
Give a brief description of each actor with name and most important goals
when using the system.

Describe each use case in detail

Describe the flow of events in the use case, that is, all the steps in the
interaction between actor and system that are necessary for the actor to reach
his goal.

The description should show:

e  The actors input

e Objects (including actors) that are involved

e Assumptions that are made about the objects

e  The result of the use case
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Alternative 2 — Template guidelines

The Use Case Model should include:

1. A use case diagram that shows actors and use cases.
2. A description of each actor according to the first template below.
3. A description of each use case according to the second template below.

Template for describing an actor:

Actor <name>

Description <A short text that describes
the actor>

Examples

Template for describing a use case:

Use Case <name>

Actors <name>

Trigger

<The event which starts the use case>

Prerequisites

<Constraints that must be met for the use
case to be executed>

Post-conditions

<Conditions which are met when the use
case terminates>

Normal flow of events

<A simple, brief description of the series
of events of the most likely outcome>

Variations

<Variations on the normal flow of events,
why it is followed, and outcome>

Use Case associations

<A list of other use cases that this use
case is extended by or is used by>
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Alternative 3 — Style guidelines

The Use Case Model should include:

1. A use case diagram that shows actors and use cases.
2. A description of each actor with name and most important goals when
using the system.
3. A description of each use case which shows
e The actors input
e Objects (including actors) that are involved
e Assumptions that are made about the objects
e The result of the use case

In addition to this each use case should show the flow of events in the use case.
The flow of events consists of a number of actions, and each action should be
described so that it satisfies the guidelines below.

Style guidelines-
SG1: Write the UC normal course as a list of discrete actions in the form:

<action#><action description>. Each action description should start on a new line.
Since each action is atomic, avoid sentences with more than two clauses.

SG2: Use the sequential ordering of action descriptions to indicate strict
sequence between actions. Variations should be written in a separate section.

SG3: Iterations and concurrent actions can be expressed in the same section of
the UC, whereas alternative actions should be written in a different section.

SG4: Be consistent in your use of terminology, that is, use consistent names on
actors, objects and actions in all action descriptions. Avoid use of synonyms and
homonyms.

SGS5: Use present tense and active voice when describing actions.

SG6: Avoid use of negations, adverbs and modal verbs in the description of an
action.

Guidelines for content-

CGl1: <agent ><action><agent>

CG2: <agent><action><object> <prepositional phrase>

CG3: 'If' <alternative assumption> 'then' <list of action descriptions>
CG4: 'Repeat until' <repetition condition> <list of action descriptions>
CGS: <action 1> 'while' <action 2>
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Appendix B

This appendix includes the descriptions of the two systems for which the students
should specify a use case model.

Description — System A

An opinion poll institute want a system with questionnaires on the Internet. The
system should make it easy to publish questionnaires, as well as to fill in
questionnaires on the Web. The answers to the questionnaires should be saved so that
they can be exported to other tools (an example is "structured text" which can be
imported into a spreadsheet). For some of the questions it will be necessary for the
system to read a significant amount of text. The opinion poll institute want an easy
overview of the answers received, for example, they want to know how many have
answered the different questions. Notice that you shall not make a simple
questionnaire on the Web, but a "questionnaire generator" for the Web.

Description — System B

A hospital ward needs a system for swapping duties between nurses. There will be a
PC in the ward where the nurses can log in. The user interface should make it possible
to register who swaps duties and for what period of time. First the swap is registered
with status inquiry. When the head of the ward has accepted the swap, the status
should be changed to accepted. Swaps that are not accepted should be registered with
status not accepted. 1f the head of the ward has not responded to the inquiry within 24
hours, status should automatically be set to accepted. The nurses must be able to log
on to the system to see if the swap of duties is accepted. All accepted duties should be
saved so that they can be transferred to other systems.
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Appendix C

This appendix shows the questions about functionality in the use case models that
were included in the questionnaires given to the students.

Questions for System A:

1.

9.

How many questions can there be in a questionnaire? If there is a limit to the
number, on what is this limit based?

. Which different alternatives are allowed for the answers?
. Is it possible to insert comments either to questions or to answers in

questionnaires?

. Is there any validation of questionnaires that have been completed? If the answer is

“yes”, how is the validation done?

. Who has access to the answers from a survey?
. What possibilities are there in the system for analyzing answers and who has

access to these possibilities?

. To which tool can answers from questionnaires be exported and how is this done?
. What possibilities exist for changing questionnaires that have already been saved,

and who has access to these possibilities?
What possibilities exist for changing answers or continue to answer a questionnaire
that has already been completed, and who has access to these possibilities?

10.Who has access to publishing questionnaires?

Questions for System B:

. Who has access to the system and how do they log on?
. How is the roster made and updated, and who is responsible for it?
. What possibilities are there in the system to look at rosters and who has access to

the different rosters?

. How is the second nurse (the one who does not initiate the swap) informed that

another nurse wishes to swap duties?

. How is the head of the ward informed about requested swaps?
. How are the nurses (both the one who initiated the swap and the other) informed

about whether a swap has been accepted?

. Are there possibilities to delete a swap, that is, to return to the original roster?
. What functionality exists in the system for transferring duties to other systems (for

example, the system for paying out wages)?
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